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Domino 14.0 "Auto Update”

Notification for new software (names.nsf)

* List available software packages

* Download software packages into autoupdate.nsf

* Distribute Server software to specified servers (Release/FP/IF)

®* Provides the base for installations
- Integrated with My HCLSoftware Portal (MHS)

- Leverages MHS download APl implemented for Domino Auto Update

* New in Domino 14.5 EA 1+2

- Update Domino on Windows and Linux automatically

HCL Domino

HCLSoftware
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My HCLSoftware Download Portal (MHS)

« C O B httpsy//my.hdtechswcom 1y & o o» =
* MHS is the new download portal HCLSoftware

My HCLSoftware

— https://my.hcltechsw.com/

Provides a modern and easy to use, fast software

search and download experience

— Replaced the existing Flexnet download portal My H CLSO]C’[W&] re PO ra |
* Provides a download APl implemented for

Domino AutoUpdate Software Distribution

— Documented API also used by Daniel’'s Domino Download SCI'ipt The My HCLSoftware portal is available for the distribution of

software from the HCL Domino family. If you are an HCL

. . . . Domino customer or partner, please continue to sign in L.ISiI'I‘.'%l
— Leveraged in the HCL Domino OpenSource Container project your HCLSoftware ID.

amazonm Signin -
cloudfront -

HCLSoftware 4


https://my.hcltechsw.com/

My HCLSoftware Download Portal (MHS)

HCLSoftware

My HCLSoftware Downloads Subscriptions Deployments

Customer Support @

HCL Ambassador Program

ﬁ » Downloads » HCLDoming > Domino > 14.0 Fix Pack 3 Interim Flx 2

HCL Domino | 14.0 Fix Pack 3 Interim Fix 2 (18 Dec 2024)

Downloads
Name T¢ Description Platform
140FP3HF15-aix6d tar HCL Domino Server 14 .0FP3IFZ... aix
140FP3HF16-linuxe4d tar HCL Domino Server 14 0FP3IF2.... limux
T40FP3HF17_Wb4d exe HCL Domino Server 14 OFP3IF2..  windows

Released

18 Dec 2024

18 Dec 2024

18 Dec 2024

Size

188.2 MB

73.31 MB

2551 MB

Actions

v @ #
v @ #
v @ #

HCLSoftware
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My HCLSoftware Accept License Agreements

. One or more license
* Before downloading software, you have to accept agreements must be
accepted before
downloading

license agreements

MB Accept licenses @

— Only once per company and product group

- When license changes (e.qg. for a new product version) you HCLSoftware

might need to agree again

My HCLSoftware Downloads Subscriptions

* Applies also to My HCLSoftware API

ﬁ » Downloads » HCLDomino » Domino > 14.0 Fix Pack 1

— A proper error message is shown in autoupdate.nsf

HCL Domino | 14.0 Fix Pack 1 (16 Apr 2024)
— |In case of error, confirm the license and restart download

A Read and accept the applicable license agreements to download files.

Status: o Download Errar

Error There are unaccepted license agreements

Proposed action: Check your My HCLSoftware Portal account and assure you are authorized to download software.

HCLSoftware ¢



Auto Update Setup & Auto Notify

* Domain wide feature configured in Domino Directory

* One designated download server loads software & schedules distributions

— Proxy support including authentication to bridge networks (DMZ)

* Product Info documents are available in Domino Directory

= Configuration

----- (2 Product Info
- [ Servers
EI'E_% Messaging

- Mail Users
- Domains

-~ Connections

- [ Metwarks

#- T Configurations

-~ T Internet Sites

- [ File Identifications
- £ Mail-In Databases

I+l

Rt S s S
Gpen @Cnnﬁguraﬁnn Domino DIFEC[DT)" Profile — \_"ia-&_ef
| ot
Prod.uct DESC“P"?" i Basics ] Security] Product Updates l Doming IO ]
domino HCL Domino Server 14.0FP3IF2
notes HCL Motes Client 14.0FP3
traveler HCL Traveler 14.0.0 FP1
verse HCL Verse 323
leap HCL Domino Leap 1.1.3
hei HCL Enterprise Integrator 14.0 Status: Motify, Download ang Update -
nomad HCL Momad 1.0.14 - o )
restapi HCL Domino REST AP 1.1 Product JSON URL: ~ hitps://ds-infolib.hchechsw.com/product jwt
SAPConnector  HCL Domino Connector for SAP Solutions 2.0.2 Download Server fIinLls.Iab.dnng.ELlfdnng-Iab__; [

HCLSoftware



product.jwt

* Located on the same HCL server providing the fixlist

— Configured in Domino Directory profile

— https://ds-infolib.hcltechsw.com/product.jwt

* Contains information about products
- Downloaded by autoupdate into names.nsf
— Converted into Notes items

— Also contains Logo Data

* ISON data provided as IWT
— Signed by build room with an Ed25519 key

— Public keys are "baked” into Domino to validate the IWT

HCL Domino

"publishDateTime": "28248415153434"7,
"product™: [

"product™: "doming”,

"description™: "HCL Doming Server”®,

"descriptionLong™: "The wWorld is Powered by HCL Domino. Domino powers the apps that run wour business

"productuews™: "\te autoupdate integrated with motes AauT Cataleghrinhte Daos resync snapshot documents

"platform™: [
"Windows/&4",
“Linux/ea”,
"ATX/E4",
"os/4aa”

1,
"language": [

"english|EN",

"French|FR™, JSON
-GET"ITIEI'I|DE-, ]
“Italian|IT",

"Japanese| 14",

“Korean|ko",

“spanish|ES",

“simplified_chinese|ZH_cn",

“Traditional_chinese|ZH_TW",

"Brazilian_Portuguese|FT_BR",

“arabic|ar”,

"Czech|cs®,

"putch|wL™,

“Russian|RU",

"swedish| sV,

“polish|PL"

1,

"wersign™: "14,.8FF1",

"gsWersion®: [

"Windows/2822"7,
“Windows /28197,
"RedHat Enterprise 9"

1,

"comments”: ",

"releasebate™: "208248416",

"info": [

"What's Mew in Domino 14.8=https://help.hcltechsw.com/doming/14.8.8/admin/whats_new_in_doming.html",
"What's Mew in Domino 14.8FPl=https://help.hcltechsw.com/doming/14.28.8/admin/wn_148FF1.html",
"HCL Software Homepage=https://wew.hcltechsw.com/doming™,

"Motes Dominge 14.8FP1 Release Motes=https://support.hcltechsw.com/csm?id=kb_article&sysparm_article-
"Motes Doming Fix List=https://ds-infolib.hcltechsw.com/ldd/fixlist.nsf",
"HCL Doming 14.8 Product Documentatien=https://help.hcltechsw.com/doming/14.8.8/admin/Index.html?scy
"How to register as a Customer on HCLSoftware portals=https://support.hcltechsw.com/csm?id=kb_articl
"HCL Community Forum=https://support.hcltechsw.com/community”,
"H{L Support Homepage=https://support.hcltechsw.com/csm”

1,

"logofata”™: "IVBORWEKGEOAAAANSUNEUZAAAUCAAABACAYAAABEXT 7XAAABNWIDG1BIgEMEcHIV L r Y NZml s Z0AAK I FOLT LIW1ALN
BNKQ\ M\ npLE4Cq4FB3akgwau z rosuAqlaa+IgauToouleFasaBHihoF 700+ew3vAUKzy 1S 2\ rnZwlQNCct I 3+ 21L reqBl7hgxhDEBCVmK kil
4nv2drrqom3aRgHoh9se 2PMSCwC7Qa  rintvl1gbNutESD/DF xpHE+tCox+kt7oalEjyHAbUL juaPIec LkD jDzpk IES kp+WlCwmi \ r\n7 2faT)

AT AAS r = e 4P A A R AU Oy =0 AJRER Tar Ly el R M [} S0 HWE

W ZLIK,

HCLSoftware s


https://ds-infolib.hcltechsw.com/product.jwt

Auto Update Software Documents

* Software documents
— Created from software.jwt
- Platform, Product, Type, Language, Version
— FileName, SHA 256 Hash, Size in Bytes

— FilelD - Internal MHS identifier used for download

* File attachment
— DAQOS is enabled by default for autoupdate.nsf
— Files are loaded from MHS via HTTPS (LibCurl)

— Tarqget server download file attachments via NRPC

HCL Domino

HCL Domino Server 14.0FP3IF2 for Linux64

Version:

Status:

Product

Type:

Platform:

Supported OS version:
Software version:
Capabilities:

Release date:

File name:

File size (MB):

File checksum (SHA256):

File ID:

Build number:

14 0FP3IF2 Latest Version

@ Available
Domino
Server

Linu/64

14.0FP3HF16
download, distribute
2212.2024
T140FP3HF16-linuxG4 tar

733

¢ EditDocument X Close [l OpenRelease [l Open Fixpack

050fd0blf2215c82cbedebf3e7ead4808%elabdbdelb 7926 7b0b06/M c3324a08a

0UbABobxuvCDD4FrGlhei

14000003

HCLSoftware
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software.jwt

* Also located on Fixlist servers

®* Contains information about software web-kits

- Downloaded by autoupdate into autopdate.nsf
— Converted into Notes items

— JSON data provided as IWT

* Also contains configuration

- My HCLSoftware API entry points

HCL Domino

"configuration®: {
“tokenURL™: "https:/fapi.hcltechsw.com/v1/apitokens/fexchange”,
"downloadURLPrefix™: "hitps://api.hcltechsw.com/vl/files/",
"downleoadURLSuffix": "/download”

Is
"software™: |

{
"product™: “domino”®,
"productpisplay™: "Doming”,
"productiame™: "Domino”,
"description™: "HCL Doming Server 12.2.2 for AILX English®,
"type": "server”,
"typeDisplay™: "Server”,
"typeExt™: "server”,
"platform™: "AIX/64",
"languags": """,
"languagenisplay”:
"target™: "7,
"label™: "12.8.2",
"labelversion™: "12.8.2",
"version™: "12.8.27,
“fixpack™: "7,
"interimfix": "",
"hotfix": ™",
“fileMame™: "Doming_12.@.2_AIX English.tar”,
"FileID": "WXLKWYrZgThmGETOigTsh"™,
"fileChecksum™: "@de2eB85dleSag8389583c2fde2sscefatadfdll4eb27oee434787e288Ce32568",
"gsversion™: "7,
"filesize™: 673872228,
"buildoate": ™",
"releassbate”: "",
"rules™: "7,
“"comments™: ",
"capabilities™: "download®,
"info": {}

iy

{ =

"product™: “domino”®,

mm
L)

"productDisplay™: "Domino”, JSON
"productiame”: "Domino”, I
"description™: "HCL Doming Server 12.2.2 for IBMiI English”™,

Atipna™es FMeapiae®

HCLSoftware
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Auto Update Download

* Autoupdate task runs
on all Domino 14+

servers in the domain

* Download server

- Schedules downloads and

distributions

* Target servers

— Execute pending requests

— Update their own server status

documents in autoupdate.nsf

Auto Update
E;‘) p

on linus.lab.dnug.eu

Software

%+ Latest Software
Os  Software Catalog
Downloads
Notes AUT Catalog

Server Deployments

Sernvers

=
la] Deployment Groups
l

Active Deployments

a Schedule Deployment ¢ SetDeployment Order

4 v WV1450_12042024
bill.lab.dnug.eufdnug-lab
linus.lab.dnug.eu/dnug-lab
ray.lab.dnug.eu/dnug-lab
tux lab.dnug.eufdnug-lab

1~ 14.0FP1

keep.lab.dnug.eufdnug-lab

V1450_12042024
V1450_12042024
V1450_12042024
V1450_12042024

14.0FP1

El SetDeployment Group {8 Remove from Deployme

_ServerName _____|Order | ___|Version ___|Target Version Platform | _|

Server & Target Servers

Windows/64 H
Linux/64 B
Linux/64 E =
Linux/64 o

Linux/64 E ml

HCLSoftware 11



Auto Update Server Documents

s Schedule Deployment ¢ EditDocument X Close

* Autoupdate "Server documents”

— Each server maintains its own “server document” in

autoupdate.nsf
— Contains version, platform and other detailed information
— Used to schedule updates (Target version and schedule)
— Also used to trigger distributions

— Status of server

* Central replica approach

— Avoids save/replica conflicts

— Ensures immediate status updates

bill.lab.dnug.eu/dnug-lab

Basics ] Update history ]

Version:

Running as admin:

Target version:
Status:

Deployment order:

Deployment group:

0S reboot
Deploy ID:
Install started:

Install ended:

Server Information

Cluster name:
Platform:
Capabilities:
Service name:
0OS user name:

0OS version:

V1450_12042024

The serveris running as an administrative user. Starting with Domino 14.0, the recommended
useris the Local Service account or an unprivileged user.

V1450_12042024
~ Unscheduled

3

| Reboot only if required

20250114-140003
15:09:54 Gestermn

15:13:29 Gestemn

DNUG-LAB-CLUSTER
Windows/64

Install
HCLDominoServer(enctesdata)
SYSTEM

Windows/2022 10.0

HCL Domino

HCLSoftware
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Auto Update Configuration

Global Configuration

* Global Configuration

Software Selection Filter

- Software selection filter o T
Platforms: " AIX64, Linux/64, Macintosh/64, 0S/400, Windows/32, Windows/64 =]
- Log Level r _
Languages: German, English ;=1

Types: " Admin/Designer, Autolnstall, Basic Client, Standard Client, Language Pack, Server =

- Download settings

Configuration

— Proxy settings

Log level: |nonnal -
Directory design: |Updale Domino Directory design -
. - - Software list URL: hitps://ds-infolib hcltechsw. com/software jwt
* Action to set the "Download Token Max. download speed  +
(MB/sec): 4
. Download timeout P
* Setting Proxy password and Download (minutes): 1
Comments: o
Token requires Notes 12.0.1 client or higher
Proxy Settings
— "Notes named document” functionality broxy URL .
is introduced in Notes 12.0.1 User T4
Password: M i

HCLSoftware 13



Auto Update API Keys [ @wrasman ¢ | Al immimimiex. o+

. C 'C’ E] https://my. hcltechsw.com kg xS 4 ﬂ o=

HoLsoftwar o
* Log into the MHS Portal

My HCLSoftware Downloads

Your account

APl Keys P roreer

[=> sign out

* Acquire an APl Key from MHS

— Specify a unique name for the token

— Copy the token

AP| Keys can be used to enable automated interactions with My
HCLSoftware. Please note that keys can be used by a single client only as
* Click on "Set Download Token” they are rotated upon each use.

— Paste the token
CREATE API KEY

* Once configured autoupdate.nsf

is ready for download
[ Save & Close X Cancel {8 SetDownload Token

* Important Global Configuration = NevPevnleadeken :

— API Token is a rotating token ST e L T

[MoDBI07TG4jt_DgJwxxuWi1C63aafimwaiWabPw| | Cancel

— Use separate token per download server! Software Selection Filter

HCLSoftware 14



Auto Update Distribute

e Scheduling a deployment will automatically schedule Deployment E
download software if not yet downloaded 4 selected servers
* Autoupdate knows about release / FP / IF / HF Action: ST o T sl
dependencies
Requested version: 14 0FP3IF2 ,
— Scheduling an update for an IF would even know
which HE to download for each platform Server capabilities: Install: 1, Distribute: 3

— The server document shows HF and IF version
Submit Cancel

HCL Domino

HCLSoftware 15



Auto Update Servertask Schedule HCL Domino

* Low Priority
- Check for information updates accessing external HCL server (product.jwt, software.jwt)
— Default: 60 minutes

— Notes.ini AUTOUPD_LOW_PRIO_DL_INTERVAL_MINS=n

* High Priority
— All other operations including download (because they are admin initiated)

— Default: 5 minutes

— Notes.ini AUTOUPD_HIGH_PRIO_DL_INTERVAL_MINS=n

* Command Line manual override
Tell autoupdate process all
Tell autoupdate process low

Tell autoupdate process high

HCLSoftware 16



HCLSoftware

Domino 14.5 EA2
Autolnstall

- Update Domino on Windows & Linux
- Self Live Patch Autolnstall



Domino 14.5 Early Access Disclaimer

* Domino Early Access is beta

software intended for test only

HCL Domino

- The Ul shows a red warning

message for EAP software HCL Domino Server 14.5 for Windows English - Early Access Dec 2024
— Details are subject to change HCL Early Access Software - Not supported for production use!
* AutoUpdate 14.0 +14.5 works Version: V1450_12042024  LatestVersion

Status: L] Available

fine after 13.12.2024

* Still recommended to patch

— Patches available in the EAP forum

for Domino on Windows and Linux

HCLSoftware 18



Domino Auto Install - Capabilities

s Mark for Download X Cancel Download 2 ResetDownload [ Delete Software [3] New Software
| | | | [Plafom | [Type _______[Language | |Description
59 * Server
Ca pa bilities 3 » V1450 12042024
@ Windows/64 < Server HCL Domino Server 14.5 for Windows English - Early Access Dec 2024
- Download Linux/64 & Server HCL Domino Server 14.5 for Linux English - Early Access Dec 2024
AlX 64 ml Server HCL Domino Server 14.5 for AlX English - Early Access Dec 2024
— Distribute 8 =
_ Install Windows/64 = Server HCL Domino Server 14.0FP3IF2 for Windows 64bit
Linux/64 =l Server HCL Domino Server 14.0FP3IF2 for LinuxG4
- No [Onger available AlX /64 A Server HCL Domino Server 14 0FP3IF2 for AlXG64
2 ¥ 14 0FP3IF1
= Windows/64 Server HCL Domino Server 14.0FP3IFT for Windows 64bit
. = Linux/64 Server HCL Domino Server 14.0FP3IFT for Linuxgd
Latest version 8 LI
@ Windows/64 il Server HCL Domino Server 14.0FP3 for Windows 64bit
- For each platform, _ : .
@ Linux/64 = Server HCL Domino Server 14.0FP3 for Linux
type, code stream, O Ax/e4 L. Server HCL Domino Server 14.0FP3 for AIX
[anguage 3 v 14 0FP2IF3
Windows/64 il Server HCL Domino Server 14.0FP2IF3 for Windows 64bit
Linux/64 = Server HCL Domino Server 14.0FP2IF 3 for LinuxG4

HCLSoftware 19



Domino Auto Install - Schedule

Schedule Deployment *
Schedule Deployment

2 selected servers

Server bill.lab.dnug.eu/dnug-lab

Action: Install now w
Action: Schedule install w
Requested version: "V1450_12042024 1+
Requested version: "V1450_12042024 1=
Server capabilities: Install: 2
Server capabilities: Install: 1
Submit Cancel
Week days: T Mon ™ Tue ™ Wed [~ Thu [~ Fri W Sat W Sun
Scheduled time: Between 00:00 © and 2359 ® HCL DOI l Iino
Stari/end date (optional): B 10 m

Submit ” Cancel I

HCLSoftware 20



Domino Auto Install — History Documents

i Delete History

E‘j Auto Update

@®'  on linus.lab.dnug.eu Update Time | __ServerName ______________________[Action __|Reboot |Version
* -No Deploy group-
31122024 16:10:50 @ tuxlab.dnug eu/dnug-lab Distribute V1450 12042024
R 31.12.2024 11:45:53 © tuxlab.dnug eu/dnug-lab Install V1450_12042024
v Latest Software 02.09.2024 19:02.41 @ billlab_dnug. eu/dnug-lab Install H W1450_08282024
Oz Software Catalog ¥ DNUG
Downloads 31.12.2024 00:21:31 @ linus.lab_dnug.eu/dnug-lab Distribute 14 0FP3HF16
Notes AUT Catalog 10.09.2024 21:02:19 @ linus.lab.dnug.eu/dnug-lab Distribute 14 0FP2
05.06.2024 23.57.09 @ ray.lab.dnug.eu/dnug-lab Distribute 14.0FP1

Server Deployments

= T
a] Deployment Groups

.l. Active Deployments

Deployment History

®

< Domino

o |
H Autolnstall

HCLSoftware 21



Domino Auto Install - Log

Information
— Status
- Version

- Time / Runtime

Reboot status

- Depends on settings

Install Log

— Install log file with all details

— Domino Release, Fixpack, IF logs

- NSDs, IVM patcher logs in case of error

— All_logs are available in history document

Status:

Prior version:
New version:
Action:
Deploy ID:
Start time:

End time:
Server name:
Platform:
Runtime (sec):
Installer reboot request

0S reboot status:

Admin reboot action:

Comments:

© Success
V1450_08282024
V1450_08282024

Install

20240902-165848

Mo 02.09.2024 19:02:41:00
Mo 02.09.2024 19:06:38.00

bill lab.dnug.eu/dnug-lab

232
Recommended

Reboot disabled by configuration

Arebootis recommended, but admin disabled reboot.

Please reboot atthe next convenienttime.

Last updated: Mo 02.09.2024 19:.06:44

install_20240902-165848.lcg HCL_Dominc_Installieren_09_02_2024_19_06_24 log

HCLSoftware 22



Domino Auto Install - Reboot

* Installations on Windows might require reboot

— There could be a reboot already pending

— Domino Installation might require a reboot

* Reboot settings in Server document
- Never
— "If recommended or required” (by InstallAnywhere)
- "If required” (by InstallAnywhere)

- Always

* Detailed logging for reboot
- If rebooted and why rebooted
— Reboot icon in view

- Dump of pending rename files before and after install

wa Schedule Deployment Save & Close

tux.lab.dnug.eu/dnug-lab

Basics l Update history]

Version:
Target version:
Status:

Deployment order:

Deployment group:

0S reboot

Deploy ID:
Install started:

Install ended:

Comments:

W1450_12042024

W1450_12042024

~" Unscheduled

P
d

Reboot only if required -

Never reboot after install
Reboot if recommended or required

Always reboot after install

15:21:54 Heute

P
dl

HCLSoftware 23



Domino Auto Install - Requirements

The server must be an install platform

- Windows or Linux

Autoinstall must be available
- Running as service on Windows

— Available with SUID permissions set on Linux

Sufficient free disk space
— Binary directory 2 GB
— Data directory 5 GB

Partitioned servers and containers

only support ‘distribute’

The server must be started as a service

— Windows service or Linux systemd

* If requirements are missing

— Server capabilities are downgraded to distribute

— Server cannot be installed

— Information what is missing is highlighted in server document

— Schedule dialog shows details about server schedules

Basics | Update history ]

Version:
Missing requirements:
Target version:

Status:

Deployment order:

W1450_12042024
SUID bitis not set on autoinstall program

W1450_12042024

* Unscheduled

1

HCLSoftware 24



Domino Auto Install requires Domino running as a Service

* Only when running as a service there is a defined way to stop and restart a Domino server

- Windows Service

- Linux systemd Service

— The server is shutdown via a defined service interface before the update is initiated

— Server is cleanly restarted after the update starting the service

* Servers not started as a service have their capabilities downgraded to "Distribute”

" Services (Local)
HCL Domino Server (ddominodata) MName
{ELHCL Auto Update Service

Description

HCL Auto Update Service

Start the service %HCL Domino Server (ddominodata)

HCL Domino Server (ddominodata)

“£:Microsoft Defender Antivirus Metwork Inspection Service

Description: £k Microsoft Defender Antivirus Service

HCL Domino Server (ddominodata) £4 Optimise drives

Helps guard against intrusicn attempts targeting known...
Helps protect users from malware and other potentially ..

Helps the computer run more efficienthy by optimising f...

Server Information

Platform:
Capabilities:
0S user name:

0S version:

Domino build date:

Build number:

Autolnstall version:

Windows/64

Distribute

daniel nashed
Windows/10/64 10.0
04.01.2025

14000003

HCLSoftware
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Domino Auto Install Program

* Domino server runs with unprivileged users

— On Linux "notes” user

— On Windows since Domino 14.0 as "Local Service”

- Installations require admin permissions

* autoinstall.exe / autoinstall

HCL Domino

— Runs as service on Windows as System Account

— Runs with SUID rights set on Linux

- Installed initially by Domino InstallAnywhere

" Services (Local)

HCL Domine Auto Update/Install
Service

Stop the service
Rectart the service

Description:
HCL Doming Server automated
software installation

Fa
MName

{LLHCL Auto Update Service

@!HCL Domino Aute Update/Install Service I
-_',\.f‘;HCL Domino Server (ddominodata)
{ELHCL Notes Smart Upgrade Service

£k Host Guardian Client Service

£k Host Network Service

-_',\.?;Human Interface Device Service

Description

HCL Auto Update Service

HCL Domino Server automated software installation

HCL Domino Server (ddominodata)

Ein Dienst, der far Upgrades des HCL MNotes-Clients hilfreich ist.
Provides abstraction of Host Guardian artifacts.

Provides suppert for Windows Virtual Networks.

Activates and maintains the use of hot buttons on keyboards, r..

Status

Running

Running

Running
Running

Startup Type
Automatic
Automatic
Automatic

Automatic

Manual (Trig...
Manual (Trig...
Manual (Trig...

Log On As

Local Systemn
Local System
Local Systemn
Local System
Local Systemn
Local System
Local Systemn

HCLSoftware 26



Domino Auto Install Flow HCL Domino

* Autoupdate

1.

2.

Downloads software (Distribute)
Creates request file (autoinstall.req)

On Windows the service polls for the request file

On Linux autoinstall is launched by autoupdate

Checks for the log file and status
Updates server document

Creates a history document

* Autoinstall

—

Reads and validates the request file autoinstall.req
Validates and extracts files via (software.jwt)

Shuts down Domino

Launches installers

Checks installs and creates install log

o o A © N

Starts Domino

Or reboots the machine

HCLSoftware 27



Auto Update History

Embedded view in server

document
- "Update history” tab

— Shows all installs for a server

History documents for
— Domino installs

— Autolnstall binary updates

Separate view for all server

installations
— Default cateqgorized by server

— Sortable by time

o Schedule Deployment ¢ Edit Document

autoupdate/Redwood-Lab

Basics] Update history ]

HCL Domino

Update time Action Version DeploylD Runtime Reboot
01.071.2025 00:04:45 @ Install 14 7FP1HF2 20241231-230407 23
31.12.2024 23.46:26 @ Install 14 7FP1HF2 20241231-224542 23
30.12.2024 12:50:56 @ Install W1450_12302024MP  20241230-114909-( 240
30.12.2024 12:40:25 @ Autolnstall Update  V1450_12302024 20241230-114025 1]
14122024 16:39:08 @ Install V1450_12142024NP  202412714-1535561 233
14122024 16:15:50 © Autclnstall Update  V1450_12142024 20241214-151550 1]
12122024 15:09:58 @ Install W14B0_12122024MP  20241212-140744-( 236
12122024 15:06:34 @ Autolnstall Update  V1450_12122024 20241212-140634 1]
11122024 12.51:42 © Install W1450_12112024MP  202472171-11507189-( 239
11.12.2024 12:40:23 @ Autclnstall Update  V1450_12112024 20241211-114023 1]
10122024 12:09:06 @ Install WV1450_12102024MP  20241210-110648-( 239
10.12.2024 12:05:32 @ Autolnstall Update  V1450_12102024 20241210-110532 1]
09.12.2024 17.08:13 © Install W1450_12092024MP  202471209-160632-( 243
09.12 2024 16:59:39 @ Autclnstall Update  V1450_12092024 20241209-155939 1]

L4
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Domino Auto Install Program live Self Patching

First install is easy * Updating Autoinstall

— Autoinstall is installed by InstallAnywhere installer — Installs itself while running

But what if it needs an update? - No need for Domino shutdown

— Autoinstall is launching the installer and can’t be - Ithas own build version and install log

replaced by InstallAnywhere

[i] Delete Hist
$Y Auto Update i
E) Auto Upd = T

* autoupdate/Redwood-Lab

- It might also need an update before installing

30.12.2024 12:40:25 @ autoupdate/Redwood-Lab V1450_12302024

t h en ext D om | Nno vers i on Software 14.12.2024 16:15:50 ©® autoupdate/Redwood-Lab V1450_12142024

<% Latest Software 12.12.2024 15:06:34 @ autoupdate/Redwood-Lab V1450_12122024

O Software Catalog 11122024 12:40:23 © autoupdate/Redwood-Lab WV1450_12112024

A u to u p d a te Downloads 10.12.2024 12:05:32 @ autoupdate/Redwood-Lab V1450_12102024
Notes AUT Catalog 09.12.2024 16:59:39 @ autoupdate/Redwood-Lab V1450_12092024

06.12.2024 12:05:43 ©® autoupdate/Redwood-Lab V1450_12062024

- Downloads new versions of autou pd ate and schedules Server Deployments 0512 2024 12:1343 © autoupdate/Redwood-Lab V145012052024

an install (distribute + request + launch .))

— Creates history document

H Servers
le] Deployment Groups
yl_/, Active Deployments

Deployment History

0]
= Domino

B Autolnstall
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Domino Auto Install Program Install History

* Information
— Status
— Version

- Time / Runtime

* Install Log

- Install log file with all details

%j Auto Update

on autoupdate

Software

% Latest Software
Qs Software Catalog
Downloads

MNotes AUT Catalog
Server Deployments
H Servers
;o] Deployment Groups
- Active Deployments

Deployment History

®

Domino

=l
H Autolnstall

il Delete History

Update Time |__[ServerName _____________|Version

* autoupdate/Redwood-Lab

30122024 12:40:25
14122024 161550
12122024 15.06:34
11.12.2024 12.40:23
10122024 12:05:32
03122024 16:59:39
06.12.2024 12:05:43
05122024 121343

00000000

autoupdate/Redwood-Lab
autoupdatefRedwood-Lab
autoupdatefRedwood-Lab
autoupdate/Redwood-Lab
autoupdate/Redwood-Lab
autoupdatefRedwood-Lab
autoupdatefRedwood-Lab
autoupdate/Redwood-Lab

W1450_12302024
W1450_12142024
W1450_12122024
W1450_12112024
W1450_12102024
W1450_12092024
W1450_12062024
W1450_12052024
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Auto Install Deployment Order

* Flexible COnCept to control how to o Schedule Deployment ¢ SetDeployment Order [l Set Deployment Group 3 Remove from Deployment Group
: : || | ServerName ______lOrder| __|Version ____|TargetVersion [Platform | | _[Cluster
install a new version 4 » V1450_12042024

. bill lab.dnug.eufdnug-lab V1450 12042024 Windows/64 ] DMNUG-L
— When server installs are executed | |

linus lab.dnug.eu/dnug-lab V1450 12042024 Linu/64 B @ DNUG-L
respecting the deployment order ray.lab.dnug.eu/dnug-lab V1450_12042024 Linux/64 E5 & DNUG-L

tux.lab.dnug.eu/dnug-lab V1450 12042024 Linux/64 S

— A deployment order number can have i

1= 14.0FP1
one or multiple servers keep.lab.dnug.eu/dnug-lab 14.0FP1 Linwx/64 B o

5

* All deployments wait until the lower

deployment order is successfully completed

— Servers in the same deployment order are

installed in parallel

— If any server in the previous deployment order failed,

the whole deployment stops!
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Auto Update Deployment Groups

va Schedule Deployment [El Add Servers ¢ EditDocument X Cancel

* Deployment documents
Deployment Group
— Can be used to schedule deployments on

Basic] Servers in Group |

multiple servers at once

— Servers assigned to a deployment group Name: PG
by add|ng deployment group name tO Description: DMNUG Standard deployment group
the server document Comments:
. . Lastupdated: Sat09.12.2023 17:41:34
* Ensures each server is exactly assigned
to one deployment group Deployment Group
* Deployments can be scheduled for Basic | Servers in Group |
— One server Server Platform Version Planned Version Order
linus.lab.dnug.eu/dnug-lab Linux/64 14.0 1 o
ray.lab.dnug.eu/dnug-lab Linux/64 14.0 1 v

— Selected servers

— A deployment group
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Fixpack & Interim Fix Support HCL Domino

* Domino 14.5 EA2 supports Fixpacks (FP) and Interim Fixes (IF)

— But how can we test FPs and IFs when there is no release supporting autoinstall yet?

— All the functionality needs to be tested and ready for the first 14.5 FP or IF to ship

* Solution: "Mock installers”
— A small binary for Windows and Linux to simulate installations
— Looks like a real installer and is signed in the same way
— Launched with the same parameters
— Creates the same type of logs
— Exercises the full Release, Fixpack and IF/HF installations

- The same installers are used for positive and negative automation tests
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What is a Domino Release? HCL Domino

* A Domino release is usually shipped once per year (or 18 month like Domino 14.5)

* Domino uses sematic versioning for releases in separate code streams

— For example: 12.0.1,12.0.2,14.0,14.5 (Stream and daily build example: V1450_12042024)

* Contains new major features and new versions of software components

— Like a new Java version which needs significant work and additional testing

* New template versions for system and application databases

— This also includes translated templates.

* Releases use the InstallAnywhere installer and can be installed on any existing release

— The installer takes care of uninstalling previous versions independent of which FP/IF/HF is installed
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What is a Domino Fixpack (FP)? HCL Domino

* "A fixpack is collection of low-risk, high-impact fixes to help customers safely avoid known issues”

— It might also contain smaller feature enhancements which did not make it into the release
* The current schedule based on what we have seen for 14.0 is around 4 month

* Fixpacks contain also fixes for example for iNotes Forms9.nsf

— No translated templates are part of a fixpack

* The naming of a Fixpack is "FP" with with a consecutive number

— For example: 14.0FP3

* The next Fixpack for a code stream contains all fixes of the previous Fixpack

— Fixes in a Fixpack are also expected to be in the next major release

* Fixpacks use an HCL own installer which can detect Releases, Fixpacks and Hotfixes
— The installer is able to uninstall an existing Fixpack before installing the new Fixpack

— But the installer cannot uninstall a IF or HF
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What is a Domino Hotfix (HF)? HCL Domino

A hotfix is a critical fix usually for a single SPR for a single customer
- In some special cases a customer needs multiple SPRs in a "combo-hotfix" distributed as a single HF

- Two different Hotfixes might contain completely different fixes

Hotfixes should be only installed on the server which needs this specific fix and should not be shared!

— Fixes are exclusively distributed by HCL support to customers.

— As soon the fixes are available on a Fixpack it is recommended to update to the Fixpack

The naming schema is "HF" and a consecutive hotfix number per Release and Fixpack combination

- Example: 14.0FP3HF8

- The number of the hotfix cannot be used to find out if the fix is related to another fix

Hotfixes use a different custom HCL installer which can detect Releases, Fixpacks and Hotfixes

— The installer can only update the version which exactly matches the Release/Fixpack combination

The same HF installer (web-kit) is required to uninstall an installed HF

To replace a HF you have to use this installer or install a new release, which replaces all binaries
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What is a Domino Interim Fix (IF) HCL Domino

A Domino Interim Fix can contain one or multiple fixes

An "IF" is a naming convention mapping to different HFs per platform

IFs are created when important fixes have to be distributed to customers

outside the normal Fixpack schedule available on the MHS portal (https://my.hcltechsw.com/)

The next IF contains all fixes from the previous IF for the same Release/Fixpack combination

— Fixes in an IF are expected to be in the next Fixpack and release

* The naming schema is “IF" and a consecutive interim fix number per Release/Fixpack combination

- Example: 14.0FP3IF2

* |Fs are just a naming convention. The file content is the same as for a hotfix
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Auto Update Fixpack & Interim Fix Support

Schedule Deployment

Server autoupdate/Redwood-Lab

Action:

Requested version:

Server capabilities:

Submit

Cancel

Install now

"14.7FP1IF2 ;=

Install: 1

¥ Server

+ V1450_12302024NP
@ Linux/64

* 14 7/FP1IF2
® Windows/64
@ Linux/64

* 14 7FP1
@ Windows/64
@ Linux/6d

v 147
& Windows/64
@ Linux/c4

Server

Server

Server

Server

Server

Server

Server

Domino V1450 Daily Build 12302024 NP

HCL Domino Server 14.6FP2IF1 Mock Server Installer for Windows

HCL Domino Server 14 6FP2IF1 Mock Server Installer for Linux

HCL Domino Server 14.6FP2 Mock Server Installer for Windows
HCL Domino Server 14.6FP2 Mock Server Installer for Linux

HCL Domino Server 14.6 Mock Server Installer for Windows
HCL Domino Server 14.6 Mock Server Installer for Linux

HCLSoftware
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Fixpack & Interim Fix Support

 Auto Install captures and checks the install autoupdate/Redwood-Lab HCL Domino
log for each installer
— All logs are attached to the history document Status: @ Success
Prior version: V1450_12302024MP
* IF installers are basically hotfix installers New version: 14.7FP1HF2
Action: Install
— Anold IF is uninstalled before installing
Deploy ID: 20241231-230407
the neXt FP or HF Start time: 00:04:45:00 Gestern
— Releases don’t need an HF uninstall End time: 0051000 Gestem
Server name: autoupdate/Redwood-Lab
) Domino AutOUpdate maps ”: to HF Cluster name: redwood-cluster
Platform: Linux/64
— Software documents contain both versions Autolnstall version: V1450_12302024
- Admin always schedules target by IF version Runtime (sec): -
0S reboot status: No reboot needed
- Installation target shows IF and HF version Comments:
. . Last updated: Mi 01.01.2025 00:05:12
* Mock installers are internal DEV tools
- But we thought you want to see them in action — — — —

install_20241231-230407lcg HCL_Domine_Install_12_31_2024_23 05 (4.locg domino-fp_20241231-230407log domino-hf_20241231-230407 lcg
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Domino Auto Install Demo HCL Domino

* Domino Auto Update functionality walk thru

* Install Domino Release + Fixpack + Interim Fix
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My HCLSoftware Download Errors

* Admin must accept license agreements in My HCLSoftware portal first
— Per company and product group for each new software license

— Ul shows a meaningful error message

* A separate "API Token™ from My HCLSoftware portal must be used for each download server

— Token is rotated on every download request

— Another server would rotate the token and make your token invalid

Status: o Download Error

Error There are unaccepted license agreements

Proposed action: Check your My HCLSoftware Portal account and assure you are authorized to download software.

Version: V1450_12042024 Latest Version

Status: o Download Errar

Error The supplied refresh token has been rotated

You must use a separate token for each Domino domain - Login to My HCLSoftware Portal, obtain

P d action:
roposedaction a new AP Key, provide to AutoUpdate via Set Download Token.
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Free Space Check for Distribute and Install

* Autoupdate first checks

free space for

— Installations linus.lab.dnug.eu/dnug-lab HCL Domino

— Distributions . .
Basics l Update history |

Version: W1450_12042024
Target version:
Status: ® Error

Config/install errors: Insufficient disk space in directory: [/local/notesdata] (expected free space: 5.0 GB. current free

space 4.1 GB)
Deployment order: 2
Deployment group: DNUG -
OS reboot Reboot only if required -

Deploy ID:
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Linux: SUID Check for autoinstall

* Missing install requirements
are reqularly checked
— Let admins know installations

would fail

* SUID is required to run with
root permissions

* Tip
— Run ./autoinstall —install to fix

missing SUID

wa Schedule Deployment ¢ EditDocument X Close

tux.lab.dnug.eu/dnug-lab

Basics ] Update history ]

Version:

Missing requirements:

Target version:

Status:

W1450_12042024
SUID bitis not set on autoinstall program

V1450_12042024

“ Unscheduled

HCL Domino
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Windows: Autolnstall Service not running

* On Windows the Autolnstall service

ensures the installer has admin rights

* The service waits for a request file

- |f the Windows service is not started,

installations would wait and don’t complete

o Schedule Deployment ¢ EditDocument X Close

jupiter/NotesLab
Basics ] Update histc:-ry]
Version:
Missing requirements:

Running as admin:

Target version:

Status:

-

14.0FP3IF2 (14.0FP3HF17)

HCL Domino

autoinstall service (DominoAutoUpdateService) is not running

The serveris running as an administrative user. Starting with Domino 14.0, the recommended

user is the Local Service account or an unprivileged user.

~" Unscheduled
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Windows: Warning if running as Admin

® Since Domino140itis
recommended to run with an

unprivileged user

— When using Domino VSS Backup
keep Domino running with an admin

account (e.g. system account)

* In any case Domino 14.5
AutoUpdate reports a warning
— Still allows all type of operations

— It's just a warning

bill.lab.dnug.eu/dnug-lab

Basics l Update histmrﬂ

Version:

Running as admin:

W1450_12042024

HCL Domino

The serveris running as an administrative user. Starting with Domino 14.0, the recommended

useris the Local Service account or an unprivileged user.

HCLSoftware 46



Autolnstall requires to run Domino as a Service

* Domino Autolnstall can only reliably stop and

start the Domino server if running as a service

— In case the server is not running as a service the

Server Information

server capabilities are downgraded to “distribute”

Platform:
Capabilibes:
0S user name:

0S version:

Domino build date:

Build number:

Autolnstall version:

Windows/64

Distribute

daniel.nashed
Windows/10/64 10.0
04.01.2025

14000003
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Domino Hotfixes (HF) requires a manual uninstall

* Hotfixes are detected
— Interim Fixes are properly mapped

— Any HF which is not an IF

Is custom hotfix

* Hotfixes must be manually

installed and uninstalled

— Hotfixes are not part of software.jwt

and cannot be verified

— Keep hotfix installers on the server

for manual uninstall

* Interim fixes can be

automatically updated

«a Schedule Deployment ¢ EditDocument X Close

autoupdate/Redwood-Lab HCL Domino

Basics ] Update history ]

Version:

Custom hotfix installed:

Target version:

Status:

14 6FP2HF3

A custom hotfix contains a specific problem solution. Newer versions are not guaranteed to
contain a solution for this specific problem. Please check with supportifa solution for the
applied hotfixis included in the desired new target version. If so, uninstall the current hotfix
before applying the new version.

V1450_01092025MNP

~" Unscheduled
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Q & A + Feedback

* Thanks for your interest! ——
Open questions? Feedback? — o

loin us in the Domino Early Access Program (EAP) forum

https://hclsw.co/domino-14-5-eap-forum

Try it out on your own

loin the AHA portal for feature requests

https://domino-ideas.hcltechsw.com/ideas

HCL Domino
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Auto Update Distribute to Notes AUT Catalog

* Domino 14.0 FP1 introduces integration between autoupdate.nst and autcat.nsf

* Once enabled Notes Client WebKits are automatically pushed to autcat.nsf

* Standard Client

* 14.0
Windows /64 1l [Btandard Client EM HCL Motes 14.0 for Windows 64bit English
PTDX}F Settings Windows/64 2l [Standard Client DE HCL Motes 14.0 for Windows 64bit German
Windows/64 =, Standard Client FR.ODEIT,JA, HCL Notes 14.0 64bit Multilingual User Interface
Proxy URL:- e v 12.0.2FP3
User T 4 Windows /64 1l Standard Client HCL Motes 12.0.2FP3 for Windows 64-bit
) Foarerssres Windows/32 2l Standard Client HCL Motes 12.0 2FP3 for Windows 32-bit
Password: 4
=
MNotes Auto Update Catalog
Action: Push Notes Client Sofiware to AUT Catalog -

AUT Catalog server: o J
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Auto Update Distribute to Notes AUT Catalog

* Software pushed to autcat.nst are shown in a new view

— Button to open AUT Catalog

%) Auto Update

an led

Software

% Latest Software

Oz Software Catalog

< Downloads

LE Motes AUT Catalog
Server Deployments

Sernvers
Deployment Groups
Distribution Status

Scheduled Installs

Deployment History

[E'., Open AUT Catalog [ Delete Software
Search in View 'Notes AUT Catalog’

¥ Remove Download 3 ResetAUT Catalog Status

Search for |

| | | |Plaforn ____|Type _______lLanguage | |Description |

3 = Notes

3 + Standard Client

1 - 140

@ Windows/64
2 * 12.0.2FP3

@ Windows/64

Standard Client

Standard Client

DE

HCL Motes 14.0 for Windows 64bit German

HCL Motes 12.0.2FP3 for Windows 64-bit

& Windows/32

Standard Client

HCL Motes 12.0.2FP3 for Windows 32-bit
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Notes AUT Catalog

* Some Notes Client WebKits are pushed as multiple AUT Catalog documents

— Standard Client Fixpack is used for Admin/Design (All Client) and Standard Client

— 64bit and 32bit to 64bit installers are two separate WebKits

* Auto Update takes care of pushing the Software accordingly

AUT Catalog on
led/Redwood-Lab

other servers:
None (single server AUT sita)

TIVersion Paths

TIFiles

T1Version Maps
v ='Setup

@Setup Screen
T Product Definitions

NewVersinnPath ImportManifest @DepIDyFiles @Delete

Product
* notes

To version »

Mote

Platform Language * From version
* StandardAlIClient-Win64
English V1202*
* StandardMNotesClient-Win32
English V1202*
* StandardMNotesClient-Win64
English V1202*

*®

V1202FP3_01082024
V1202FP3_01082024

V1202FP3_01082024
V1400_11092023

German / StandardMotesClient-VVing4
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