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Motivation for modern Monitoring

« Open Telemetr -
P Y é Telemetry

— New Open standard for logging
— Standard endpoints compatible between different vendors

e Grafana Loki, VictoriaLogs and many more

o Grafana Stack

— Often introduced by Kubernetes (K8s), but very flexible & standards based

e [t’s not just for K8s ﬁ
J P

— Prometheus is a modern statistics collection interface
— Tools work hand in hand and can be mixed & matched Grqfqnq

— Open Source & free

— Often replaces older tools based on SNMP monitoring g
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Classical Domino Server Monitoring

e Open admin client and watch basic status

— Running servertasks

— Users, Mail Dead/Hold/Waiting, SAl Server, Runtime

o Admin client collects stats and task status live

— The charting component for stats has been retired — but there is Grafana ...

Jm MASHCOM-NET Domain - pluto...

People & Gruuprsl Filesl Server... l Mes=zaging... ] Replication | Configuration

Status l Analysis l Monitoring l Statisti{:s]

By State ~ (] Show me past error states only

20:02:34 - 20:02:56 ~

notes.nashcom.de/SmvM:
domino.nashcom.de/Srvf
pluto/MotesLab
neptune/Moteslab
venus/MotesLab

newton.nashcom.de/Srv/l
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log.nsf

« Contains most log messages

But not all debug messages are going to log.nsf

Debug usually only goes to console.log

All Miscellaneous events go into console.log

Mail Routing, Replication, Security Events

Are mostly only in log.nsf not in console.log

Db Usage is also only recorded in log.nsf

log.nsf & console.log contain formatted messages

Beside Billing, which is a different story

Those messages would need parsing

Collapse Al

Domino Server Log ik
Search in View "Miscellaneous Events'

Miscellaneous Events

& Mail Routing Events Search for
» Replication Events Date #  Starting Time  Ending Time
Ele Security Events 7 21:25 GMT 0010 GMT
S Newsgroups Events =15/10/2026
&= Passthru Connections 1 00:10 GMT 02:47 GMT
=] Usage 2 02-47 GMT 06:33 GMT
(3 by Date 3 0633 GMT 09:43 GMT
Be by User 4 0943GMT 11:49 GMT
Miscellaneous Events i
nT
iT
Mame: pluto/MNotesLab
Time: 1010 15:09:28 GMT -10/10 18:21:28 GMT T
nT
Miscellaneous Events:
—

107107202 15:
las10/202e 15:
las1o0/2028 15:
las1o0/2026 15:
las10/2026 15:
117

1071072026 15

1071072026 15:
10/10/2028 15:
107107202 15:
las10/202e 15:
123

1071072026 15

10/10/2026 15:
1071072026 15:
1071072026 15:
10/10/2026 15:

05
10
13
17
17

1z

19:

20
20

23
29
30
33

28
=12
=049
38
141
143
: 05
33
117
131
=049
05
35
13
: 05

Nshiuth:
Nshiuth:

Ldmin Process: Searching Administration Requests database
TL5/55L connection €6.132.15%.18(35934) -> 159.6%.147.590(443)
TL5/55L connection €6.132.15%.18(338%38) -> 159.6%.147.90(443)
TL5/55L connection ©6.132.15%.18(33%12) -> 159.6%.147.590(443)
Ldmin Process: Searching hdministration Requests database

Nshluth:
Nshiuth:
Nshiuth:

Ldmin Process: Searching Administration Requests database
Ldmin Process: Searching Administration Requests database

Nshiuth:
Nshfuth:

Ldmin Process: Searching hdministration Requests database

starting session (02%961CDA) for neptune/Noteslalk on
starting seasion (02971CDA) for Daniel Nashed/NashCo

starting session (02%21CDR) for neptune/Noteslabk on
starting session (029B1CDA) for Daniel Nashed/NashCo
starting seasion (029C1CDA) for rover/NotesLalk on 91

starting sesasion (029D1CDA) for neptune/Noteslak on
starting session (02R41CDA) for Daniel Nashed/NashCo
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Domino Event Monitoring

¥ B DDM Configuration
¥ [0 DDM Probes

Domino Event Monitoring is the base for Domino Log monitoring & By Author
S By Probe Server
— Event task maps type, severity based on events4.nsf configuration A By Type
Y DDM Filters

v Server Collection Hierarchy
Open Monitoring...
%  Setup Wizards
» [0 Event Handlers

eventsd.nsf contains

— Error messages, their text, type and priority

— Statistics names and short description for many but not all stats » OO Event Generators

if Console Attributes

Notification types how to log » O Filters

2, Statistic Collection
— Log messages are written often to statrep.nsf or collected via SNMP v [ Advanced
— Severity can be changed & Modular Documents

= Event Messages by Text

— Core and servertasks messages [ Event Messages By Severity

~ Event Messages by Task
|~ Default Statistic Thresholds
lv Statistics by Name
lv Statistics by Description

» | Platform Statistics

6
Lifetime Ambassador

Statistics documents

— Basic description for most of the stats




Domain Monitoring (DDM)

Standard and Enhanced Events are written to ddm.nsf

DDM

Consolidated, Correlated Logging per problem 2 My Events

— Work flow to assign, (permanently) close events 'g' By Severity
By Date

. By Type
& By Database
[l By Semer

Enhanced events provide details like DB & doc note.id | 3 By Assignment
% Open Configuration

— Possible causes & solutions

DDM also provides “Embedded Probes”

— Code added to core and Domino servertasks

to log Enhanced events with more context

— Enable: Compact/Fixup, Replica, ..

Problem cause, Possible solution, Corrective action

1

Open Events

[ Recent Events I All Events

All open events, sorted by severity

= Refresh | | & Assign...

@ Change State~| | ./ Add|

139

Date Server
A = Fatal
= Database: Compact
A Mon 09/03 pluta/Moteslab
= Operating System: Disk
ﬂ Wed 26/03 pluteinoteslab
ﬂ Maon 02/03 plutoiMotesLab
Server
@ & Failure

143

— Is added to to DDM event documents based on configuration documents in events4.nsf

Lifetime Ambassador



& Assign... @ChangeState' = Add Comments... | | ! Common Actions =

Generated by: pluto/noteslab Forserverpluto/NotesLab
OPE" Event inDomain: MotesLab Database crash/qrcode-testnsf
(This event is not assigned to anyone) Event class: Agent LongRunningAgentT est
User: Daniel Mashed/MashCom/DE

Most Recent Event | Prior Events

@ Saturday, 20 June 2026 - 7:55:12
AgentManager: Execution time limit exceeded by Agent'LongRunningAgentTest' in database 'crash/gr-code-testnsf. Agent signer 'Daniel Nashed/MashCom/DE'".
Failure
Explanation
* Repored by: Agent Manager

¢ Severty andtype: (@ Failure in Application Code K

* Probable cause: The agent exceeded the time limit setin the Server Record.

Foragent manager agents: Server Record/Server Tasks/Agent Manager/ Max execution time.

Forweb agents: Server Record/Internet Protocols/Domino Web Engine/Web Agents.

For router agents: Configurations/Router SMTP/Restrictions and Controls/Delivery Controls/Pre-delivery agenttimeout.
# Possible solution:  Increase the agent run time limitin the Server document for pluto/MotesLab.

Examine agent performance by profiling it. To enable profiling editthe agent and then select 'Profile this agent' option onthe second tab ofthe a
menu by selecting "View profile results'.

Increase maximum time mail agents are allowed to run in the Router for pluto/MotesLab, by editing a configuration document.

Repored agent problems can sometimes reference private agents. While in the Domino Designer, only the author of a private agent can see ths
to Full Access Administration, 4) open the target database in the Domino Designer.

* Corrective action: | Increase maximum time mail agents are allowed to run in the Agent Manager for pluto/MotesLab, by editing a configuration document
__| Increase maximum time web agents are allowed to run inthe HT TP Server for pluto/NotesLab, by editing a configuration document.

__| Increase maximum time mail agents are allowed to run in the Router for pluto/NotesLab, by editing a configuration document.

Lifetime Ambassador



Domino Statistics

« Domino provides many statistics out of the box

— Core statistics (e.g. Server,Platform)

e Maintained by core server

— Per servertask statics (e.g. Router, Http, Traveler, ..)

 Maintained by each servertask

« Can be accessed in multiple ways
— Admin Client
— Show stat
— SNMP
— Collect task to write it into statrep.nsf

— C-API servertask via EventRegisterEventRequest()

Jm MASHCOM-MET Domain - pluto...

Feople & Groups l Files] Server... l Messaging... l Replication .

Status l Analysis l Maonitoring l Statistics l

__ Server: plutof/NotesLab
1 Release 14.5.1FP1 on Linux 6.8.0-138-generic

- [m] 1408 statistics - Last updated: 16/10/2026 19:56:13
v [m) ADMINP

Agent

Capacity

CertMar

DAOS

Database

Disk

Doming

DominocBackup

DominolC

EVENT

FT

Http

IMAP

- Mail

Mem

Monitor

MashCom

MET

Platform

Hepalr

S&u:urlt}.r

Server

SMTP

Stats

| Traveler

| Update

R e e
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Modern Domino Monitoring

Domino Server A Domino Server B
Statistics - Events - Services Statistics - Events - Services
Metrics Exporters Log Forwarders
domprom - probes domfwd - otelfwd
Prometheus Loki / Victorialogs
Time-series metrics Searchable events
Grafana

Dashboards - Explore - Alerts

One view across all Domino servers

Lifetime Ambassador
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Prometheus — Timeseries Database

12

Open source metrics and monitoring

for your systems and services

Monitor your applications, systems, and services with the leading open

source monitoring solution. Instrument, collect, store, and query your

metrics for alerting, dashboarding, and other use cases.

5

Dimensional data model

Prometheus models time series in a
flexible dimensional data model. Time
series are identified by a metric name
and a set of key-value pairs.

&

Powerful queries

The PromQL query language allows
you to query, correlate, and transform
your time series data in powerful
ways for visualizations, alerts, and

more.

O Prometheus

Lifetime Ambassador




Statistics Monitoring Flow

Domino — Prometheus — Grafana

Metrics collection architecture - arrows indicate who initiates each connection

Domino server

s

Domino

Server statistics
Tasks - Traveler
HTTP - Mail

Connection directions:

local

domprom
Metrics exporter
HTTP /metrics

TCP 9100*

HTTP GET
/metrics

<

>

metrics response

Prometheus

Scrapes metrics
Stores time series

TCP 9090

API query

‘_
—

results

Prometheus — domprom: TCP 9100* (scrape) - Grafana — Prometheus: TCP 9090 (query) - Browser — Grafana: TCP 3000 (Ul)
* Example exporter port, configurable; verify your domprom listener. HTTPS / reverse proxy may change exposed ports. Logs use a separate path.

13

Grafana

Dashboards
PromQL queries

TCP 3000

Lifetime Ambassador
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Data Source for Grafana

Prometheus

tlt Settings A P

Prometheus

Connection

Prometheus server URL* (U  http://prometheus:9090

Default

Lifetime Ambassador



Grafana Dashboarding

Datasource | Prometheus Job domino <« () Last1hour

Transactions per Minute

— — p—

b

Refresh

—, — — I~

18:15 18:20 19:25 16:30 19:35 198:40 16:45

== domino.nashcom.de == notes.nashcom.de

B Queries

Data source ${datasource}

Metrics browser > Domino_Server_Trans_PerMinute {job="5job"}

* Options Legend

19:55 20:00 20:05 20:0

Query inspector

Run queries

Grafana

Lifetime Ambassador



Prometheus compatible Metrics Endpoint

o https://host:9100/metrics

e Prometheus stats format

# HELP Domino_Server_ConcurrentTasks _Waiting Domino Stat - Server.ConcurrentTasks.Waiting
# TYPE Domino_Server ConcurrentTasks Waiting gauge
— Numeric data Only — No text! Domino_Server ConcurrentTasks Waiting ©
# HELP Domino_ Server ElapsedTimeDays Domino Stat - Server.ElapsedTimeDays
. . # TYPE Domino_Server_ElapsedTimeDays gauge
- ReqUWES converti ng stat names Domino Server ElapsedTimeDays 11.142

# HELP Domino_ Server ElapsedTimeMinutes Domino Stat - Server.ElapsedTimeMinutes
° On|y certain chars supported # T‘!"F'E Dmino_Server_E:.lapSzi_-dTimeMinutES gauge
Domino_Server_ElapsedTimeMinutes 16844
# HELP Domino_Server EnvSeglo Domino Stat - Server.EnvSegho
- Usua”y IOwercase # TYPE Domino_Server EnvSeglo gauge

Domino_Server EnvSegNo 3250
— HELP & TYPE I|ne descrlbe stats # HELP DDI’HZ!.I‘IO_SEPVEP_EXPEHSI!.CIHFECtDr‘ Domino 5tat - Server.ExpansionFactor
# TYPE Domino_ Serwver ExpansionFactor gauge
Domino_ Server ExpansionFactor 1
° Scraped by Prometheus server # HELP DDﬂlZ!.nO_SEPVEF_MEI:!.].BDXES Number of mail boxes used by mail server. [Mailboxes]
# TYPE Domino_Server_MailBoxes gauge
Domino Server MailBoxes 1

— Usually stats are pulled

 Prometheus push is possible

16
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Domino Prometheus Integration

« domprom - Domino Servertask

— Queries Domino statistics locally

e All numeric stats which are not excluded (like platform stats)

— Calculates additional DominoHealth_ stats

« Writes stats into /local/notesdata/domino/stats/domino.prom

« Prometheus Node Exporter

— Configured to read all *.prom files

> load domprom
Domino Mailbox pending mail statistics collection: enabled

. .domprom:
. .domprom:
. .domprom:
. . domprom:
. .domprom:
. .domprom:

17

Domino Prometheus Exporter 1.8.8
Statistics Interwval: 64 seconds|

File: /local/notesdata/domino/stats/domino.prom

Statistic Transactions Interwval:
Mailbox Statistic Interwval: 388

Ta, File: flocal/noTesdatTa/domlng/stTats,/doming

Crans.prom

Copyright Daniel MNashed/Nash!Com 2824-20826 (https://github.com/nashcom/domino-grafana)

Nash!Com

Communication Systems
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Prometheus Node Exporter O

« Listening endpoint usually on port TCP 9100 (unencrypted, but often firewalled)

— Queries native Linux stats and *.prom files

« Different deployment methods
— Installed in Domino Container image, started by entrypoint.sh
e Only collects *.prom files

— Run on Linux host started via systemd

e Also collects Linux stats

0 node exporter FPublic O Watch 170 ~ % Fork 27k~ 17 Star 13.9k

¥ master ~ o o Q, Gotofile T + <{> Code ~ About

Exporter for machine metrics

(! :]' 3 people collector: add tainted collect... @8 +  37ec35f-2daysago ) 2,568 Commits & prometheus.io/

18
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Prometheus Blackbox Exporter

e Query API to query remote servers

— Example httpp_2xx check

e Returns Prometheus Node Exporter endpoint stats

— Simple example below

@ http://localhost:9115/probe?target=nashcom.c odule=http_

Logs for the probe:

Metrics that would have been returned:

# HELP probe_dns_lookup time_seconds Returns the time taken for probe dns lookup in seconds
# TYPE probe_dns_lookup time_seconds gauge

probe_dns_lookup_time_seconds @.831697271

# HELP probe_duration_seconds Returns how long the probe took to complete in seconds
# TYPE probe_duration_seconds gauge

probe_duration seconds @.126231689

# HELP probe failed due to regex Indicates if probe failed due to regex

# TYPE probe_failed due_to_regex gauge

probe_failed due_to regex @

# HELP probe_http_content_length Length of http content response

# TYPE probe_http_content_length gauge

20 probe_http_content_length 7268

# HFI P nArnhe httn duratinn seconds Nuration of httn reoossecst by nhasze cummed owvwer all rcedirects

time=2826-18-17T19:16:85.8437 level=INFO source=http.go:489 msg="Received redirect"” module=http_ 2xx target=nashcom.de

Lifetime Ambassador



Prometheus Blackbox Exporter

 Usually running as container image

— Included in our Grafana compose stack

e Returns results in Node Exporter format

— Configured on Prometheus side

HTTP Probe Duration ©

—  Writes into Prometheus database

400 ms

— Results can be queried as normal metrics g

« http://localhost:9115/probe?target=nashed.de [ ot M
100 ms w‘r I | HI n ! - ’ l Lﬂ‘

'Blackbox exporter

") C| | passing none § docker pulls 209M

21 The blackbox exporter allows blackbox probing of endpoints over HTTP, HTTPS, DNS, TCP, ICMP and gRPC.

Lifetime Ambassador


http://localhost:9115/probe?target=nashed.de

Traveler End to End Monitoring

First step is to use the Traveler authenticated Health probe

— https://traveler.example.com/traveler?action=getStatus

Active Sync (EAS) Go based client
— https://github.com/nashcom/eas-tools

— Querying needs an account and stable instance

Probing

— Send & Receive with the same account

— Send external mail & measure the time the mail takes

Exposes a Prometheus statistics endpoint

22

— Prometheus endpoints are the new standard

Nash!Com

Communication Systems

- job_name: blackbox-traveler
metrics_path: /probe

params .

module: [traveler_status]
static_configs:

- targets:
- https://traveler.example. com/traveler?action=g=tStatus
labels:

pod: traveler.example.com

namespace: domino
relabel configs:
- source_labels: [ address__ ]

target_label: _ param_target

- source_labels: [ param_target]

target_label: instance

- target_label: _ address__
replacement: blackbox-exporter:2115

Lifetime Ambassador


https://traveler.example.com/traveler?action=getStatus
https://github.com/nashcom/eas-tools

- |
Blackbox Exporter for Domino? NashiCom

« Prometheus Backbox Exporter supports a couple of protocols

— This includes PostgreSQL including TLS support

e But NRPCisn’tincluded
— What about building our own Blackbox exporter?

— https://github.com/nashcom/domino-blackbox-exporter

« Very similar syntax e
Probes a Domino server via MREPC, Returns Prometheus metrics.
Parameter Required Description
target Ves Doming server hostname or CN to probe

Database path to open after a successful ping (e.g. names_ns+ ). Adds
dix no donine_probe_database open and domine probe database open_secends fo the
response.

, o Authentication token. Required if DoMPROBE_AuthToken s sef. Alternative to
auth
Autherization: Bearer header,

GET /probe?target=dominodl.acme.con

GET J/probe?target=doninodl.acne.conddb=rnames . nsf

23
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https://github.com/nashcom/domino-blackbox-exporter

HCLSoftware
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Collecting Logs HCL Domino

» Most log integration is based on collecting standard text logs
— console.log contains all logs
— But logs are just full strings and would need parsing

— Often standard logs is all we have

 NGINX for example can generate JSON formatted logs

 Domino provides event monitoring integration which can provide detailed log information

— Event log can be converted to JSON or even OpenTelemetry format

25
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Flow for Event Messages

Domino Logs with OpenTelemetry

From Domino log events to Grafana via OpenTelemetry

N

Local

: “ OTLP \\‘

OTLP
— — s ¥ -
Events d Structured d fwd Logs OpenTelemetry Logs
i Logs events (JSON/Protobuf) . ith labels &
HCL Domino e omevent v om G OTel Endpoint wi Loki
Server events Reads Domino events Converts and forwards Receives logs Stores log streams
and log messages and log records logs via OpenTelemetry (OTLP) with labels
HCL Domino domevent domfwd OpenTelemetry Loki
« Generates server events « Reads Domino events « Converts events to * Receives logs via OTLP « Stores log streams
* Writes to log.nsf and log entries OpenTelemetry logs (HTTP or gRPC) indexed by labels
= DDMavents andwother « Filters and formats records « Adds resource attributes * Optional processing

log messages * Runs on the Domino server

26

(server, component, etc.)
» Forwards to OTel endpoint

« Efficient storage for
large log volumes
* Queried via LogQL

(collector, routing, filtering)
» Forwards to Loki (or other
backends)

Loki API @)

—>
Query
(logQL) Grafana
Visualize, explore
and alert on logs
Grafana

» |Lokidata source

* Explore and search logs

« Dashboards and alerts
based on log data

Lifetime Ambassador




Domino Event Monitoring — New Notification Method

Monitoring Configuration~

Open Monitoring...

2N
» 3
» 3

I
¥ 3

L)
=

w [

-

Setup Wizards
Event Handlers
Event Generators
Console Attributes

Filters
% Log Filters
% DDM Filters

Statistic Collection

Advanced

] Notification Methods
B Modular Documents

= Event Messages by Text
& Event Messages By Severity
~ Event Messages by Task
|~ Default Statistic Thresholds
|~ Statistics by Name
|~ Statistics by Description
lv Platform Statistics
l¥ Domino 5

MNew Motification Method Edit Document Delete Document

Search in View "Names Messages (Advanced) \ Notification Methods '

Cancel

Method description: |Dc|mirm Event Forwarder

|domfd

Search for

Method Description
[ Broadcast Broadcast
9 domfwd Domino Event Forwarder
(3 EventAgent Run an agent

Edit Document

(3 EventControler Send Java Controller Comi
[3 EventRemCon Send a console command Eyent Notification Method
9 Log Log to a database
O Mai Mail Basics |
[ NTLog Log to Event Viewer
8 Pager Pager Method name:
O Prog Run Program
(9 Relay Relay to other server
[0 SOUND Sound
0 Trap SNMP Trap
[3 UNIXLog Log to Unix System Log

27
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Event Logging via domfwd & otelfwd

« Different log sources
— console.log + notes.log
— Domino Events via domfwd task
— NGINX and other input

o Local Forwarder (otelfwd)
— Different ingestion options
e STDIN, TCP, UNIX Socket
— Different input formats

— OpenTelemetry Protocol (OTLP)
« HTTPS connection to OTel back-end

« Write Append Log (WAL) protects
against data loss

28

Domino console (STDOUT) — STDIN ———

|
UNIX Socket —]
|

TCP 127.8.0.1 —]

UNIX Datagram —]
¥
otelfuwd

|— Batching
— WAL / retry

F—— Resource/scope grouping
L OTLP/HTTP JSON

domfwd (Domino events)

Other local producer

NGINX (syslog)

Nash!Com

Communication Systems

| HTTP(S5) over TCP, outbound
| configurable URL, OTLP default port 4318

v
Any OTLP Receiver
(tested with Grafana Loki)

Lifetime Ambassador



Example OpenTelemetry Target - VictoriaLogs

« Two interesting log databases
Garafana Loki

VictoriaLogs
e Victorialogs

Very easy to use & lightweight

Local Docker container

e JSON data is mapped to GUI
Can be displayed in multiple

ways

15:00
2028-10-17

2026-10-17 20:42:10.620000000
2026-10-17 20:37:43.270000000
2026-10-17 20:37:43.010000000
2026-10-17 20:37:42.880000000
2026-10-17 20:37:42.700000000
2026-10-17 20:37:42.630000000

2026-10-17 20:37:42.610000000

2026-10-17 20:37:39.260000000

" msg™ "Router: Updating values from Configuration decument”,
_stream”: "{hostname=\"earth.nashcom.loc\" os.type=\"linux\", proces:
" stream_id": "0000000000000000f5a7 7 c54abca9dB807foc 703 eebd Scfl
" time™ "2026-10-17T18:42:10.682",
“domino.addin.name™: “Router”,
“domino.error.additional_code™: "0°,
“domino.error.code™: *13183",
"domino.eventtime"; "2026-10-17T18:42:10.68Z",
"domino.event.type®: "Mail”®,
"domino.eventtype_code™ "3",
“host.name": “earth.nashcom.loc”,
"os.type™ "limux",
"process.executable.name™: "router”,
"process.pid™: "5608278",
"scope.name”: "domino.event”,
"scope.version™ "0.9.0",
“service.anstanceid™; "CN=earth/O=NoteslLab",
“service.name™; “domino®,
Router: Updating values “serviceversion”: "14.5.1FP1 "|
"seventy_number™ "0",
"seventy_text": "INFO"

Finished replication wi
Replication is disabled }
Pushing ddm.nsf to pluto/NoteslLab ddm.nsf
Pulling ddm.nsf from pluto/MoteslLab ddm.nsf

Access control is set in pluto/Moteslab catalog.nsf to mot allow
replication from catalog.nsf

Access control is set in catalog.nsf to not allow replication from
pluto/NoteslLab catalog.nst

Starting replication with server pluto/NoteslLab

Lifetime Ambassador
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Grafana Alerting

e Alerts based on statistics

e Separate notification config

» Very flexible configuration

31

1. Enter alert rule name

Mame

domino_disk_frea_warning

2. Define query and alert condition

(% Need help?

Promethaus

[ (DominoHealth_disk_free_bytes [

*  Dptions

Alert condition

WHEM QUERY S BELOW ~

i Praview alert rule condition

DominoHealth_disk_total bytes) * 188)

Grafana

5. Configure notifications
Recipient

Alertmanager: L (5 grafana
Contact point

WabHook

Muting, grouping and timings (optional)

6. Configure notification message

Critical low disk space on {{ $labels.compaonent }}.

Description (optional)

Lifetime Ambassador



Grafana Alert Notifications

Mail Notification
Support for multiple chat clients

Webhook
— Most flexible integration point

— Could be sent to a Notes agent

Recommendation

— Use a webhook and let Domino dispatch events

Idea
— Application to route by event and time

— Can we used to generate tickets

32

Notification configuration

Contact points

Daniel Mashed /& Unused

E Email

Discord Used by 1 abert rules

B Discord
a dey sgo

emall-default Usad by 2 alert rules | Provisionad

E Email

Telegram /& Unused

% Telagram

~\

Grafana

Lifetime Ambassador



Dispatch & Create Incidents

INC-202605162006-DNA4CALNJSO

Webhook - Notes Agent

Create doc with JSON payload

— Event can contain full context
Link to document can be sent to a
notification application
ntify.sh

— Interesting & self hosted

— Uses iOS Notification Service
Extension (NSE)

— Ensures notification payloads

are delivered by own server

33

Basics] Info | Details | External |

Status: Resolved

Subject Critical low disk space on Motesdata

Incident ID: THC-202605162006-DNA4ACALNTSO

Incident time: 16/05/2026 ™|[(20:06 &

Assigned to:

Servers: notes.nashcom.de __|

Summary: /local/notesdata has less than 10% free disk space remaining.
History

20260516-200800 grafana: Incident created

20260516-202100 grafana: Incident closed

HCL Domino



Domino Container Image

» The container image provides a simple build option

domprom

Node Exporter

e The image just needs configuration

34

Schedule domprom as a startup servertask

Set environment variables to start Node Exporter

Or run it on the Docker host
The project contains a install_node_exporter.sh script

— Project: domino-grafana, Directory: exporter

HCL Domino

HCL Domino Container Community Image

(0)
(V)
(T)
(N)
(L)
(R)
(A)
(P)
(J)

(M)

(G)
(x)

(I)

(W)
(E)
(c)
(H)

Base Image

Select software & Options,

HCL Domino
onT ime

Verse
Traveler
Nomad Server
Language Pack
REST-API
C-API SDK
Domino Leap
Domino IO

Prometheus
Borg Backup
nshmailx

Test created image

Write selection
Edit selection
Configuration
Help

14.5.1FP1
3.2.7
14.5.1FP1
l1.8.21

domprom 1.0.8 & Node Exporter 1.12.1

12

: Ubuntu 26.84 LTS (Resolute Raccoon)

[B] to build, [Q] to cancel? |j
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Final Thoughts



The right Labeling is important

The Prometheus model

@160014567432 http_request {app="nginx”, env="dev”} 22346

Timestamp Metric name Labels Value

key-value pairs

The Lokl model

2019-12-11T10:01:02.123456789Z {app="nginx”, env="dev”} GET /about 1034 Debug “page not found”
[ |
| |

Timestamp Labels Content

| with nanosecond precision key-value pairs rest of log line

o) indexed unindexed

Lifetime Ambassador



Standard Tools enable Al Integration

Al Integration — MCP Servers

— Combining observability, infrastructure and administration

Observability MCP Servers
— Grafana MCP Server and VictoriaLogs MCP Server
— Al access to statistics, metrics, and logs

— Combine information from multiple data sources

Kubernetes MCP Server
— Comprehensive MCP integration for Kubernetes environments
— Inspect workloads, resources, and cluster status

— Particularly useful when running Domino on Kubernetes

Administrative MCP Servers

—  For example: Nash!Com MCP and REST-API for administative tasks

37
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Take Aways

Domino already provides valuable monitoring data

— We extend existing capabilities rather than replacing them

Metrics and logs complement each other

— Metrics reveal trends and conditions; logs provide details

Open standards connect the components

— Prometheus metrics and OpenTelemetry make integration easier

Monitor services, not just servers

— Blackbox probes help verify real application functionality

Centralized alerting brings everything together

— A unified view across Domino and the surrounding infrastructure

38

HCL Domino

Lifetime Ambassador



Where to start HCL Domino

Start with metrics
— Deploy domprom and Node Exporter

— Connect Prometheus and explore your Domino statistics in Grafana

Add availability monitoring

— Use blackbox probes to monitor Domino NRPC, HTTP, and critical application services

Configure meaningful alerts

— Start with a few critical conditions: server availability, service failures, and resource problems

Centralize your logs

— Forward Domino events and logs via OpenTelemetry to Loki or VictoriaLogs

Expand to the entire infrastructure

- Include Linux, reverse proxies, Traveler, databases, and other services in the same monitoring environment

39
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Questions & Answers

e Thanks for your interest! —

Open questions? Feedback?

GitHub Projects
e https://github.com/nashcom/domino-grafana/

e https://github.com/nashcom/domino-log-forwarder "
. openntf

e https://github.com/nashcom/eas-tools

o https://github.com/nashcom/domino-blackbox-exporter

o Ask questions via GitHub Issues

Nash!Com

40 Communication Systems
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https://github.com/nashcom/domino-grafana/
https://github.com/nashcom/domino-log-forwarder
https://github.com/nashcom/eas-tools
https://github.com/nashcom/domino-blackbox-exporter
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