OPENNTF WEBINARS

April 20, 2023 OpenNTF Webinar:
Getting to Know Domino REST API



AGE

e Welcome

 Presentation
Paul Withers

e Qand A



THANKS TO THE OPENNTF SPONSORS

« HCL made a contribution to help our organization
e Funds these webinars!
« Contests like Hackathons
 Running the organization

e Prominic donates all IT related services
e Cloud Hosting for OpenNTF

 Infrastructure management for HCL Domino and Atlassian
sServers

« System Administration for day-to-day operation



THIS IS OUR COMMUNITY

Join us and get involved!
We are all volunteers

No effort iIs too small

If your idea is bigger than you can do on your own, we
can connect you to a team to work on it

Test or help or modify an existing project

Write guides or documentation
« Add reviews on projects / stars on Snippets



UPCOMING EVENTS

« Engage User Group Meeting
The Future is NOW
April 24-26
Felix Meritis
Amsterdam, Netherlands

e Collabsphere - MWLUG
e |[n Person!
 August 30 and 31
 Chicago Botanical Garden



DEVELOPER REPAIR CAFE

e Bring your topic!
» Discuss ideas on how to tackle the issue
» Live at Engage on April 26 at 5:00 PM CET




NEXT

May 18 Webi
Java Collectio
Paul Withers



ASKING QUESTIONS

 First Question — Will this be recorded?
* Yes, view on YouTube!!!

Sound Check =HE %

@) Computer audio

() Phone call

() Mo audio

Use the Questions Pane in GoToWebinar

We will get to your questions at the end of
the webinar

The speakers will respond to your questions
verbally

-;T |H[|Lr| Irjl['ll' F.Eu::.[::e:s;rz; the xyz project ° (n Ot | n th e Q u eSt| ons p an e)

Please keep all questions related to the
topics that our speakers are discussing!!!

Unrelated Question => post at:

€ MUTED

Headset Microphone (Sennheiser SO}

Sample Webinar
‘Webinar ID: 510-144-123

@ This sessionis being recorded.

+ GoloWebinar



https://www.youtube.com/user/OpenNTF
https://openntf.org/discord
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Overview and Design Goal:



The challenge

Domino is a world-class NoSQL database (The first commercial > 30 years ago). It
tightly-couples Ul and data with business logic in @Formula language, LotusScript &
Java. Domino provides excellent security with per-database access control and its
unique declarative access to read and write protection.

AND

Applications written in any system, tooling and platform need secure, standard
compliant access to Domino data: Angular, Spring, ReactJS, NodedJS, Volt MX,
Command line tools, Middleware & [insert-your-favorite]

HCLSoftware



Design Goals

Access Data Documentation
Platform agnostic Schema API first (Swagger)
Any language OData User contribution

Maintain security Translation from/to Native

HCLSoftware
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Domino REST API and
Standards



Domino and Open Standards

Documents JSON

NRPC HTTPS

No Schema JSON schema
OData

Notes|D Access Token

* Many more

HCLSoftware



Domino vs. JSON & JSON schema

>0
»

 TJext
Names
Readers
Authors
* Number
 RichText
« Datelime

HCLSoftware

*Multiv

String
Number
Integer
Boolean
Object
Array

float
double
INt32
Int64
date
date-time
password
byte
binary

... and others
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OPENAPI

INITIATIVE

data CRUD of Domino NoSQL data in JSON format. Workhorse APIs, used by applications to operate

/attachments/{unid} Creates a new attachment in an existing document

crea

/attachments/{unid}/{attachmentName} Removes an attachment del Att ™) y
‘ m /attachments/{unid}/{attachmentName} Retrieve a document's attachment ge Att o ‘
“ m /bulk/create Create multiple documents in a single call bulkCreateDocuments a ‘
“ m /bulk/delete Delete multiple documents in a single call bulkDeleteDocuments ™ ‘
‘ m /bulk/unid Retrieve multiple documents in a single call by unid bulkGetDocumentsByUnid 8 ‘

/bulk/update Update multiple documents in a single call

bulkUpdateDocumentsByQuery

/document Create a new document for a specified form. createDocument
[ /document/{unid} Delete the given document deleteDocument o y
‘m /document/{unid} Retrieve a given document at its appropriate mode getDocument a ‘
m /document/{unid} patchDocument ™ ‘
‘ m /document/{unid} Perform an update on the document at the relevant mode updateDocument & ‘
‘ m /documentmodes/{unid} Returns the modes available and fields that can be edited getDocumentFormModes o ‘
‘ m /1ists Provide information on available views/folders fetchviews a ‘
‘ m /lists/{name} Pullsin view data fetchviewEntries & ‘
‘ m /listspivot/{name} Processes view data as pivot pivotViewEntries e ‘




apicur.io & OData

f APICURIO

APIs > HCL Project KEEP Core APIv1 > Editor

Ll <77 HCL Project KEEP Core API v1

Q /document/{unid} Blog Developers ~ Tools ~ Ecosystem Getting Involved

Search every
APIs
v Paths (60) ® Design Source
/admin/access INFO
Settings /admin/application

/admin/application/{client_id} Summary

/admin/application/{client_id}/secret Actions on a document at a specific mode #'

/admin/applications .

/admin/applications/all Description

Jadmin/backup Update access to a document will typically restrict which fields on the document can be changed.

/admin/cache Modes are used to define statuses for a document, and will a definition identifying which fields can be seen and changec

/admin/quickconfig fields outside those restrictions will throw a 400 error (bad request), specifying which fields are illegal or missing.

/admin/scope

/admin/scopes

/apps > SERVERS

/attachments/{unid}

/attachments/{ur chmentName} v PATH PARAMETERS (1)

/auth

Jauth/basic unid >Universal Id of the document to be act... >string >le

/auth/extend

/auth/local

Jauth/logout v QUERY PARAMETERS (3)

fauthforoauthiow datas >Keep alias for the database to b >[required] st »2

Pt ataSource eep alias for the database to be quer... >[required] string e

{bulkidelets mode »mode to perform the document acces... >string 2

/bulk/unid

/ :”'k’“p"a‘e richTextAs >The format RichText fields will be retu... > RichTextRepresentation B

/ esign 2 = g Zo A o
/design/(designType} OData (Open Data Protocol) is an ISO/IEC approved, OASIS standard that defines a set of best practices for building and consuming RESTful APIs. OData helps you focus on your business
/design/{designType}/{design e} » HEADER PARAMETERS logic while building RESTful APIs without having to worry about the various approaches to define request and response headers, status codes, HTTP methods, URL conventions, media
/design/nsf types, payload formats, query options, etc. OData also provides guidance for tracking changes, defining functions/actions for reusable procedures, and sending asynchronous/batch
/document > COOKIE PARAMETERS requests.

/document/{unid)

/documentmodes/(uni » VENDOR EXTENSIONS OData RESTFul APIs are easy to consume. The OData metadata, a machine-readable description of the data model of the APIs, enables the creation of powerful generic client proxies
/dx| and tools.

Jinfo ~ OPERATIONS (3)

Jlists

s ‘_‘ o Post Options Head Patch Trace

/listspivot/{name}

/odata

Jodata/{dat bk

HCLSoftware 10
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https://opensource.hcltechsw.com/Domino-rest-api

TUTORIALS

LEARNING-ORIENTED

Serve our study

UNDERSTANDING-ORIENTED

EXPLANATION

abpajmouy [ED!JBJOBL{_L+ sda3s |edi3dedd

https://diataxis.fr/

HCLSoftware

HOW-TO GUIDES

TASK-ORIENTED

Serve our work

INFORMATION-ORIENTED

REFERENCE

HCL Domino REST API Documentation

Welcome Tutorials How-to guides Topic guides References

Welcome to HCL Domino REST API documentation

HCL Domino REST API provides a secure REST API with access to HCL Domino servers and databases while running on HCL
Domino and HCL Notes on Windows, Linux, and Mac. Designed to re-establish Domino as a world class, modern, standards-
compliant, cloud native and enterprise-level collaboration platform, it adds contemporary REST APIs to Notes and Domino, enabling
a modern programming experience with the tools of your choice. For more information, see Introducing Domino REST API.


https://diataxis.fr/
https://opensource.hcltechsw.com/Domino-rest-api
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HCL Domino REST API v1.0.5-BETA

Configuration OpenAPI v3 OData Documentation

Configure schemas, scopes & Review and interact with the 7 Databases (if any) configured Official Domino REST API
applications configured OpenAPI v3 for OData access documentation, Pull requests
schemas welcome

Tutorials

Tutorials to learn about the
features and possibilities using
the Domino REST API

Discord

Discuss the Domino REST API
on the OpenNTF discord

server

Approval SPA

Where requests are treated
with respect

© HCL Domino REST API v1.0.5-BETA (Build 1.18.1-SNAPSHOT - 56 - 2023-04-10 20:24)

monkik www.flaticon.com icon8
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HCL Domino REST API

Overview
Schemas
Scopes
Quick Config

Applications

2] SIGN ouT

HCL Domino REST API Administrator

Database Management -
REST API

CREATE/UPDATE SCHEMA

Database Management - Application Management
Activation - OAUTH
CREATE/MANAGE SCOPES ADMIN

HCLSoftware

© 2023. HCL America Inc. All Rights Reserved.

Build 1.18.1-SNAPSHOT 20230410140913
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The REAL admin Uls

& Postman File Edit View Window Help

po e < Home Workspaces v API Network v Explore Q search Postman A &0 C Upgrade

,‘% My Workspace New  Import Create one keep db ma + o00 Engage2023 v [§
w7 + | = eoe Create one keep v

Collections [ ]

> Data Loader
o "
POST v {{HOST}} /admin/scope Send v
- > Data Types Test ’ -
s

v Domino Keep API (dataSource)

Bl Params Auth Headers (1) Body® Pre-req. Tests Settings Cookies
" > [ authentication
Environment: raw v JSON v Beautify I
> 3 admin
=2
o > [ Users and Groups 1 |
OOOOO i » 2 "Subject": "The famous demo database",
> [3 ACL Operations 3 "apiName": - "demo £
. v [3 setup schema and scopes 4 schemaName®: - "demo" ,
Monitors 5 "filePath": "Demo.nsf",
Create one keep db map... 6 "isActive": true,
o w1 weow - ive) "
GET Get keep db Form Acces... 7 ISiteNameFull": "REST Database Site: demo (active)",
Flows 8 "ISiteOrg": "Domino REST access"
GET Get current Log 9 §
)
PUT Put one form access mode
History
PUT Update keep db config
GET Get keep db config
DEL Delete keep db config
Create one external appli...
GET Fetch one external applic...
PUT Update Demo KeepDblinfo
PUT PUT Demo Form Access ... Click Send to get a response
ED @ Online Q Find and Replace [ Console @ Cookies « Capture requests () Runner {ij Trash [

==

HCLSoftware

CStW\f 8 ~

> keep login

server [https://localhost:8880]:

Username [John Doe]:

Password:

accessing https://localhost:8880 as John Doe

eyJ0eXA101iJKV1QiLCJIhbGci0iJSUzIINiIsImtpZCI6Im15a2V5In0.eyJpc3Mi0id

DTj1TdGVwaGFUIFdpc3N1bCIPVT1TaW5nYXBvemUvTz1QT1BIQOwWVRjImYXRDZXJIOM1
IsInN1YiI6IKNOPUpvaG4gRGY1LLO89TWF1cmFkZXJzIiwiaWFOIjoxNjc50TQyNjc3L
CJ1leHAiOjE2Nzk5NDk4NzcsImF1ZCI6IkRvbWlubyIsIKNOIjoiQ@49Sm90obiBEb2Uv
TzAINYXVYYWR1cnMiLCJzY29wZSI6Ik1BSUwgJERBVEEQJERFQ1JZUFQiLCI1bWFpbCI
6ImpvaG5AZG91LmNVvbSJI9.ASjKHT6AFZz3U2pGDFAWPM1SqGd8nX4h9kLGuWohFo5vNd
-rQVN_wRAF5eXkaGrYu6M1tThOP_5aDkg6io5QNmch9kj9KGx1_LCFgeMt98Vh_wjqT
ErUk2_PLuhJxD0G90mg83J0DLY5RV1a0qW9Pm6hCHIMVYQHGBsIuDKJdnGrYjSZ1Ukp
x36mEaavwWWzE6rE5jrEUM2LSNvZzIRFSWLWIMTYWLrA2_1xzN-vri450Qgl_u3khé6xM
gpHV365qDMwrhUpPpQVTpP1SAzUbFUb6hsu0cQné6pIWXcTCq-jkLG672CncMhxzpGFaIs
et4BRQkulHFAvw3plps7gBLembk3Q

EStW\fﬂ ~

) 4
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Schemas, Scopes and
Applications



What is What?

Domino
Directory

HCLSoftware

Domino REST
API Schema

App.nsf

A4

Domino REST
API Schema
Props

\J

Domino REST
API Schema

Domino REST Domino REST Domino REST
API DB (Scope)| |APIDB (Scope)| |APIDB (Scope)
» v “a
OAuth App OAuth App OAuth App

R Stored in App.nsf DESIGN
Agent
View Mode
/'
Form  |—| Mode
\
Mode

Field Field Field

Schema Developer Configures what NSF

can be done Replicated
Scope Administrator Enables schema Server

for this server
Application Developer/  Allows OAuth Server

Administrator access to scope

18



Landing Page

Approvél SPA

Where requests are treated
with respect

© HCL Domino REST API v1.0.5-BETA (Build 1.18.1-SNAPSHOT - 60 - 2023-04-14 10:45)

monkik www.flaticon.com icon8
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OAuth applications

i Edit Application

Application Name
tevRecipe

Description
Tony's Recipe Samples

Callback URLs (one per line)
https://tev-gs-foundry.gs.hcllabs.net/authService/100000002/0oauth2/callback

Startup Page
https://www.hcltechsw.com/volt-mx

Scope

Sce

-0

Active

Contacts: email or URL (one per line)
cn=admin keep/o=ocp
CN=John Lennon/O=ProjectKeep

App Icon
restaurant -

LOSE UPDATE

HCLSoftware



SPA and others

r
[ ] [ ] ) SPA — stw@LP3-AP-51820437 — ..shops/src/SPA — -zsh — 60x14

Cstw@ﬂ ~/Code/keep-workshops/src/SPA
» cat manifest.json
{
"short_name": "Approval SPA",
"name": "Where requests are treated with respect",
"start_uri": ".",
"display": "standalone",
"theme_color": "#000000",
"background_color": "#ccffff",
"icon": "approval.jpg"

HCLSoftware
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Identity Provider and Secul |



Domino REST API contains an OAuth compliant IdP

"response_types_supported": [

"code",

"token"
]I
"token_endpoint_auth_methods_supported": [
"client_secret_post",
"client_secret_basic",
"none"
« Use JWT for access tokens 1,

"grant_types_supported": [
"authorization_code",

¢ USG DomInO aS IdP "refresh_token"

1
. "issuer": "https://acra.projectkeep.io",
¢ Brlng yOUF OWﬂ IdP "authorization_endpoint": "https://acra.projectkeep.io/oauth/authoriz
ation",

"token_endpoint": "https://acra.projectkeep.io/oauth/token",
"scopes_supported": [

"MAIL",

"$DATA",

"$DECRYPT",

"Domino.user.all",

"openid",

"email",

"keepconfig"
1,
"jwks_uri": "https://acra.projectkeep.io/.well-known/jwks.json",
"userinfo_endpoint": "https://acra.projectkeep.io/api/v1/userinfo”

}

HCLSoftware 23



Permission dialogue

Permission Requested

The Project Castle application is requesting permission to access your account
doctor.notes@projectkeep.io

This will allow the Project Castle application to access the following HCL Domino
applications and resources:

$DATA

Any Domino
— database you have
access to

s

HCLSoftware
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Specific Access

« Domino REST API Admins (Scopes and OAuth)
* LocalKeepAdmins group

» Editor Access to KeepConfig.nsf

 Domino Developers (Schemas)
» Designer access to relevant NSF

» Reader access to KeepConfig.nsf

* Functional Accounts
« Management Console (Port 8889), Metrics (Port 8890), Health Check (Port 8886)

« Stored in keepconfig.d/functionalUsers.json

» secret = salted and encrypted password retrieved from Management Console

HCLSoftware
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Actually....

Try it out - now

HCLSoftware





http://hcltechsw.com/

File View Help @,

Sound Check =—mE 9

®) Computer audio
Phone call

Mo audio

¥ MUTED

Headset Microphone (Sennheiser 5D} -

Use the GoToWebinar Questions Pane

Please keep all questions related to the
topics that our speakers are discussing!!!
Sample Webinar

Unrelated Question => post at: Webinar 1D;510-144-123

@ This session is being recorded.

Golo\\ebinar


https://openntf.org/discord

	OpenNTF Webinars
	Agenda
	Thanks to the openntf sponsors
	This is Our Community
	Upcoming events
	Developer Repair cafe
	Next webinar
	Asking questions
	Presentation
	Questions?

