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Kim Greene - Introduction

* Owner of Kim Greene Consulting, Inc.

e Www.kimgreene.com
e HCL Collaboration Solutions

e Services offered include:

» System and application performance optimization
* Administration

» Upgrades

» Troubleshooting

» Health, performance, security, etc. reviews

» Custom development

» Enterprise integration

» Migrations

e Blog: www.dominodiva.com

e Twitter (X): iSeriesDomino

4
IBMCHAMPION }(

\’I HCL Ambassador
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Michelle Smith - Introduction

e Owner of an IT consulting company

* M.E.Smith Consulting

o Started fixing IT issues during University work terms and

learned | loved solving the ‘puzzles’

* First exposure to Lotus Notes and Domino was migrating a
non-Y2K compliant email environment to Domino... wow that

was a while ago!

* Focus areas:
» HCL collaboration software portfolio

* Work with Kim to support a group of amazing clients!



J:QIM GREENE

NNNNNNNNNNN e

- l||' . e —— L

/Agenda

What exactly IS Domino?
Understanding the Domino infrastructure
Mail routing

Calendaring & Scheduling

Monitoring your servers

Critical server maintenance

Security fundamentals

Domino high availability

Domino replication






What Can You Do with HCL Domino?

Administration

Multiple
Programming
Languages

Security

Calendaring &
Scheduling

HCL
Domino

Web (HTTP)
Server

Replication

Application
Development

Relational
Data Access

Clustering
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The Heart of Your Server

* Key databases
* Names.nsf
* Admin4.nsf
* Log files
* Mail.box(es)
* Events4.nsf

o Statrep.nsf
* DDM.nsf
» Catalog.nsf
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The Heart of Your Server

® Critical documents
* Server
» Configuration
* |Internet Site
* Connection
* Program
* Person
* Group

— ~-—— —p—

® Notes.ini



Names.nsf

The “Domino Directory” or “Primary Address Book”

Contains a variety of documents that describe objects in the Domino domain

Person documents
Group documents

Server documents
Configuration documents
Connection documents

Also includes:
Certificates
Access control lists for security
Replication schedules
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“Admin4.nsf

The Administration Process (AdminP)
Automates administration tasks

Examples:
Name management
Renames, deletions, recertification
Mail file management
Deleting, moving, replica deletion
Server document management
CPU count, platform, build and network information
Roaming user management
Setup, moving to other server, upgrading and downgrading



Admin4.nsf

® Controlling AdminP settings
* In Server document

Basics | Security | Ports... | Server Tasks... | Internet Protocols... | Miscellaneous | Transactional Logging | DAOS | Notes Traveler | NIFNSF | Administration |

Basics

Maximum number of 3
threads:

Administration Process | Agent Manager | Domain Catalog | Directory Cataloger | Internet Cluster Manager | Web Retriever | Remote Debug Manager |

Mailfile Deletion Interval

Interval between purging mail file and deleting when using object dayis]

Mormal Request

Delayed Request Settings

‘ §

Settings
Interval: minutes Start executing on: Sun dayis)
Execute once a day requests Start executing at:

at
Miscellaneous

Mail file moves expire after: 21 days

Mail Inbox Maintenance

Start executing Inbox Maintenance agent on: Sat day(s)

Store Admin Process log Mo
entries when status of no

change is recorded:

Start executing Inbox Maintenance agent at: 071:00 AM

Suspend Admin Process at:

" Maintain inboxes for only these selected users on this home server
¥ Maintain inboxes based on policies

Restart Admin Process at:




Log Files

® Log.nsf
* Reports server activity

* Provides detailed information about databases and users on the server

()} Miscellaneous Events
B3 Mail Routing Events
&Y Replication Events
[JR Security Events
_) Newsgroups Events
ﬁﬂt‘ Passthru Connections
M Usage
[+ @ Phone Calls
Q Log Analysis Results
Cl\ Security Log Analysis Resu

X Server Log | ‘ <& Expand All[ | = Collapse Al

Date |# |Starting Time
# 04/30/2025
E 05/01/2025
® 05/02/2025
[ 05/03/2025
[# 05/04/2025
[ 05/05/2025
[ 05/06/2025
® 05/07/2025




* Domlog.nsf

* Logs all Domino Web server activity and

» Tracks information about each HTTP request

Web Server Log~

I

iz All Reguests

7} Requests By Date
@ Requests By Site
Requests By DMNS

@ Requests By Referrer
D Requests By Content
O Requests By Status
ns:a:‘ Authenticated Requests
Eb Invalid Link Requests
@ Search Engines
Google Ads

103 E August 2024
16 M September 2024
79 [H October 2024
12 E November 2024
101 M December 2024
224 @ January 2025
57 H February 2025
38 M March 2025
27 ® April 2025
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Mail.box(es)

Container for mail to be delivered to users

Delivery and transfer of messages handled by Router task
Delivery
Transfer of messages from Mail.Box into local mail file
Transfer
Sending messages from Mail.Box across to another server

/ |



C a ta ‘ O g x ﬂ Sf Application Catalog ndd Bookmark (B)open (Delp

Title Server Replica ID
b

B Activity Trends (2)

B Activity Trends (NotesOSS54)

B Admin Quick Requests

P AdminCentral

F Administration Requests (11.0)

F Administration Requests (12.0)

F Agent Log (2)

F App Manager (2025-01)

B Application Library (12)

B AUT Catalog

b Bazaar 2.0.6

Billing

Board Content

Catalog (12)

Catalog (14)

Cluster Analysis (12.0.1)

Cluster Directory (10)
Collaboration Today

CompareDBs Reports (12)
Connector LotusScript Extensions Guide
Connectors and Connectivity Guide
daossnap

Databasze Analysis

Decommission Server Reports
DECS Installation and User Guide

@ Domain Search
b B1 Access Control Lists

Controls which databases and file | _ ==
systems get indexed for Domain ™" A
Search

by Hierarchy

by Replica D

by Server

by Title

b B Domain Indexer Status

Great administrative tool T File Systems

T All Apps by Title to FLAG

H B EE
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More on Catalog.nsf

Application Catalog

@ Help

@ Domain Search
w By Access Control Lists
T By Application
T1 ByLevel
0 By MName
b B Content
w [ Applications
by Category
by Hierarchy
by Replica D
by Server
by Title
b B DomainIndexer Status
T File Systems
Al Apps by Title to FLAG

H E A & A

Access Level

F 1 Managers

Tt° _ Application Catalog

@ Browse Catalog @ Help

F 2 Designers
F 3 Editors

F 4 Authors

F 5 Readers

k 5. Depositors
B 7 MNo Access

o o oM o

@ Domain Search
w By Access Control Lists
T By Application
T By Level
T By Name
p B Content
w [B» Applications
by Category
by Hierarchy
by Replica ID
by Server
by Title
b B Domain Indexer Status
i File Systems
T All Apps by Title to FLAG

H B A & A

Domain Search -Form

Searc ™ documents { applications
h for:

| Search @

Contai ||
ning:
* Terseresults  Detailed results Sort by:
relevance
"
= More \\

Reset
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The Server Document

Document that defines:
Server name & Domain name
Security settings for the server
Network definitions

Configuration for many server tasks including
Adminp
Amgr
Etc

Web Server configuration

Transaction logging



Server: N otesd
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Basics|| Security | Ports.. | Server Tasks... | Intermet | Miscellaneous | Transactional Logging | DAOS | Notes Traveler | NIFNSF | Administration |

Basics

Server name: Netes /N Server build number: Release 14 0FP3HF34
Server title: Routing tasks: Mail Routing

Domain name: Notes! SMTP listener task: Enabled

Fully qualified Internet noteso Server's phone number(s):

host name;

Cluster name: Note<l luster 2 CPU count: 4

Load Int ¢ Enabled Operating system: Linux 6.1.0-15-amd64 #1 SMP PREEMPT_DY
configurations from

Semveriinternet Sites

documents:

Maximum formula 120 seconds Is this a Sametime server? MNo

execution time;



Internet Sites

Internet sites are used (primarily) to allow one Domino server to host multiple web sites

www.mydomain.com
www.acme.com

www.domain2.com

Once Internet sites are enabled for a server, all protocols must have an internet site document configured

Internet Sites are enabled in the
Server document -> Basics tab

Server: Notes

Security l Ports... ] Server Tasks... l Intermet Protocols... | Miscellaneous ] Tra

3/N

notesi

Semver name: Motes Mc
Server title:

Domain name: Note

Fully qualified Internet note CC00D 0D
host name:

Cluster name: Motes

Load Internet Enabled

configurations from
Serveriinternet Sites
documents:

Maximum formula
execution time;

120 seconds



Internet Sites

®* Remember to create an internet site document for each protocol using

People & Groups | Files | Server... | Messaging... | Replication | Configuration |

MM Server: Hnlﬁ.
I; Release 14.0FP3HF34 on Linux 6.1.0-15-amd64

/_El Server

=] Current Server Documert
T All Server Documents

T Corfigurations

T Connections

T Programs

T Extemal Domain MNetwark Infi

4 @3 Messaging
| 4 S Replication
» (11l Directory
w2 Securty

4 Policies

v

o Web

T Web Server Configurations
T Intemet Sites
T File Identifications

» &2 Domcfg

_Add Internet Site... clm

Web met
IMAP LE—
POP3

LDAP

SMTP Inbound o
Nop NSl

Web Site: B
Web Site: IS

¥ Web Site; ! e
Rule (redirection): /* -
#\Web Site:

Rule (redirection); /bl

Daals femdirmmdimemic fmm



The Configuration Document

® This document contains:
* Mail Routing configuration

Domino Web Access configuration

Diagnostic configuration

SMTP & router
configuration
details

Notes.ini settings

Configuration

‘01001001 LA

nO1OT0NE

Basics | Security | Client Upgrade | RouterlSMTP | | | MimE | NOTES NI Setiings | HCL iNotes | IMAP | SNMP | Activity Logging | Diagnostics

Group or Server name: Notes' [
Type-ahead: _Enabled
:;'ltemahonal MIME Settings for this ™ Enabled
ocument ‘
IMAP server retums exact size of message: Enabled
POP3 server returns exact size of Disabled
message:
License Tracking: Disabled
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The Connection Document

A connection document is used for many things:
Describing how servers are accessed

Providing an Internet Address to use if the DNS does not contain an entry for the
remote server

Controlling scheduled replication between servers
Controlling mail routing settings for server not in the same Notes Named Network

Forcing one Notes Server to act as a router for other servers (Passthru)



The Connection Document

- Server Connection: NotM - ‘

Replm}u\nlnnullm l Qrhadila l r> to l Admni

Server Connection: Nam
)

-

_Connection o e [ Replication/Routing iIE-[:I'ﬂl:Iule | Comments | Administration |

Soumoe server:

_Source domair [P ~ .
U”Ihepon(g) Repl ek Server Connection: Notas- .M

Hapllnah databases of:

BaSKS| ReplocatmlRotmmn Schedule Commemsl Mmmlstrabonl mpundmg

Replication type;

Filea_df}iret:tmypaﬂmh Scheduled v
replicate: Connection -

Files/Directory paths to

NOT replicate: Schedule: Enabled
Replication ime limit ~ Connect attimes: 12:00 AM - 11:58 PM each day
Repeat interval of: 5 minutes

Days of week: Sun, Mon, Tue, Wed, Thu, Fri, Sat
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More On Connection Documents

® Dol need a connection document to route mail between Domino servers?
e Only when the Domino server are in different Notes Named Networks
* View the Notes named Network value in the Server Document -> Ports -> Notes Network Ports

Basics | Security | Ports... | Server Tasks... ] Internet Protocols... | Miscellaneous l Transactional Logging l DAOS ] Mol

Motes Metwork Ports | Intermmet Ports... l Proxies l

TCPIP TCP TCPIP Network [y N B Enabled
Notes Disabled




Program Documents

* Use to automate running server tasks

» Specify task to run with which options
* Define schedule

.......... sy

Serverto run onfBasics|| Fr— |

Comments:

Program name: fixup Enabled/disabled: Enabled
Command line: -F -J demos/demodb.nsf Run at times: 03:00 AM each day
Serverto run on; Notest. [/Notes Repeatintevalof:  Ominutes

Comments: D.ays of week: Sun
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Person Document

Contains information about a person
Created when registering a person

Person: Domino Administrator/KGCl Domino Administramamem

Basics ] Work/Home ] Other ] Miscellaneous ] Certificates ] Roaming ] Administration ]

First name: Domino Mail system: Motes

Middle name: Domain: KGCI

Last name: Administrator Mail server: domtest1/KGCI
User name: Domino Administrator/KGCI Mail file: mail/dadminis

Domino Administrator Forwarding address:

Alternate name: Internet address:

Format preference for
Short name/UserlD: dadminis incoming mail:
Personal title: When receiving _
unencrypted mail, encrypt

before storing in your
Internet password: mailfile:

Keep in senders' format

Generational qualifier: No
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Group Document

List of users, groups, or servers
Used for access control lists or mailing lists
Simplify administration

Can be neSted Multi-purpose group : LocalDomainServers

BaSICSI Comments ] Administration ]

Group name: LocalDomainServers
Group type: Multi-purpose
Category: Administration
Description: This group should contain all Domino servers in your domain. Many databases give
servers in this group Manager access.
Mail Domain:
Internet Address:
Auto Populate Method: None J
Members: domiest1/KGCI
testkim/KGCI
domtest2/KGCI

domtest3/KGCI
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Server configuration file
Contains settings that define how the server is configured

[Notes]

Directory=/domtest4/data

KitType=2

NPN=1

UNICODE_DISPLAY=1

FaultRecovery Build=Release 12.0.2FP6
SHARED_MAIL=0
DisableLDAPOnAdmin=1
NSF_Buffer_Pool_Size_ MB=600
Passthru_LoglLevel=0
Console_Loglevel=2
DefaultMailTemplate=mail12.ntf
Preferences=32
ServerTasks=COLSRV400,Update,HTTP,AMgr,AdminP,CalConn,Replica,Router,Sched,Stats,RnRMgr
ServerTasksAt1=Catalog,Design
ServerTasksAt2=UpdAll
ServerTasksAt5=Statlog

KillProcess=1
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Mail Routing

Two types of routing protocols

Notes / Domino routing
NRPC (Notes Remote Procedure Call)

Internet routing
SMTP (Simple Mail Transfer Protocol)

e v



“Functions of Domino - Mail

Notes Mall
Also called internal mail or NRPC
Mail that is sent from one Notes user to another

User may be a user on the same Domino server or another Domino server in your
environment across the country or world

SMTP Mall
Also called external mail or internet mail
Mail that is sent from one company to another
Standard used for all mail sent to and from the Internet

Not related to Notes Mall

All Domino servers send Notes mail, most are optionally configured to send and/or receive
SMTP mall
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Functions of Domino - Mail

POP3 (Post Office Protocol Version 3)
Allows users running a POP3 client to access mail in their Domino Mail file
Uses SMTP to send mail through Domino server

POP3 clients cannot access Domino applications
Well, unless you are using your Notes client as a POP3 client

IMAP (Internet Message Access Protocol)

Allows users running an IMAP client to access mail in their Domino Mail file

Enables disconnected client operation, resynchronizes with server
Uses SMTP to send mall

Uses LDAP to access the Domino Directory
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“Functions of Domino - Mail

HTTP Mall
Web mail is e-mail accessed completely through a browser
Examples: Yahoo!, Gmail

Can access a notes mail file and send mail using a browser
INotes
Verse

HCL Traveler
Mobile Devices
Traveler for Microsoft Outlook



Mail Routing

Router task
Routes mail internally and to other Domino servers

How router works:
Monitors MAIL.BOX databases for new messages
Transfers messages to other servers
Delivers messages to local mail files
Can transfer mail using NRPC or SMTP
Converts message format between Notes rich text and MIME as needed

Maintains routing table comprised of information derived from Domino Directory and
NOTES.INI file



Mail Routing

SMTP

Internal or external mail routing

Allows Domino to send/receive mail to/from other SMTP servers
How SMTP works:

Sending server checks recipient's address (name@domain.com), looks up domain in
Domain Name System (DNS)

DNS returns Mail Exchanger (MX) record for domain; indicating IP address of servers in
domain accepting mail over SMTP

Sending server connects to destination server over TCP/IP, establishes SMTP connection
on port 25, transfers message, closes connection
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ail Routing

Motes routing

]

SEervers

SMTP routing

Server
Task

/L/’\

/I/

Maotes routing

e

Rout
BOX
Delivery - SMTP roting
SMTP User
Listener DB
i i J‘ffj,fff * HHH&M“E-‘
IMAP | POP3 Server
1
* .
SMTF routing mHates routing
Y Y ¥
IMAP Client POP3| Client Hotes Client
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alendaring & Scheduling

Provides free time look-up, scheduling of meetings, reserving of
rooms & resources

Utilizes these tasks:
Schedule Manager (Sched)
Calendar Connector (Calconn)
Free Time system (combo of Sched, Calconn, and nnotes tasks)
Resource & Reservations (RnRMgr)
Free Time databases
BUSYTIME.NSF for non-clustered mail servers
CLUBUSY.NSF for clustered mail servers

/ |
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Rooms & Resource Manager

RNRMGR task

Processes all Rooms and Resources activities
Meeting invitations
Reschedules or cancellations
Updates busytime.nsf or Clubusy.nsf database accordingly

Tip:
Make sure you update the design of your Resources database when upgrading
your Domino server






Active Tasks

Peopl & Goups | Fies [Sver] Messooi

Status III lT|“ : IIE pistic ]F ‘r'ﬁz.u = l

Server Notes' " /Notes' "
Release 14.0FP3HF34 on Linux 6.1.0-15-amd64

GEEEOEOETLELLLLELHOEEEEEEGY

Database Server
Database Server
Database Server
Database Server
Database Server
Database Server
Database Server
Database Server
Database Server
Database Server
Database Server
Database Server
Database Server
Database Server
Database Server
Database Server
Database Server
Admin Process
LDAP Server
LDAP Server
CertMgr

Admin Process
DominoMeter
Cluster Replicator

erfonn 5 console oonds

Cluster Manager is idle

Cluster Administrator is idle

Load Monitor is idle

Database Directory Manager Cache Refresher is idle
Organization Name Cache Refresher is idle
Log Purge Task is idle

log.nsf Commit Thread

Perform Database Cache maintenance
Recovery Manager Checkpoint Thread
Recovery Manager DB Flushing Thread
Recovery Manager Deferred RRV Thread
Platform Stats is idle

Metric Task

Shutdown Monitor

Process Monitor

Thread pool utility task on TCPIP

Remote live console task on TCPIP

Idle

Listen for connect requests on TCP Port:389
Utility task

Idle

AdminCentral Control:idle

Idle

Idle

CPU Utikzation <

0%

0%

0%
0%
0%
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Monitoring via Domino Administrator

Quickly see health of multiple Domino servers
Easily see if a task is not running

Hover to view last error

People & Groups l Files | Server... | Messaging... l Replication nfiguration

Status l Analysis ] Monitoring | Statistics l Performance ]

E?g ’E’YStE'te 'l " | Show me past frror states only F:E:I;}:r:iiimmes- T a- St:p

- Hea| 07:36:42 AM - 08:21:42 |Adm|Age | Day/Eve| Ind |Rep Rou| St4 [HTT|Roo|| User % | Dead & | Holc & | Waitir % | Availabilty ~ | BlapsedTime Catalog

<0 ¥ domsereriiakh i i i i b i i 3 0 0 D 100 1day20:48:50 Synchroniz
4 o0s2r4zam- 0223 i @ i B i B @ @ B B 3 0 0 0 99 1 day 20:28:34 Synchroniz
4 081s:02aM- 0221 |6 i i i o B i o i i 3 0 0 0 85 1 day 20:24:32 Synchroniz
4 o0sie12aM- 028 | @D i i o i i B i 3 0 0 0 100 1 day 20:22:32 Synchroniz

O # domtestsiakh il i i i i i i il 4 0 0 0 100 12 days 22:35:33
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Creating a Monitoring Profile

By default you will get an “All Servers” and domain profile

Create your own profile by adding the server(s) you want to
monitor File Edit Adrministration | Monitoring | Help

= =] Profile Properties

@ EE E’;’ e @; % ) Manitar Mew Task...

| Monitor Mew Statistic...

[i | Maonitar Mew Server...

Save your profile with the updated
server list. Monforing profes: 0

| skh Domain &~ swop

Save
Save As... %

Delete




Add Server Task(s) to this Profile 7]

| Select anew servertaski(s)to add to .

this profile
Object Store Manager - OK
— Hel POP3 Mail Server
E E:U‘"‘ oring | Elp Remote Debug Server
. . / Heplicatur
Profile Properties Reporter (R4 only)
] 1 FM Evaluation
g Monitor New Task Fooms and Resources Manager
T 1 Router |
Monitor N Statistic... Sametime Server E
3 anitar few Statiste 1 Schedule Manager l}
Monitor Mew Server... SMTP Server
- SMTP/MIME MTA (R4 anly)

SHMP Event Irterceptor -

Remove Task...

it| Remove Statistic...

and maintains ime info Add Statistic(s) to this profile m E

Remove Server

Select a new statistic(s) to add to this

- Create Task Event Handler 3 s
v Create Statistic Event Generator 3 Statistic | Name [ ok |
¥ Health &
Create Server Event Handler Ea, CRLIL
3 o ] Value
Show Statistic's Difference 1 ' b Threshold 7
b DiskUtil L
Switch to Status Tab b HTTPResponse
. . b IMAPResponse
Switch to Messaging Tab b LDAPResponse
Switch to Health Reports P MailLatency
_ P Memoryltil
Switch to DD [N PSP i P i
4 [ b
Profiles 3
Server Health: CPU Lkilization Index Value




Monitoring via Domino Administrator

File - Preferences - Administration Preferences

Admministration Preferences IE' E
_"‘ll Basics Global settings for Manitaring |
$ Files Do not keep mare than 4_ MB aof monitoring data in memoarny (4-39 MB)

X Monitoring INot responding status displayed after 5 minutes of inactivity

@ Registration Iﬂ Generate server health statistics and reports

. - -
Statistics Location specific Monitoring settings |
When using location: Online e
Monitor servers: © From this computer
Collection Server... | () From server

Foll servers every 1 minutes (1-60 mins)

B Automatically monitor servers at startup




Furn This Script &fter Server - p (Thiz soript rust not run NSD)

Keeping Your Server Up & Runnin

Server document = Basics tab

Automatic Server
Recovery

FaultfCrazh:

Run NS0 Ta Callect ™ Enabled
Diagnogtic Information:

Autarmatically Restart ™ Enabled

Server After FaultiCrazh:

Cleanup Script f RS0

Maximum Execution Time:

ITIEEID,ﬂ zeconds

Server Shutdown Timeout:

FBDDJ zeconds

Maximum Fault Limits;

ITI3,;|fau|ts within FEJ minutes

hail Fault Motification to:

ITIkim@kimgreene.cnm
LocalDomainAdrming =]




Automatic Diagnostic Collection

Configuration document - Diagnostics tab

Mail-in Database for diagnostic reports:

Maximum =ize of diagnostic message
including attachments (in MEB):

Maximum size of N30 ocutput to attach
(in MB}:

Maximum amount of console output
file to attach (in KEB):

Diagnostic file patterns:

Remove diagnostic files after a
specified number of days:

Mumber of days to keep diagnostic
files:

Run Faultdnalyzer on Fault DBs on this
SErver:

Run Fault Analyzer on:

Databases to run fault analyzer against:

Remove attachments from duplicate
faults:

" Lotus Notes/Domino Fault Reports 1=
=
20

"0,

710240 4

P
dl

"Yes =]

To0

"Yes =

rSr:han:ifin: mail-in databases =]
"L otus Notes/Domino Fault Reports
"No .=l
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Fault Reports Database

e

Use to easily see when the Domino server has
crashed and the status of the crash

Various views to easily navigate to crash reports
If you've enabled the Fault Analyzer, crashes
have some level of analysis completed

Task causing the crash

Number of occurrences of the crash

Easily findable call stack

Etc.

Fault Reports

"(IEI, By Motes/Domino Yersion
= @ Bv Date

----- Standard

%ElyUptime
B & Clients

----- Standard

""" FaultAnalvzed
= ok Servers

= Standard
. Fault Analyzed
By Callstack

By Status

m By Ococurrences
T Statistics

b Digposition

By Lser

By Uszer-Flat

SPR hatches Only

|

/ |
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1 onitoring the Console is Essential

Console errors can’t be ignored

admin4.nsf has not replicated (PUSH) with ANY server since MM/DD/YYYY HH:MM:SS
(1681 hours ago)

admin4.nsf has not replicated (PULL) with ANY server since MM/DD/YYYY HH:MM:SS
(1681 hours ago)

Error validating execution rights for agent 'Notify' in database ‘subdir/dbname.nsf'. Agent
signer ‘XXX01/YYY', effective user ‘XXX01/YYY'. Agent signer.

RnRMgr: The design of Rooms.nsf is not one supportable by RnRMgr. Autoprocessing is
being disabled for this DB.

Directory Cataloger finished processing DirectoryCatalog.nsf: File does not exist

Agent Manager: Full text operations on database ‘mail/myfile.nsf’ which is not full text
indexed. This is extremely inefficient.
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Monitor Traveler Status

tell traveler status
Great “tool” for knowing how healthy a traveler server is

Three statuses:
Green
The desired status
Yellow
Not of immediate need, but should be remedied soon
Red
Needs immediate attention

Example status messages

The current native memory usage is 94 percent of the total available memory
17,238 errors have been logged for user CN=Joe Tester/OU=Test/O=HCL
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E V e n t S 4 . n Sf Ty T T (@) New DDOM Probe | (&) Edit Document

Total |Enabled |Type -~ Prob
. . . . = [ DDM Configuration ministration

®* Monitoring and configuration G By DO Prtn R
- 2 By Author 4 0o Database
database N — 00 HDiecoy
. B ByType 2 0 Messaging
* Where you determine what gets - 7 DDMFilers 5 o 1 Operating System
. - [I3 Server Collection Hi 2 _______ 2 _BEE'_iF_EE';iP_'] ___________
m0n|t0red On your Server ----- &2 Open Monitoring... _Ef _______ Et ________ ??Ell"_i_t! _______________
% v # Setup Wizards _1 ________ D ________ ?Eryﬁr_ ________________
* Includes information about 5 By EventHandiers S Web
. . . . - O ByServer | N Tl
statistics, statistic thresholds, = B N O
and event messages Ei:::f e
v i@ By buther | | [t
= B EventGenerators | | [TTcctttttomimomomomommmosoooonono
- [d Database =~ | | [ TTTTTTTioiiiiomooomoooooiooono
~ [ DomineServer | | [Ty
-~ AR TCP Server | [Ty
-~ B4 MailRoutng | § |
~ il Statisic |} [
& Task Status e




People & Groups | Files [ Server... | Messaging... | Replication | Configuration

Statrep. nSf “=|Malr9i8|Mmrtomg Statistcs | Pedormance |

. Server: Notes - - _ /Notesi_ _ _

(5 Release 14 0FP3HF34 on Linux 6.1.0-15-amd64
- |mm) | 1436 statistics - Last updated: 05/07/2025 02:13:26 PM |

® Monitoring results database > @) AN
m) Agent
E Calendar
m) DAOS
@ Database
m) DEMT
m) Disk

&) Domino
@) EVENT
m) FT

m) Hitp

m) LDAP
E License
m) LotusScript
&) Mail

m) Mem
E Monitor
®m) NET
m) Platform
m) Repair
=) Replica
@ unjava
m) Securty
&) Sem

@ Server
m] sSMTP
ﬂ Stats
®m) Update

® Stores gathered statistics

o e e o e e
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/ . . . .
DDM.nst — Domino Domain Monitoring

Means to quickly monitor and determine health of an entire domain
From a single Ul location

e
.

Enabled in Monitoring Configuration database (events4.nsf)
Feature-oriented view of domain status in DDM.nsf

Provides for quick problem resolution
How?
Automates problem determination/analysis by feature

Roll-ups, prioritizes and resolves problems across servers
Hides details until you need them

DDM checks and reporting are configurable and flexible



® Used for all domino domain monitoring
configuration

¢ Domino domain monitoring probes
generate Event report documents that
get consolidated and reported into the
DDM database



Open Event

(Thiz evenl iz not assigned o anyone)

Most Recent Event |

. Monday, May 13, 2024 - 8:01:11 PM

Generated by notes  Unotes Forserver. Notes(ll Motes 5

in Domain:  Motes Databaze: I NN
Eventclass:  Enhanced z"’;‘::_]:t "wh:"dm -

Agent Manuﬁ Execution time limit exceeded by Agent 'update\Viewindex' in database * | ". Agent signer I
Failure L >
Explanation l
* Reported by Agent Manager

* Severity and lype

* Probable cause:

* Possible solution

* Corrective action:

@ Failure in Application Code [

The agent exceaded the time limit set in the Server Record.

For agent manager agents: Server Record/Server Tasks/Agent Manager/ Max execution tme.

For web agents: Server Recordlntemet Protocols/Doming Web Engine/Web Agents,

Fer reater agents: Configurations/Rouler SMTP/Restrictions and Controls/Delivery Contrals/Pre-delivery agent limeoul.

Increase the agent run time limit in the Server document for Notesf Nates! L

Examine agent performance by profiling it To enable profiling edit the agent and then select 'Profile this agent’ option on
the second tab of the agent's properties. The next time this agent will run it will generate profile information which can be
viewed from Designer's Agent menu by selecting "View profile results’.

Increase maximum time mail agents are allowed to run in the Router for Motes dote: ;. by editing a configuration
document.

Reported agent problems can sometimes reference private agents. While in the Domino Designer, only the author of a
private agent can see that agent. However, you can gain access to that agent if you 1) close all Motes clients, 2) launch the
Domino Administrator, 3) awitch to Full Access Administration, 4) open the target database in the Dominc Designer.

| Increase maximum time mail agents are allowed 1o run in the Agent Manager for Notes! Motesi | by editing a
configuration document,

__| Increase maximum tirme web agents are allowed 1o run in the HTTP Server for Notes Metes by editing &
configuration document,

__| Increase maximum time mail agents are allowed to run in the Router for Motest  UNotesIIll by editing a
configuration document.

(2 occurrences, first seen at Monday, May 6, 2024 - 5:44:18 PM)
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NSF Maintenance

Fixup
Check integrity of Domino databases
Resolve corruption problems
Especially important if not using transaction logging

Updall
Updates view/full text indexes
Runs at 2AM by default



Reads all database items (data notes, design notes, view indexes, and so on)
Verifies that it is consistent with what is expected for that type of item.
Inconsistent item is either repaired (this does not happen very often) or purged
Verifies views
If they are found to be inconsistent, they are marked for rebuild

FIXUP does not rebuild the view, it only marks it for rebuild
Only UPDALL -R rebuilds the view

FIXUP will not run on a database that is open (in use)
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“Updall

Updates views/full text indexes set to “once a day” updates

Runs at 2 AM by default, but can be modified
(ServerTasksAt2=updall)

Avoid running during backups

Use —r (rebuild views) option if view corruption is suspected to
rebuild views

Use =x (rebuild full text index) option if corruption is suspected in
the full text index
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NSF Maintenance

® Compact
* Equivalent to a “Defragment” for a Domino database
» Rearrange database or reduce file size

® Customer example

e Compacted databases after upgrade, recovered 418 GB of disk space, a 42%
reduction!!

DDDDDDDDDDD IHNC



DataBase Maintenance Tool (DBMT)

* DBMT task streamlines database maintenance
* Domino Server Add-In Task (n)dbmt process
®* What does it do?
* Runs copy-style compact operations
* Purges deletion stubs
* Expires soft deleted entries
* Incremental view indexing
* Full text index updates and rebuilds
* Reorganizes folders
» Merges full-text indexes

» Updates unread lists
e Ensures critical views are created for failover
* Fixes corruption



DataBase Maintenance Tool (DBMT)

Increase number of threads for faster execution as appropriate

Program: dbmt

Program name: dbmt Enabled/disabled: Enabled

Command line: -compactThreads 4 -updallThreads 4 -ftiNdays 10 Run attimes: 02:00 AM each day
-compactNdays 5

Server to run on; Notes Notest Repeat interval of: 0 minutes

Comments: Days of week: Sun, Mon, Tue, Wed, Thu, Fri, Sat

Monitor execution through server tasks in Administrator Client

BEHEEE

DEMT Compact
DEMT Compact
DEMT Compact
DBMT Compact
DEMT Manager
DBMT Updall

Compacting mail\dretherf.nsf (Dean Retherford), -compactThreads 4 -timeLimit 120 -force 1
Compacting maildrehn 2.nsf (Dave Rehn), -compactThreads 4 -timeLimit 120 -force 1
Compacting mail\drolli.nsf (Dave Rolli), -compactThreads 4 -timeLimit 120 -force 1
Compacting mail\kcoppeja.nsf (Kathy Coppejans), -compaciThreads 4 -timeLimit 120 -force 1
Processing -compactThreads 4 -timeLimit 120 -force 1

ldle -compactThreads 4 -timeLimit 120 -force 1
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Traveler Database Maintenance

Use DBMAINT to defrag traveler database
Tell traveler dbmaint set interval 7 **
11/19/2024 09:37:02 Traveler: DB maintenance will be performed every 7 days.
Tell traveler dbmaint set time 23:00
11/19/2024 09:39:58 Traveler: Time of day for DB maintenance has been set to 23:00
Tell traveler dbmaint set day Sunday
11/19/2024 09:51:40 Traveler: Day is now configured to Sunday.
Tell traveler dbmaint set auto on **
11/19/2024 10:12:27 Traveler: Automatic maintenance of your database has been set.

11/19/2024 10:12:27 Traveler: The next maintenance is scheduled for 2024-11-22 23:00.
11/19/2024 10:12:27 Traveler: Maintenance will be performed every 7 days at 23:00.

** Only options available for Derby database
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Running Maintenance Off-line

Some maintenance can only be run while the server is down

e
.

Examples
System databases are always locked by the server
High use databases are always locked by user activity

Procedure varies depending on the platform

Output of commands are found in the Domino console
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“Running Maintenance Off-line

Running on Windows

Change to directory where executables reside
cd C:\Program Files\HCL\Domino

Specify full path of directory or file running maintenance on
nfixup.exe —F —J E:\HCL\Domino\data\names.nsf
ncompact.exe —c E:\HCL\Domino\data\mail\kgreene.nsf

Provide password for Server ID file if prompted

/ |
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Running Maintenance Off-line

Running on Linux

Switch to the notes user
su hotes

Change to the Domino server’s data directory
cd /local/notesdata

Specify full path of maintenance executable
[opt/lotus/bin/fixup —F —J names.nsf
[opt/lotus/bin/compact —c mail/kgreene.nsf
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Running Maintenance Off-line

Running on IBM i

Use RUNDOMCMD command

RUNDOMCMD SERVER(<Server_Name>) CMD(CALL PGM(QDOMxxxxxx/FIXUP)
PARM(‘names.nsf’ ‘-F’ ‘-J’)) BATCH(*YES)

RUNDOMCMD SERVER(Server_Name) CMD(CALL PGM(QDOMINOxxxxxx/COMPACT)
PARM(‘mail/kgreene.nsf’ '-c')) BATCH(*YES)

Note: xxxxx corresponds to the release of Domino you are running, for example
QDOM120002






“Levels of Domino Security

[\

1= 0

Iili=0

Server-Level Security
* Access Control List (ACL) for each server
e Server document defines who can access/administer server

Database-Level Security

* Each Domino database has its own Access Control List (ACL)
* Roles and Access Types assigned to Persons, Groups, Servers
» Database encryption for data at rest

Document-Level Security
* Readers fields limit who can see a document
e Authors fields limit who can edit a document

Field-Level Security
* Field-level encryption






/mCan Access the Server?

Server document -> Security tab

Access zerver ¥ uzers listed in all trusted directories

and

K.irm GreenelFim Greene Conzsulting
kim Greene/BHWS
kA ane wrarner/BHWwWS

LocalDamainSemers

Mot acceszs server: Mot Acceszs Server
Create databases & BHWwWS wiark
termplates: kike Gordon/kGCI

Kim Greenelkim Greene Conzulting
Coffee hMugikiGc]
LocalDamainSemers

Create new replicas: BHWS Wark
hike Gordon/KGCI
K.irn Greenelkim Greene Conzulting
Coffee MMugikiGC]
LocalDomainServers

Create master termplates: BHWS work
K.ir Greenelkim Greene Conzulting
LocalDomainServers

Allowed to uze manitars: *
Mot alloweed to use monitors:

Trusted servers: LocalDamainServers
fArchive_Servers
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Database Level Security

%‘;M “

s 1 Access Control List to: s Di ? ‘
® ACL = Access Control List ass Cotvl it O = Ovectory HIE)
‘!J Basics Access Control List Attributes
% Roles People, Servers, Groups ~ Show All v Usertype Unspecfied
BT /cocss Ao -
® Access Levels I | oo
3. [ Create documents
* Manager o8 Advancad| | © e () elte documerts
& LDAP Access/f ™ 1T U Create pdvale agents
P 1 # LocalDomainAdming [) Create personal folders/views
Des Ig n e r m LocalDomainServers Create shared folders/views
° i W Notelll  Administrators () Create LotusScript/Java agents
Ed |t0 r g’ NNztte' ,O‘N\js . Read public documents
€ v (] ' W
L AU t h or [l] OtherDomainServers : R::: ;:bbc 2
EN - cate or copy documents
o Reader Roles | [DeryAccessRe.
2 [ [GroupCreator]
* Depositor ‘ | (GroupModie]
Add... I Rename ] | Remove I [ [NetCreator]
° ‘ Efective Access... | [NetModifier]
No Access | ' 7 [PocyCresto]
Full name: [ [PolicyModfier]
[PolicyReader]
An Access Control List (ACL) defines who can view and edit your Notes [ [ServerCreator]
(Y R | database. Select a name in the list to see or set the access assigned to the
oles name
Last change: Kim Greene on 07/17/2024 01:40:37 PM I-O—K] ™ Corcal I

» Defined by application designer Acoordig to: Kim Greene Consuting



Default as Manager

®* Not a good idea

* Check, you’ll be surprised at how many databases this applies to!
® Check HCL supplied templates too

® Customer example:

Anonymous Missing
Anonymous Manager
Default Manager

OtherDomainServers Manager

27

27

10

54

10

14

141

107

31

19
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Anonymous Access

Should web users be able to view the database??

Set “Anonymous” to “No Access” for all databases except public databases

cess Control List to: KGCI's Directory
Lp]
% Roles People, Serverz, Groups | Show Al ﬂ |dzer type IUnspecified j
!
I Access |N Ancess ;l
Cf Log ';.._.;-._-,ur..- e [T Create documerts
Domino Ad trator/KGLC
k] Advance d % dDr;ntlthKrggf e ™| Delete documents
[ dortest2/KGCI I” Create private agernt

Without this entry, anyone can see public calendar entries within your mail files!!



Enforce Consistent ACL is Key

® Ensures ACL stays consistent across all replicas

HAccess Control List to: Kim Greene IZ‘ E‘
—'!ll Basics Administration server
() Mone
@i Roles © Server "
(¥ Log .
Action Do not modify Mames fields w
eg Advanced
If you wish to change the Administration Server for this Motes database, it is recommended that you
change the replica on Mail/SGA.
B Erforce a consistent Access Control List across all replicas
Enabling "Enforce a consistent Access Control List across all replicas’ will ensure that an ACL remains
identical on all Notes database replicas.
Maximum Intemet name and passward Editor w
| Look Up User Types for Unspecified’ Users I
Pressing this button will perform a Demine Directory lookup for each user in the Access Control List who is
listed as an "Unspecified’ usertype. f the name is found, the appropriate user type (e.g. Server, Person,
etc.) will be set inthe ACL.
Last change: Kim Greene on 07/31/2020 08:29:21 PM
According to: Kim Greene Consulting o I | e







Document Level Security

Authors Fields

Applies only to users with Author access to the database
Allows authors to edit a document

Common example is allowing users to edit their own person document

Person: Kim Greene/Kim Greene Consulting Kim Greer

Bazics I whark/Home I Otherl Mizcellaneous I Cerificates I Roarning I Administration I

Both “Owners” and “Administrators” are

Author fields
Owners: Damino Adminigtratonk Gl

Administrators: Doamino Adminigtratonk Gl

Readers Fields

Defines who can see the document
Applies to all ACL levels
Commonly used in custom applications
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Field Level Security

® Encryption
» Can configure a field to be encrypted so only specific users can see the data

* Not found in default templates

* Want to know more?

https://help.hcl-
software.com/dom designer/14.0.0/basic/H ENABLING ENCRYPTION FOR A FIELD.html
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Administration ECL is

When code is signed by:

[

-MNo Signature-

Administrators

BT Mail and Calendar Migration ToolsLatus M
Domino Template Development /Comino
Domino Unified Communications Services./Lotu
Enterprise Connector Products/Lotus Motes Co
Jesse Gallagher/|KSG

Kim Greene/Kim Greene Consuling

Lotus Fax Development/Lotus Motes Companic
Lotus Motes Template Development/Lotus Mot
Sametime Development/Lotus Motes Companic
TASP-Mail01/System/TAProduce

Ytria Development Team /Y TRIA

Administration ECL

the “template” for the Execution Control List, which
dictates what can happen at the Notes client level for end users

Allow access to:

=
i)
=
{[=]
=

[ File system

[] Extemal code |__| Extemal programs
[ ] Cumrent Notes database || Hon-Motes databases

[ Enwvironment variables |_ | Geolocation

Allow ability to:

[] Send mail [] Export data

[_| Read other Notes databases [_| Modify other Notes databases
[ | Read from property broker [ White to property broker

|__| Configure Widget capabilties
|_|Load Java code

|_| Execute HTTPAHTTPS reguests



Administration ECL

* Two ways to edit it

» Actions -> Edit Administration ECL
File Edit WView Create Administratiu:un Configuration  Help

mEE g Exiit Direchany Prafile
@ Ef O B ©F Bf: Edit Administration ECL

_O R_ | People y

Person > |
Jm SGA Domain - Note Set Secure Internet Password

» Edit / Manage through security settings document

Security Settings : Higher password scale

Admin ECL: _Default- Edit Manage

Update Mode: " Refresh JE
LIpdate Frequency: "When Admin ECL Changes 4[=]



J:QIM GREENE

\ CCCCCCCCCCC INC /
X coa

% .f', -., — —

“Administration ECL

WARNING: be careful when working with the ECL

YOU HAVE BEEN WARNED

ALWAYS use an ID that is already in the ECL!!

Even just viewing the ECL, signs the ECL, which can cause Execution Security
Alerts (ESAs)






“KIM GREEN

COHNSULTING., | C

' g

Recertitying Users

* Recertify users BEFORE they expire
® Use Certificate Expiration view in the Domino Directory to see which users are due to expire, click ‘Recertify

Selected People’
ﬁEditPenon @wmpml@nmssampml

& 3 Certificate lssuer Expiration Date N:
iy Messagng
s Reghcation [/ Expired
{ff Drectory 7 Expires after more than 120 days
O Securty
[x] Certficates
) Cenficates
L7) Centificate Expiration

* Alternatively, navigate to People & Groups Tab -> Recertify tool in the Domino Administrator client

U}&mlna Dlr&di";:‘-emw Add Person Edit Person @D&h‘h Person @Cupy to Personal Address Book Ser: » G People

2 imple Search in View 'People Show results |B!.-' relevance ﬂ O Indexed 7 wx | Register...

44 by Organization Move to Ancther Server
%3 Groups Search for -

- £ Mailin Databases and R | — |

2] F'cilime‘s Mame ~ Telephone Company - Delete

Illil'":mls F'Dllc;e-G& Aecess Recertify...

& b*’ C:t’“” " Admin , Ticdwime ' | SetIntemet Address..
y Category —

= Cotinne L Admunisialol Validate Internet Address. .




ID Vault

Do you:
Use multiple workstations and want your ID files to be automatically synchronized
(passwords, name changes, etc.)?
Want a way for your Help Desk to reset passwords easily?

Want a way for users to reset their own Notes.id password?

t
)
L »
\
e,
& L

If so, ID Vault is for you!



.
ID Vault

Use it!
Customer scenarios to explain why:
Lost ID because PC crashed, had to go back to original ID on network drive, which was
created under different certifier than current certifier
Forgotten passwords

Setting up new / existing users, Notes client setup pulls ID from vault, no manual handling
of ID file



E




Internet Password Lockout

Set threshold for Internet password authentication failures for HTTP users

Note: Not enabled by default

Setup in Configuration document -> Security tab

Configuration Settings

Basics

Security

Client Upgrade | Router'SMTP | MIME | NOTES.INI Settings

Enforce Internet Password Lockout: r‘resJﬂ
[ Also enforce lockout based on IP address
[ Countuser name failures also as IP address failures
v Lockouts

Log Seftings: % Foine

Default Maximum Tries Allowed: rEI'J
Default Lockout Expiration: rDJrMiﬂUtESJLI

Default Maximum Tries Interval: r'.lJrDE}'SJLI
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Securing HTTP Passwords

Hashing algorithm to encode HTTP passwords stored in person documents
V1 used prior to Domino 6
V2 introduced in Domino 7
V3 introduced in Domino 8

HTTP passwords can be vulnerable if not properly protected
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Upgradmg HTTP Password Hash

® Step 1: Edit Directory Profile

» Actions -> Edit Directory Profile -> Security tab
» Note: Not enabled by default

""'-n_..-’"

e

Domino Directory Profile S = _

Basi{:s] eeeee ity IF’n:H:I ct Upda tes]

Llze more secure Internet Passwords: "Yes - Pazsword verification compatible with
Motes/Domino release 8.01 or greater 4 [=]




Upgrading HT TP Password Hash

* Step 2: Upgrade person documents to use ‘more secure internet password’

File Edit View Create

Actions |Administration People Help

[s T4t m
f@%wyeﬁ‘&%

| =
Domain - Note

People & Groups | Files

Server: Notes
Release

Q.l] Domino Directori¢
- (0 s
7 & People
% by On
» & Groups
y €& Mailin D
» |'&] Policies
7 (28] Dyne
Y|
(&t

— =] Settinas

Edit Directory Profile

Edit Administration ECL
People

Person

Set Secure Internet Password
Temp

Remove Directory Profile

Update Auto Dialer Schedule

Recertify Selected People
Add Internet Cert to Selected People
Rename Selected People

Set Password Fields

Click OK to confirm

Set Secure Internet Password Format

E3

Selected person document(s) will be upgraded to more secure

internet password(s).

OK

Cancel

Upgrade to More Secure Internet Password

Edit Document
Forward
Move To Folder...




/.
Adjusting HTTP Methods

Prevent TRACE method on public servers

If enabled, can provide valuable information for would be hackers
Ex: Disabling ‘Trace’ prevents cross-site scripting attacks

Web Site Demo

Basics | Configuration || Domino Web Enginel Security‘l Comments | Administration

Methods:
v GET W POST [ TRACE [ DELETE

v HEAD W OPTIONS | PUT [ PATCH

95
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"Domino High Availability

Domino HA is provided by the built-in Clustering capability

What is a Domino cluster?

A collection of 2 to 6 servers which provides high availability and/or workload
balancing

Each server contains replicas of the applications to be clustered

If user attempts to access a clustered application and it is not available, Notes
opens a replica of the database on a different cluster server
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Types of Clustering
Failover

Provides HA solution for Domino servers

Server in Domino cluster provides services while primary server Is
unavailable

Workload balancing
Spreads workload among servers
Limits how busy a specific server will become
Provides more consistent performance for end users
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/Clustering Tasks

CLREPL = Cluster Replication
As the name implies, performs cluster replication

CLDBDIR = Cluster Database Directory

Responsible for maintaining clustered version of the database directory,
cldbdir.nsf
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How Domino Failover Works

Cluster replication

Server A Server B
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Load Balancing

Ways to achieve workload balancing:
Limiting amount of work on a server
Changing maximum number of users who can use a server at the same
time
Moving databases to other servers

Planning number and placement of replicas in a cluster to create more
replicas of busy databases
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Cluster Database Directory

Database directory (dbdir.nsf) gets converted to cluster database directory
(cldbdir.nsf)

Only ddm.nsf is disabled

“out of the box”

Cluster Directory Brocls Drelp
| |ID |Server File Title Cluzter Replication ~
1 Databases by Fathname - 0R267REEF-000367ES
1 Databases by Replica ID * dormtest FRS_RS\RainbowSvne.n: RainbowSync @3 GALavaTech v1.1 Enabled
T Datahases by Senser * dormtests FRE_RSRainbowSync n: RainbowSync @85G avaTech v1.1 Enabled
—  BR2EVE3AN072150CA
dormtest] updatesite ntf Eclipze Update Site (8.5.3) Enabled
dormtests updatesite ntf Eclipze Update Site (8.5.3) Enabled
¥ QR267842:0054FARR
dormtest] Indfr.ntf IEbA MotezDomino Fault Reports Enabled
domtest2 Indfr.ntf 1Bk MateziDormino Fault Reports Enabled
¥ 8R26VEDS:0001BETFD
dormtest] helpthelp85_clientnsf 1B Lotuz Motez 8.5.3 Help (Basic Confic Enabled
dormtests helpthelp85_clientnsf  1Bh Lotuz Motez 8.5.3 Help (Basic Confic Enabled
¥ BRZRVBEANDTIODEZE
domtestl statmail nsf domtest] Stats/KGCI Enabled
¥ QR2BVEEANDT142F9
domtest schema.nsf Domino LODAP Scherma (B) Enabled
dormtests gzchema.nsf Diomino LOAF Schema (B) Enabled
¥ BR25VEEANDT I6ABS
dormtests Indfr.net Lotus Motes/Domino Fault Repors Enabled



Managing a Cluster Database Directory

Enable and disable replication as appropriate on databases

Cluster Directory

‘@Tﬂnls - @Help

Databases by Pathname
Databases by Replica ID
Databases by Server

B & & G

Databases by File Mame

Enable Cluster Replication on Selected Databases

Disable Cluster Replication on Selected Databases

Enable Repair on Selected Databases

Disable Repair on Selected Databases

| LI 1 RIF L s il
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Replication

Allows you to have multiple instances of an application on servers or clients
where data is kept synchronized by the Domino server

Controlled by the ReplicalD on a given DB

e
.

File > Application - Properties

=2 N R =N -
5 Disk space: 30,837 MB % used
- Documents: 245534 Compact

Activiy Created: 01/13/2024 17:04:06 FM  User Detail
iv
Modified: 05/08/2025 12:15:38 AM

Replica ID:  852570F2:005FADGD
Q05 version: 5
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/Rephcation Types

Push: Send changes here to the remote server
Pull: Receive changes from the remote server

Rep: Performs a pull followed by a push to send and receive changes to and
from the remote server

Rep Remote_Server App.nsf

The ACL still rules! If the server does not have authority to read the updates
or write to the database, replication will not work as expected.



Rephcann Stubs

When creating replicas you may see a “replication stub”
Empty “shell” with properties
Database will be populated the first time it is replicated

Title = Filename =/
& Help Desk hdesk nsf
& Joe User juser.nsf
& Archive Me ame.nsf
'E;;u Lotta Mail Imail.nsf
& *85257394:001146D7 dadmin.nsf
G Wzer Une ucne.nst



Cluster replication will ignore database quotas

Quotas are unique to a given server
Will only get set on cluster when replica is first created
Changes do not replicate

You must set the quota on the cluster server to match quota of file on primary
server






Contact Information

m www.linkedin.com/in/kimgreeneconsulting
B @iSeriesDomino

| kim@kimgreene.com
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