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What We Will Cover

1. Overview of Design Import

2. Domino REST API Configurations

3. Walk thorough of the Design Import
Wizard

4. Look at the Foundry server updates

5. Demonstrate Domino/Application
communication

6. Modernize and add Volt MX features

7. Add Channels?

8. Troubleshooting

9. Questions
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What'’s up for today

What is the Domino REST API

What does this have to do with an admin
Installing

What gets installed

How does it work

Port considerations

Post installation configuration

How to use it

vV V. V V V ¥V V V VY

Where to find out more
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What is the Domino REST API
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What is the Domino REST API

Notes Document
(JSON format)

Read / Write
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I’'m an admin...
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Installing DRAPI

> https://my.hcltechsw.com

« Domino — Tools, Connectors, Integrators — Domino REST API
« Docker, Windows, Linux
- V12vs V14

» Flexnet: HCL Domino

my.hcltechsw.com

>» Domino REST_API V1.0.9 R14 Installer.tar.gz
 7-Zip

» tar -xvzf domino_rest_api v1.0.9 rl14 installer.tar.gz -C c:\Domino

v restapilnstall-ri4.jar

» Windows Command Prompt — Run as Administrator
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Install Command

java -jar c:\domino\restapiinstall-r14.jar -d="c:\domino\data" -i="c:\domino\data\notes.ini" -r="“c:\domino\restapi"
-p="c:\domino" —a

-d = Domino data folder

-i = File path and name of notes.ini

-r = File path for Domino REST API library files

-p = Domino program directory

-a = Accept
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Installed Components

Added Files

Files

Description

\Domino\restapi,

Folder containing the Domino REST API JAR
files

\Domino\nrestapi.exe

The Domino REST APl server task

\Domino\nrestapi.pdb

Program debug database

Notes.ini Updates

ini Variable

Description

Ensures the Domino REST APl is started at
server start up

The folder containing the Domino REST API
JAR files

;;;;;;;;;;;;;;;;;;;;;;;;;

Needed for the Domino REST APl Domino task
to talk to the Java side of Domino REST AP

Databases

Database name

Description

Database that stores the scope configurations

nnnnnnnn

When running an agent asynchronously via
DRAPI, a document is created here to track
processing of the agent.

nnnnnnnnnnnnnnnnnnnnnnn

Stores oauth refresh tokens

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘
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Server Task restapi
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DRAPI Basics

» keepconfig.d folder
» Overlay File System

» Base configuration then keepconfig.d JSON
configuration files

» Alphabetical order matters

Actual configuration

"

C. Json
b.json

a. Json
keepconfig.d

security. json
config. Json

soptshclskeep

Priority
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DRAPI Ports

Data Port — 8880

Main port used by the Domino REST API. Default authentication uses the user name and Internet password of the
person document.

Healthcheck Port — 8886

Used to verify whether Domino REST APl is up using the /health endpoint. It has its own functional account that does
not provide access to other ports.

Management Port — 8889

Provides access to the Domino REST API runtime behavior, such as current config (/config), runtime info (/info) or
Domino REST APl shutdown/restart. Recommended that the port is blocked and accessed only from localhost. It has
its own functional account that does not provide access to other ports.

Prometheus Port — 8890
Provides metrics in Prometheus format. It has its own functional account that does not provide access to other ports.
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DRAPI Ports

MRPC 1352
MOMITORING & ~
LOGGING %
%
]

L] Sarver
Domino & (Linux)
Domino
RESTAPI s hitp 81 {Domina)
/"’ hitp 8880 (Domino
T REST API) |
< 22 curl hitp 3889 http B880 ng'nx Https 4443
Admin I w000 |
S — Toxt Regqular Users
Admin Custom App URLs
1. Domino
- T 2. Domino REST API
contalners | ©On server 3. Custom App
/ . ' SSL termination on nginx
& L
docker
https://private docker registry

Note: DRAPI does not use Domino’s HTTP or TLS cache
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Domino REST API
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Functional Accounts

 Functional accounts defined in JSON

» Al JSONSs go to keepconfig.d

« Shhhhh — It’'s a secret

{
"identity": {

***************************************

"Doctor Notes": {
"active": true,

"secret":
"E4B321EBAO1B7FO92D9BF5EAFAS322824FEC2287B8A6C133D7C31EFB706A2BA30:1A57478
185E7AF3ASSFO1ECAOSFOBASS1IDBCESBECE0DAESCEF1BI1CCSCCS55C11A20F676E082BF2D28B
BO6DBSASCFBO91C767C035B380DB4CBC7D1001EASBEDO1GR3"

}
}
}

16
HCLSoftware U



Management Console

HCL Domino REST API

Management console

Salt this: Salt
Logs Config Config src Info Routes EventBus

Console Threads
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Java Web Token

 Default — random, one Domino server

https /ldrapi.server.com:8880

Web
Browser

JWT

credentlals
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HCL Domino REST API

Management console

Salt this:

e Permanent JIWT

Desalinate this:

Guess: Desalinate

Certificate Name: AdventureCompany

Create IdP Certificate

c;\

Created AdventureCompany

b

This PC > Local Disk (C:) > Domino * Data > keepconfig.d

~

M

Name Date modified

|| AdventureCompany.cert.pem 10/17/2023 10:28 ...
D AdventureCompany.json 10/17/2023 10:28 ...
L] AdventureCompany.private.key.pem 10/17/2023 10:28 ...
D AdventureCompany.publickey.pem 10/17/2023 10:28 ...

» Copy files to other Domino servers
* Accept JWT from external provider

Type

PEM File
JSON File
PEM File
PEM File
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Let’s Dance

OAuth Flow with application server

|dentity Provide Identity Pravider

R Application Authorization Token I,
esaurce ; . oming
Owner Server Endpaoint Endpaint REST AFI
] i i 7 Endpoint

) X | | Domine REST API can act as IDPH X

' 1 request resource <! ! ! !

! request ! ! ! !

| authorization | | | |

| 3 access ldP | ‘_: | |

T T Fal} ] 1

:_, 4 authenticates i ‘_: | |

:_' 5 authorizes client | ‘_: | |

| ¢ 6 redirects with authorizationicode | | ! |

i 7 provide autharization code ‘__: i | i

! I o Send Application server credentials !

i i © and authorizatiop code o |

! ! [ not suitable for browser ! !

1 i | aorclient based access 1 i

) \ | since they cant keep secrets ) X

| :_' 9 provide access taken (JWT) | )

! 10 send access tgken (JWT) & keep App ID/Secret !

i | with resource request i !

| i M1 provids resource | |

:J 12 provide resource | : | :

[ 1 ] ] 1
R ! . . L Domino
eosoume Application | | 1dentity Provide | | Identity Provider | REST API
wner Server Authorization Taken Endpaint

Endpaint Endpoaint
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Configuring OAuth

» Update oauth.nsf database ACL
» Add server to OAuthAdmin role

» Create oauth JSON file
» keepconfig.d folder

{

"oauth": {
"active": true,
"database": "oauth.nsf",
"url": "http://rock.adventure.com:8880",
"authCodeExpiresin": 120,
"accessTokenExpiresin": 3600,

"refreshTokenExpiresin": 525600
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DRAPI Databases Configuration

v Create LocalKeepAdmins group
v Update DRAPI databases’ ACLs
> Domino Keep Agent Scheduler
v Default Reader, change to No Access
v LocalKeepAdmins - Editor
> Domino Keep Oauth
v Default Author, delete flag disabled
> Domino Keep Configuration
v Default Reader
v LocalKeepAdmins - Editor
v Sign DRAPI databases

Access list group : LocalKeepAdmins

Group name:

Group type:

Category:

Description:

Auto Populate Method:

Members:

LocalKeepAdmins

Access Control List only

None

Doctor Notes/Adventure
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Exposing Domino Databases

Y
Customer

APl requirement | Brief
defined i

'Y

Y

i
Developer

<l
Administrator

<SR
Create KEEP | '\:f?er::ss
schema(s) Aguts App.nsf
v
Enable KEEP
Schema(s)
\ (rme oy
Domino
I Directory

o
Administrator

Create OAUTH
App

Optional
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Schema, Scope, Oauth application

Domino
Directory

— Design
App.nsf i3
b} Stored in App.nsf DESIGN
Agent

¥ S
KEEP Schema KEEP Schema KEEP Schema — View Mode
Form »  Mode

\

Mode

\

KEEP DB KEEP DB KEEP DB
(= scope) (= scope) (= scope)
P ‘ AN
OAuth App OAuth App OAuth App

Field

Field

Field
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Using Admin Ul to create Schema, Scope, Oauth Application

HCL Domino REST APl Administrator

||||I||I|
/ o e V/- A~
4

iR ¢

Database Management - REST API Database Management - Activation Application Management - OAUTH

CREATE/UPDATE SCHEMA CREATE/MANAGE SCOPES ADMIN
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Dev to Prod Promotions

Add New Schema

Import Schema

Import new schema from file

Create Schema

Create your own schema
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DRAPI and Domino Clusters

> Load balancer/proxy
> restapi on cluster members

> Replicate keepconfig.nsf and oauth.nsf
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DRAPI Resources for learning more

> HCLU Domino REST API for Domino Admins

> Discord domino-rest-keep | OpenNTF

> Domino Administrators - What You Need to Know About the Domino REST API blog series

> Power Bll, Domino and Domino REST API by Theo Heselmans

> Welcome - HCL Domino REST API Documentation (hcltechsw.com)

HCLSoftware U
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https://hclsoftwareu.hcltechsw.com/courses/course/hcl-domino-rest-api-for-domino-administrators
https://discord.com/channels/953760981241200721/1071026988522934312
https://www.hcl-software.com/blog/author/heather-j-hottenstein
https://collabsphere.org/iphora/xportal.nsf/xportal
https://opensource.hcltechsw.com/Domino-rest-api/index.html

Common Production Q&A

» 413 Request Entity Too Large error when trying to POST an attachment to the Domino REST API
» How to Upgrade the Domino REST API

» How to add a corporate logo to the OAuth consent screen

» How to enable the Domino Directory for Domino REST API access

» How to create a Domino database using Postman and DRAPI

» Can | use the same IdP between Domino and DRAPI with oidc-idpcat

Answers to these and more: Welcome - HCL Domino REST APl Documentation (hcltechsw.com)

HCLSoftware U
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https://opensource.hcltechsw.com/Domino-rest-api/index.html
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