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Kim Greene - Introduction
· Owner of Kim Greene Consulting, Inc.

· www.kimgreene.com

· HCL Collaboration Solutions

· Services offered include:

· System and application performance optimization

· Administration

· Upgrades

· Troubleshooting

· Health, performance, security, etc. reviews

· Custom development

· Enterprise integration

· Migrations

· Blog: www.dominodiva.com



Agenda

·Domino High Availability: Clustering

·How Failover Works

·Workload Balancing

·Configuring Clustering

·Cluster Database Directory

·Creating Replicas

·Domino Replication



Agenda

·²Ƙŀǘ 5ƻŜǎƴΩǘ wŜǇƭƛŎŀǘŜΚ

·Careful with Unread Marks

·Self-Management Features

·Ensuring Proper Failover

·What About Applications?

·Performance Tips

·DataBase Maintenance Tool (DBMT)





Domino High Availability
·Domino HA is provided by the built-in Clustering capability

·What is a Domino cluster?

·A collection of 2 to 6 servers which provides high availability and/or workload 
balancing
·Each server contains replicas of the applications to be clustered
·If user attempts to access a clustered application and it is not available, Notes 

opens a replica of the database on a different cluster server



Types of Clustering
·Failover

·Provides HA solution for Domino servers

·Servers in Domino cluster provides services while primary server is 

unavailable

·Workload balancing

·Spreads workload among servers

·Limits how busy a specific server will become

·Provides more consistent performance for end users



Clustering Tasks/Functions
·CLUSTER = Cluster Manager

·¢ƘŜ άōǊŀƛƴέ ƻŦ ǘƘŜ ŎƭǳǎǘŜǊ

·Monitors availability of clusters

·Maintains cluster membership information

· Handles workload balancing

· Performs failover decisions

· Communicates with CLDBDIR



Clustering Tasks/Functions
·CLDBDIR = Cluster Database Directory

·Responsible for maintaining clustered version of the database directory, 
cldbdir.nsf

·Tracks which databases exist on which servers

·Stores availability and workload data

·Enables routing and failover decisions



Clustering Tasks/Functions
·CLREPL = Cluster Replication

·Performs cluster-aware replication

·IŀƴŘƭŜǎ ǊŜǇƭƛŎŀǘƛƻƴ άǿƛǘƘƛƴέ ǘƘŜ ŎƭǳǎǘŜǊ

·Ensures databases stay in sync

·Works closely with CLDBDIR

·REPLICA = Replication

·Not cluster-specific, but essential

· Performs standard replication

·Supports cluster replication when triggered by CLREPL





How Domino Failover Works

Cluster replication

Server A Server B



Actions That May Trigger a Failover
·Creating a new mail, calendar entry or To Do

·Opening a document in an application

·Opening a folder or view

·Replying or forwarding a document or mail message

·Deleting a document

·Sending a message

·hǇŜƴƛƴƎ ŀƴ ŀǇǇƭƛŎŀǘƛƻƴ ǳǎƛƴƎ ŀ άōƻƻƪƳŀǊƪέ



When Failover Does Not Occur
·Attempting to open the server directly (CTRL + O)

·Opening an application using a workspace icon

·If the workspace icon was created with a specific server path

·During a server hang

·LŦ tƻǊǘ ƛǎ ŀŎǘƛǾŜΣ ōǳǘ 5ƻƳƛƴƻ ǎŜǊǾŜǊ Ƨƻō ƛǎ άƘǳƴƎέ





Workload Balancing
·5ƻƳƛƴƻΩǎ ǊŜŀƭ-time decision engine

·Determines whether a server should

·Accept a user connection

·Redirect a user to a healthier 
cluster mate

·Fail users over if target server is 
overloaded or unavailable

·Built into the Cluster Manager task



Workload Balancing
·How workload balancing decisions are made

·Server checks its own load

·If overloaded

· Consults with cluster mates 

· If better server exists, redirects user

· If no server is healthier, keeps user on original server

·LŦ ǎŜǊǾŜǊ ƛǎ ŘƻǿƴΣ Ŧŀƛƭǎ ǳǎŜǊ ƻǾŜǊ ǘƻ άƴŜȄǘ ōŜǎǘέ ǎŜǊǾŜǊ



Workload Balancing
·Ways to achieve workload balancing:

·Limiting amount of work on a server

·Changing maximum number of users who can use a server at the same 

time 

·Moving databases to other servers 

·Planning number and placement of replicas in a cluster to create more 

replicas of busy databases 





Configuring Domino Clustering



Configuring Domino Clustering





Cluster Database Directory
·Database directory (dbdir.nsf) gets converted to cluster database directory 

(cldbdir.nsf)



Managing a Cluster Database Directory
·Review which databases have cluster replication enabled

·Only ddm.nsf ƛǎ ŘƛǎŀōƭŜŘ άƻǳǘ ƻŦ ǘƘŜ ōƻȄέ

·Enable and disable replication as appropriate on databases





Replication
·Allows you to have multiple instances of an application on servers or clients 

where data is kept synchronized by the Domino server

·Databases are considered

Replicas when the replica

ID matches (file name does

not matter)

File Ҧ Application Ҧ Properties



Creating Replicas

·Create replicas of any applications that need to be clustered



Creating Replicas



Oops, I did it again! 



Server Level Security Considerations
·/ƻƴǘǊƻƭƭŜŘ ƛƴ Ψ{ŜŎǳǊƛǘȅΩ ǎŜŎǘƛƻƴ ƻŦ ǘƘŜ {ŜǊǾŜǊ ŘƻŎǳƳŜƴǘ

·LŦ ǎŜǊǾŜǊ ƛǎƴΩǘ ƭƛǎǘŜŘΣ ǊŜǇƭƛŎŀǘƛƻƴ ǿƛƭƭ Ŧŀƛƭ ƻǊ ƴŜǿ ǊŜǇƭƛŎŀ ǿƻƴΩǘ ŎǊŜŀǘŜ

·Without proper access, replication is inhibited

· Unable to replicate with server NotesOSS4/OpenNTF: Access to this server has been 
restricted by the administrator on remote server





Replication
·Allows you to have multiple instances of an application on servers or clients 

where data is kept synchronized by the Domino server

·Controlled by the ReplicaID on a given DB

File Ҧ Application Ҧ Properties



Replication Types 
·Push:  Send changes here to the remote server

·Pull:  Receive changes from the remote server

·Rep:  Performs a pull followed by a push to send and receive changes to and 
from the remote server

            Rep  Remote_Server  App.nsf

·The ACL still rules!  If the server does not have authority to read the updates 
or write to the database, replication will not work as expected.



Replication Stubs
·²ƘŜƴ ŎǊŜŀǘƛƴƎ ǊŜǇƭƛŎŀǎ ȅƻǳ Ƴŀȅ ǎŜŜ ŀ άǊŜǇƭƛŎŀǘƛƻƴ ǎǘǳōέ

·9ƳǇǘȅ άǎƘŜƭƭέ ǿƛǘƘ ǇǊƻǇŜǊǘƛŜǎ

·Database will be populated the first time it is replicated



Database Level Security Considerations
·Check ACL settings

·aŀƪŜ ǎǳǊŜ άǎƻǳǊŎŜέ ǎŜǊǾŜǊ Ƙŀǎ ŀŎŎŜǎǎ ǘƻ ŘŜǎǘƛƴŀǘƛƻƴ ŘŀǘŀōŀǎŜ ŀƴŘ ǾƛŎŜ ǾŜǊǎŀ

·ACLs are used as a filter for replication

·No access to database = no replication



Readers / Authors Fields
·Ensure Servers have access to the documents

·LocalDomainServers has [DBAdmins] role in this example



Customer Example ς Security Application
·Clustered server environment

·2 servers

·Database on primary server contained documents not in replica on secondary 
server

·Not all documents impacted

·Document properties revealed Readers field

·LocalDomainServers not present in documents not replicating to secondary server



Are You Automatically Creating Replicas?
·Use a registration policy!



Connection Documents
·Definitions for server to server connections

·Control replication and mail routing

·Specify which databases, folders to replicate (or not!) and when

·Source Server of a connection document

·Server doing work, REPLICA task responsible, connects to SERVER task on server



·Controlled in Connection Documents

What data to replicate

Tip: Set the replication time limit 
less than the repeat interval

Tip: Always replicate names.nsf and 
admin4.nsf throughout the domain.  

Can you think of any others?  
Catalog.nsf? Dir Assist DBs?



Repeat Interval
·Starts when previous replication session ends

·Tip: Easier to troubleshoot if using specific times





²Ƙŀǘ 5ƻŜǎƴΩǘ wŜǇƭƛŎŀǘŜΚ
·Many database properties do not replicate

·Key ones are:

·Quotas

·Purge Interval Replication Control settings

·Full text index settings



Quotas

·You must set the quota on the cluster server to match quota of file on primary server

·¢ƘŜȅ ŀǊŜ ƴƻǘ ƪŜǇǘ άƛƴ-ǎȅƴŎέ ΧΦ 

· Unless working with quotas in the Admin client (Tools > Database > Quotas) 

·Quotas are unique to a given server

·Will only get set on cluster when replica is first created

·Changes do not replicate

·Another important note

·Cluster replication will ignore database quotas



PIRC ς Purge Interval Replication Control
·tǊŜǾŜƴǘǎ ǊŜǎǳǊǊŜŎǘŜŘ άƎƘƻǎǘέ ŘƻŎǳƳŜƴǘǎκƴƻǘŜǎ ŦǊƻƳ ŎƻƳƛƴƎ 

back/reappearing

·Use to protect critical databases

·Names.nsf

·Directory assistance databases

·Critical applications



PIRC ς Purge Interval Replication Control
·Easy to enable

·Via database property

·Or with compact command

· load compact dbname ςpirc on



PIRC ς Purge Interval Replication Control
·PIRC setting does not replicate

·Customer example
·User reported in early May thousands (34,000+) documents deleted months prior reappeared 

·Application resided on 3 clustered servers and had been PIRC enabled 

·Primary server moved to new box
· New replicas created via AdminP

· DƻǘŎƘŀΥ tLw/ ŘŀǘŀōŀǎŜ ǎŜǘǘƛƴƎ ŘƻŜǎƴΩǘ ŎŀǊǊȅ ŦƻǊǿŀǊŘ ǿƘŜƴ ŎǊŜŀǘƛƴƎ ƴŜǿ ǊŜǇƭƛŎŀǎΗ

· Tip: Remember to PIRC enable ALL replicas of a database!!  



Full Text Indexes (FTIs)
·Full text index settings do not replicate!

·Ensure applications with FTIs on the primary have FTIs also on the secondary 
server(s)

·Can affect application functionality for users who do searches





Understanding Unread Marks
·How does Domino know what you read?

·Tracked by person

·Optionally replicate unread marks

·Review Database properties

· Critical for mail files in a clustered environment!



Unread Marks
·Are unread marks in sync across replicas?

·Have you actually checked??

·Customer example

·Unread mark counters of mail files on primary and secondary servers
     (Data compliments of Ytria replicationEZ)

Unread Counts In SyncUnread Counts Out of 
Sync

No Unread Table on 
Secondary Server

955 690 286

49% 36% 15%



Unread Marks - Creating Replicas
·Key to exchange unread marks during replica creation

·Set ADMINP_EXCHANGE_ALL_UNREAD_MARKS=1 prior to creating replicas

·{Ŝǘ ƻƴ ǘƘŜ άǎƻǳǊŎŜέ ǎŜǊǾŜǊ





Symmetric Domino Servers
·One or more data directory folders are declared to be symmetrical
·Any Notes database which exists on any server in the cluster must exist on every server in the 

cluster.

·¢ƘŜ άǊŜǇŀƛǊ ŜƴƎƛƴŜέ ǿƛƭƭ ŘŜǘŜŎǘ ŀƴȅ ƳƛǎǎƛƴƎ ŘŀǘŀōŀǎŜǎ ŀƴŘ ǊŜǇŀƛǊ ǘƘŜƳ ŀǳǘƻƳŀǘƛŎŀƭƭȅ

Server A                                  Server B                                  Server C

mail1  |   mail2   |  mail3   | mail4          mail1  |   mail2   |  mail3   | mail4                   mail1  |   mail2   |  mail3   | mail4

REPAIR LIST MISSING

Required files

A ᷾  B ᷾  C

{ȅƳƳŜǘǊƛŎ ŎƭǳǎǘŜǊǎ ŜƴŀōƭŜ ǎŜǾŜǊŀƭ ŜƴƘŀƴŎŜŘ ŎŀǇŀōƛƭƛǘƛŜǎ ǘƻ ƛƳǇǊƻǾŜ ǊŜǎƛƭƛŜƴŎȅΧΦ



Automatic Database Repair
·Repair will periodically check for missing databases and repair them automatically

· High speed transfer of file(s) between servers

· Any required DAOS objects are repaired automatically

· Replication histories are adjusted to correctly reflect replication concurrency

· Full Text indexes are rebuilt if necessary 

Server A                                   Server B                                  Server C

mail1  |   mail2   |  mail3   | mail4                      mail1  |   mail2   |  mail3   | mail4                   mail1  |  mail2   |  mail3   | mail4



Automatic Cluster Database Symmetry
·Configuring Cluster Symmetry



Automatic Cluster Database Symmetry
·Use it wisely

·{ǘŀǊǘ ǿƛǘƘ Ψ[ƛǎǘ ŘŀƳŀƎŜŘ ƻǊ ƳƛǎǎƛƴƎ ŦƛƭŜǎ ƛƴ 
ǘƘŜ ƭƻƎΩ

·Remedy mismatches

· Case sensitivity

· Folder/directory names

· File names

·Create missing replicas

·!ŘƧǳǎǘ Ψ{Ŏŀƴ ƛƴǘŜǊƴŀƭΩ ƛŦ ƴŜŎŜǎǎŀǊȅ

Start here



Automatic Cluster Database Symmetry
·Requirements/limitations to be aware of

·If use DAOS, DAOS must be implemented the same on cluster 
mates

·ODS 52 or higher is required

·The following are excluded:

·Databases in the /data directory

·Databases with cluster replication disabled

·Encrypted databases

·Templates



Automatic Cluster Symmetry
·NOT everything should be included

·Is your configuration optimal?

·Should NOT use on:

· \ IBM_ID_VAULT

· \MTDATA





·Check your desktop policy settings  

·Desktop Settings Document -> Mail tab

·bƻǘŜΥ LǘΩǎ Ψ5ƛǎŀōƭŜŘΩ ōȅ ŘŜŦŀǳƭǘ

Is Silent Failover Setup?



Is Mail Cluster Failover Configured?



Local Mail Delivery Failover
·Allows Local Delivery Failover if destination mail file unavailable

·Router has ability to failover mail delivery to an Available mail file replica on a cluster mate 

when local replica is unavailable due to:

· Copy-style compact of mail file in progress

·Fixup of mail file in progress (Performing consistency check on é)

· Mail file is missing (File does not exist)

·Enabled via notes.ini variable

·MailFileEnableDirectoryFailover =1



Local Mail Delivery Failover
·When delivery failover occurs because 

MailFileEnableDeliveryFailover=1 set in notes.ini on Domino Server

·Out of Office still works just fine

·Mail Rules still work with following caveat:

·Each Cluster Mate needs all fellow Cluster Mates specified in ñAllowed to use 

monitorsò configuration in Server document -> Security tab



Avoid Routing Loops
·Routing cost still important

·Especially important for larger clusters

·Do not set a high routing cost for a clustermate!  



Directory Assistance Failover
·Will directory assistance work during a failover?

·Not if an application link is in use!

·Replace with * for Server Name and specify the filename

·Tip: /ŀƴΩǘ ƘŀǾŜ ōƻǘƘ ŦƻǊ ŦŀƛƭƻǾŜǊ ǘƻ ǿƻǊƪΣ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ƭƛƴƪ ǿƛƭƭ ōŜ ǳǎŜŘ ƻǾŜǊ ǘƘŜ 
servername / filename





Clustering Applications
·Clustering applications outside of mail?

·Calendaring and scheduling clustering is built in

· Configured for you when clustering is enabled (busytime.nsf becomes 
clubusy.nsf)

·RNRMGR supports clustering, but be aware

·Only one other server in the cluster will be allowed to process requests

· If the home server (administration server in ACL)  is down when RNRMGR 
starts it will not process any requests to protect cases where the database is 
out of date from the primary server

·Details can be found here: 

· https://support.hcl-software.com/csm?id=kb_article&sysparm_article=KB0035436 



What About Other Mail Tasks?
·What happens for IMAP and POP3?

·POP3 and IMAP do not have native Domino failover

·POP3 and IMAP do NOT

· Use cluster redirection

· Understand cluster directory lookups

· Retry another server automatically

·tŀǊǘƛŎƛǇŀǘŜ ƛƴ 5ƻƳƛƴƻΩǎ ŎƭǳǎǘŜǊ ƳƻŘŜƭ

· Use SAI or cldbdir

· Have any built-in failover logic

·Need to use  a load balancer or DNS round-robin



Clustering Applications
·Custom applications
·Use UNIDs, not NoteIDs
· Cluster-safe

Set doc = db.GetDocumentByUNID(unid$)

· Not cluster-safe

Set doc = db.GetDocumentByID(noteid$)

·Avoid hard-coded server names
·These are cluster-safe
· db.Server

· @DBName

· άέ όŜƳǇǘȅ ǎǘǊƛƴƎύ ǘƻ ǊŜŦŜǊ ǘƻ ŎǳǊǊŜƴǘ ǎŜǊǾŜǊ

· Directory lookups instead of fixed server paths



Clustering Applications
·Be careful with scheduled agents

·Scheduled agents may not run or may run too often

·¦ǎŜ άwǳƴ ƻƴ !ƴȅ {ŜǊǾŜǊέ ŦƻǊ ǎŎƘŜŘǳƭŜŘ ŀƎŜƴǘǎ

·But be careful!

·¦ǎŜ ŀ άŎƻƴǘǊƻƭέ ŘŀǘŀōŀǎŜ ŀƎŜƴǘǎ ǊŜŦŜǊŜƴŎŜ ǘƻ ŘŜǘŜǊƳƛƴŜ ǿƘŜǘƘŜǊ ǘƘŜȅ Ŏŀƴ Ǌǳƴ ƻǊ 
not

·Use

· db.ReplicaID

· db.Server

· NotesDatabase.OpenWithFailover



Clustering Applications
·Agents triggered by new mail will automatically fail over

·Use cluster-safe mail sending

·Call doc.Send(False)

·5ƻƳƛƴƻ ŎƘƻƻǎŜǎ άōŜǎǘέ Ƴŀƛƭ ǎŜǊǾŜǊ





Dedicated Cluster Port
·A dedicated cluster port improves cluster replication performance

·Steps to setup

·Update Ports in Server document

·Update Ports notes.ini variable
· Ports=TCPIP,CLREPL

·Add these variables to the notes.ini
· CLREPL=TCP,0,15,0,,12288,

· CLREPL_TcpIpAddress=0,xx.xx.xx.xx:1352

· Server_Cluster_Default_Port=CLREPL



Monitor NRPC Traffic Between Cluster Mates
·Monitor these statistics

· NRPC.BytesSent / BytesReceived

· NRPC.PacketsLost

· NRPC.PacketsRetransmitted

· NRPC.ResponseTime.Avg

·Network speed is critical as is minimizing packet loss



Cluster Health
·Use the cluster analysis tool to 

evaluate the health of your 
cluster





DataBase Maintenance Tool (DBMT)
·DBMT task streamlines database maintenance

· Domino Server Add-In Task (n)dbmt process

·What does it do?

· Runs copy-style compact operations

· Purges deletion stubs

· Expires soft deleted entries

· Incremental view indexing

· Full text index updates and rebuilds

· Reorganizes folders

·Merges full-text indexes

· Updates unread lists

· Ensures critical views are created for failover

· Fixes corruption


