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/Domlno High Availability

Domino HA is provided by the buitt Clustering capability

What is a Domino cluster?

A collection of 2 to 6 servers which provides high availability and/or workload
balancing

Each server contains replicas of the applications to be clustered

If user attempts to access a clustered application and it is not available, Notes
opens a replica of the database on a different cluster server
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Types of Clustering
Failover

Provides HA solution for Domino servers

Servers in Domino cluster provides services while primary server Is
unavailable

Workload balancing
Spreads workload among servers
Limits how busy a specific server will become
Provides more consistent performance for end users
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Clustering Tasks/Functions

- CLUSTERCluster Manager
" ¢CKS G0N} AYyE 2F (KS
- Monitors availability of clusters
- Maintains cluster membership information
- Handles workload balancing

. Performs failover decisions
. Communicates with CLDBDIR

9
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Clustering Tasks/Functions

CLDBDIR Cluster Database Directory

Responsible for maintaining clustered version of the database directory,
cldbdir.nsf

Tracks which databases exist on which servers
Stores avalilability and workload data
Enables routing and failover decisions
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CLREPE Cluster Replication
Performs clusteaware replication

| ' YRf S& NBLIX AOFUGAZ2Y AGgAUGKAYE GKS Of dza i

Ensures databases stay in sync
Works closely with CLDBDIR

REPLICA Replication

Not clusterspecific, but essential
Performs standard replication

Supports cluster replication when triggered by CLREPL
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How Domino Failover Works

Cluster replication

Server A Server B




A

'/

ctions That May Trigger a Fallover

Creating a new mail, calendar entry or To Do

Opening a document in an application

Opening a folder or view

Replying or forwarding a document or mail message

Deleting a document

Sending a message

hLISYAy3 |y FFLILXAOFGAZ2Y dza Ay 3
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When Failover Does Not Occur

Attempting to open the server directly (CTRL + O)
Opening an application using a workspace icon
If the workspace icon was created with a specific server path

During a server hang
LT 2N Aad | O0UAQOS> odzi B2YAYZ2Z ASNPSN
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~ Workload Balancing

5 2 Y A Yy 2-ve dediBidn £ngine =

Determines whether a server should
Accept a user connection

Redirect a user to a healthier { O
cluster mate P

Fail users over If target server is
overloaded or unavailable

Built into the Cluster Manager task
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mad Balancing

How workload balancing decisions are made
. Server checks its own load
- If overloaded
- Consults with cluster mates
If better server exists, redirects user
- If no server is healthier, keeps user on original server
LT aSNWSNI Ad R2gys FlFLAfta dzaSNJI 20SNJ (2 a4y
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“Workload Balancing

Ways to achieve workload balancing:
Limiting amount of work on a server
Changing maximum number of users who can use a server at the same
time
Moving databases to other servers

Planning number and placement of replicas in a cluster to create more
replicas of busy databases






Configuring Domino Clustering

People & Groups ] Files ] Server... ] Messaging... ] Replication ] Corfiguration l

N Server: Notes0SS3/ ;
H Release 14.0FP3HF34 on Linux €.1.0-15-amd&4

HCL Domino

[ Server (@) add Sever (7 Edit Server @Addtu{}lf:ﬁfr (@)Delete Server ($)Web.. ¥ Chat™
Ld\]

a] Cument Server Document
T Al Server Documents Search in View 'Se
T Configurations

vernServers'

T Connections Search far |
T Programs

T Extemal Domain Network Infi Clomain Server Name - Title

» B Messaging 7 NotesOSS

Host Mame

ﬁ - .
» ¥ Replication v NotesOSS3I!

w Iflfﬂ Directory

notesoss 3.

w2 Securty v NotesQSS4/M

B Policies
Cluster Mame

Please choose the cluster you want to add the server(s) to.

2]

OK

|‘Ereate Mew Cluster

hd |
— 1

| Mew Cluster Mame

Enter the name of the new cluster:

MotesQS554 .

2]

OK

Mail Cluster]

Cancel
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Choose Yes if you want te perform this action immediately, Choose No
if you want to submit a request and have the Administration Process
perform this action.

People & Groups | Files | Sever... | Messaging... | Replication |
Status | Analysis | Monitoring | Statistics | Performance |

Release 14 0FPIHF3 on Linux 6.7.0-15-amd64

2 NotesD553s Log

) &% Domino Web Server Log (12)

) & Catalog (12)

w ':ﬂl Administration Requests (11.0)
] Administrative Attertion Required
T Al Activity by Server
T All Emors by Date
T Al Emors by Server
1 Al Requests by Action
1 All Requests by Name
T Al Requests by Originating Authaor
] Al Requests by Time Initiated
1 Al Requests by Server

i, Server: NotesOSS

Your request to add the server(s) to a cluster has been successfully
submitted to the Administration Requests database.
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Cluster Database Directory

Database directorydpdir.nsf) gets converted to cluster database directory
(cldbdir.ns}

Cluster Directory PTools  (Dkielp
D Server File Title Cluster Replication
T Databases b'_l,-" Pathname v 0525201 1:0040D6EED
1 Databases by Replica D * Motes0S53 admincentral.ntf AdminCentral Enabled
T1 Databases by Server x Motes(0554 admincentral.ntf AdminCentral Enabled
. ¥ 8525887A:00625573
T Databases by File Name x Motes0553 autoupdate.ntf Daming Auto Update Enabled
* Motes(0554 autoupdate. ntf Domino Auto Update Enabled
¥ 852585D0D:0049AC14
* MotesQ3553 passkey.ntf FPasshkey Enabled
* MotesQ554 passhkey.ntf Passkey Enabled
¥ 35258A47-005C0BET
* Motes(0553 helpthelp14_client.nsf HCL Motes 14 Help Enabled
* Motes(0554 help\help14_client.nsf HCL Motes 14 Help Enabled
¥ B5258A58:0076CF24
* Motes(0553 helpihelp14_admin.nsf HCL Domino Administrator 14 Help Enabled
* Motes0554 helpihelp14_admin.nsf HCL Domino Administrator 14 Help Enabled
¥ 85258A62:006A31FC
* MotesQ3553 helpthelp14_designer.nst HCL Domineo Designer 14 Help Enabled
* MotesQ554 help\help14_designer.nsi HCL Domino Designer 14 Help Enabled
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I\/Ianaging a Cluster Database Directory

Review which databases have cluster replication enabled
Onlyddm.nsfA @ RA &l 0f SR G2dzi 2F (GKS 02E¢é
Enable and disable replication as appropriate on databases

\w«'
\

Cluster Directory ‘@Tﬂﬂls" (2help
Enable Cluster Replication on Selected Databases
| Databases by Pathname Disable Cluster Replication on Selected Databases
| Databases by ReplicalD Enable Repair on Selected Databases
Tl Databases by Server Disable Repair on Selected Databases
T Databases by File Name _— et A
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Repllcation

Allows you to have multiple instances of an application on servers or clients
where data is kept synchronized by the Domino server

""'-~_.-"'
\
| |

Databases are considered

Database - mo P X

Replicas when the replica < Slelsla =]
: _ Disk space: 1,189 MB % used
ID matCheS (flle name does e Documents: 1,308,573 Compact
nOt matter) Activity Created: 02/05/2024 01:21:46 PM  User Detail

Modified: 02/24/2026 10:37:54 PM

Eplica |ID: 852580DC 00758065
QDS version: 55

FilebApplicationlHProperties
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Creating Replicas

Create replicas of any applications that need to be clustered

People & Groups ] Files | Server... ] Messaging... ] Replication ] Corfiguration ]

Server: NotesOS53MN
H Felease 14.0FP3HF34 on Linux 6.1.0-15-amd&4

v [ focal/notesdata Title & Filename % Physical Path & Fil
e @S unts | 2 nailz.n /local/inotesdata/mail R
= : & IF C llocalinotesdata/mail. R > Folder...

y [ - G S ab20: r ab2day /localinotesdata/mail R Link...
=N -@ Q C znsf llocal/inotesdata/mail R
I c G S g nsf llocalinotesdata/mail. R Manage Directory ACL... Redirect... h‘
= erfddin G T DE rnsf  [local/notesdata/imail R
= Ga G il-in v .nsf llecalinotesdata/mail R Access Control 2

> |E| C Compact...

& t
= i
=
=N tore

r [ i

y [ .
= W
= L
= mail
E= a1
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Creating Replicas

Create Replica E E
ﬂ IIze this tool to create database replicas on multiple servers

automatically in the background via the Administration Process.

Selected: 7 Databases, 1.1 GB

Create replicas on these servers Destination database and server
NotesO 533/ —‘ Destination server Destination filename = o
MotesD 554, ' .

= mailha

& mailcl

: mail'm
& mailo
% mails.
& mail*tn
& mail'w

Destination file path
mail*

o Copy Access Control List
[ Create full text index for searching

B Show me only cluster members
for cluster: NotesQ55 Cluster 2
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Oops, | did it again!

Administration Requests

T Administrative Attention Required
E Pending Administrator Approval
T Individual Approval Required
T Pending by Age
T Pending by Server
T All Activity by Server
Ev Errors
T &l Errors by Date
T All Errors by Server
E Requestz
T All Requests by Action
T &ll Requests by Name
T &Il Requests by Server
T All Requests by Originating Autho
T &ll Requests by Time Initiated
T1 Name Move Requests
T1 Rename Commaon Name
T Certify Mew Key Requests
M Cross Domain
F¥ Certification Authority Requests
T Certificate Requests
T Revocation Requests
T Enrollment Requests
T Configuration Updates
T Recovery Information Updates
¥ Quick Requests

ADMINISTRATION PROCESS - Log

Date
4 Action: Accelerated Create Replica
n Link to request: 5]
znsf Name(s) acted upon: 5 ; Mail-In
r.nsf Action requested by Kim Greene/Kim Greene Consulting
F Obsolete Change Requ Server responding to request: MotesOSS3/
b Obsolete Change Requ Destination server: NotesOSS4/NuEN
¥ Obsolete Change Requ Start time: 10:51:52 PM Today
b C End time: z 10:51:52 PM Today
M : Databases processed: / MNone
02724 03:50 PM “  Errors: / Title: Path: NotesOS54/1 illmailin r.nsf; Error: File already exists
0224 03:50 PM # Perform request again?: / [ Yes
¥ Soc Mail-In
02/24 03:50 PM . ¥ Check Access for Mew Replica Creation Kim Greene/Kim Greene Consulting
0224 03:50 PM # Mgl Os553) performed action on: 02724 03:50 PM
0224 03:50 PM i ¥ Ag#elerated Create Replica Kim Greenel/Kim Greene Consulting
02/24 03:50 PM 21 ¢ Notes0OSS3 performed action on: 02/24 03:57 PM

T Mail-in DB
02124 03:50 FM &
0224 03:50 PM =

¥ Check Access for Mew Replica Creation Kim Greene/Kim Greene Consulting

¥ Accelerated Create Replica Kim Greene/Kim Greene Consulting
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- Server Level Security Considerations
-/ 2YONREESR AY W{SOdNA(e&eQ aSOUAzy 2
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Access server: v users listed in all trusted directories
and
" LocalDomainServers
*Demo g =l

Mot access server: : Deny Access (=]

Create databases & "Dem o_Administrators

templates: LocalDomainServers

Demo_Developers =]

. I .
Create new replicas: Demo_Administrators
LocalDomainServers

Demo_Developers =]

- Without proper access, replication is inhibited

. Unable to replicate with server NotesOS 1 FAccess to this server has been
restricted by the administrator on remote server
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Replication

Allows you to have multiple instances of an application on servers or clients
where data is kept synchronized by the Domino server

Controlled by thékeplicalldn a given DB

FilelbApplicationHhProperties

Database - mm 7
i lSlel2slala]
5 Disk space: 30,837 MB % used
= Documents: 245 534 Compact

Activiy Created: 01/13/2024 17:04:06 FM  User Detail
iv
Modified: 05/08/2025 12:15:38 AM

Replica ID:  852570F2:005FADGD
Q05 version: 5
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/Repllcation Types

Push Send changes here to the remote server
Pull. Receive changes from the remote server

Repn Performs a pull followed by a push to send and receive changes to and
from the remote server

Rep Remote ServeApp.nsf

The ACL still rules! If the server does not have authority to read the updates
or write to the database, replication will not work as expected.
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Replication Stubs
2 KSY ONBIFGAY3 NBLIX AOFa eé2dz Yl & a
OYLIié daakKSffé GgAUK LINPLISNIUASaA
Database will be populated the first time it is replicated

Title = Filename =/
& Help Desk hdesk nsf
& Joe User juser.nsf
& Archive Me ame.nsf
'E;;u Lotta Mail Imail.nsf
& *85257394:001146D7 dadmin.nsf
G Wzer Une ucne.nst
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Database Level Security Considerations

- Check ACL settings
cal 1S a4dz2NB aa2dzNOS¢ aSNWSNJ KIFa | OO0Saa

- ACLs are used as a filter for replication
- No access to database = no replication

.11' Basics Access Contrel List Attributes

% Roles Feople, Servers, Groups | Show All w |  Usertype | Server group w

Eg -Default- Access | Manager v
Log Anorymous e m—

eg Advanced “ Demo_Administrators Delete documents

“ Demo_Developers

S — Create private agents
Create personal folders/views
Create shared folders/views
Create LotusScript/Java agents

Read public documents

- : i}

Replicate or copy documents




Readers / Authors Fields

Ensure Servers have access to the documents

Document

O | | & | =2 | | & |

Body
CustomerMame
Form
MIME_Version
PostedDate

System|ds
SystemPWs
YPMCliert
YPMnotes|D

s

L

Seq Mum: 1

Dup ltem 10: 0

Field Flags: SUMMARY
READ-ACCESS MAMES

"CH=Kim Greene0=Kim
Greene Consulting™
"[DBadmins]"

"Kim Greeng”

Document

O s | & | =2 | 0 | & |

SFILE

SMIME Track
EMoteHasMativeMIME
SRevisions

SUEdatedﬁ

Body
CustomerMame
Form
MIME_Version

"~

L

Dup tem [D: 0

Field Flags: SUMMARY
READAWRITE-ACCESS
MAMES

"CMN=Kim Greene/0=Kim
Greene Consulting”
"[DBadmins]"

"Kim Greeng"

LocalDomainServelsmas DPBAdmingrole in this example

~

HCL Domino
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Customer ExampleSecurity Application

Clustered server environment
2 Servers

Database on primary server contained documents not in replica on secondar
server

Not all documents impacted

Document properties revealed Readers field
LocalDomainServersot present in documents not replicating to secondary server



Are You Automatically Creating Replicas”

- Use a registration policy!

Regi
e L]

M

Basics | Mail || IDCertiier | Miscellaneous | Comments | Administration |

Mail User Registrabion Options How to apply this setting:

Choose the mail system:

[” Don'tsetvalue
POP
IMAP

Choose the mail server:

| w | [~ Don'tsetvalue

Mail Template: * mail12.nif 4 [~ Don'tsetvalue

& Create mail file now

" Create mail file in background I™ Den'tsetvalue

Internet Address Options e ey Ti= ing:
Internet Domain: [” Don'tsetvalue

Choose an internet address format:

FirstName LastName

FirstName MI LastName I
Fl LastMame

FI Ml LastMame

Cheoose an internet address seﬁ rator:

Underscore |
Dot

Equal

[” Don'tsetvalue

[T Don'tsetvalue

Ad | Mail Options How to apply this setting:

Create mail replica's on:

[¥ All mail server cluster mates I™ Don'tsetvalue
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Connection Documents

Definitions for server to server connections

Control replication and mail routing

HCL Domino | /

Specify which databases, folders to replicate (or not!) and when

Source Server of a connection document

Server doing work, REPLICA task responsible, connects to SERVER task on ser

Server Connection: domtest1/KGCI to domtest3/KGCI

Elasu:s Replication/Routing l Schedule l Comments l Administration l
Connection type: Local Area Metwork
Source server : domtest1/KGCI
Source domain: KGCI
Lse the port(s): TCFPIP

Llzage priority: Maormal
Destination server: domtest3/KGCI
Destination domain: KGCI
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What data to replicate

- Controlled in Connection Documents

Basi{:sl Heplic:atian!ﬂautimﬁl Schedule | Comments | Administration |

Replication task: " Enabled J=
_Replicate databases of. " | ow & Medium & High =1 priority
Replication type: " Pull Push /=]
Files/Directory paths to " admind.nsf: ddm.nsf: eventsd nsf na mes.nsf_ (all if none specified)
replicate:
Files/Directory paths to r DBsToMotReplicate.nsf 4
MOT replicate:
Replication time limit: r1‘1-J minutes
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Repeat Interval

Starts when previous replication session ends
Tip: Easier to troubleshoot if using specific times

Elasicsl Replication/Routing l Schedulel Comments l Administration l

Schedule: Enabled
Connect at times: 12:00 AM - 11:558 PM each day
Repeat interval of: 15 minutes

Days of week: sun, Mon, Tue, Wed, Thu, Fr, Sat
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Many database properties do not replicate

Key ones are:
Quotas
PurgeInterval ReplicationControl settings
Full text index settings
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You must set the quota on the cluster server to match qguota of file on primary serve
CKSe | NBb -¥F2yiOg SXIW aAyYy
Unless working with quotas in the Admin client (Tools > Database > Quotas)

Quotas are unigue to a given server
Will only get set on cluster when replica is first created
Changes do not replicate

Another important note
Cluster replication will ignore database quotas
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PIR(I, FMrgeIntervall%phcaﬂon(bntrol

Pal Nt Vd fa o

t NBOSYyia NBAJZNNBOGSR a3a3K2au€¢ R2O0Odzy
back/reappearing

Use to protect critical databases
Names.nsf
Directory assistance databases
Critical applications
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IRG; PurgelntervalReplicationControl

Easy to enable
- Via database property

L

Replication Options for Kimn Greene

Remove documents from the replica

Hj Basics

Eg Space Savers [ ] Remove documents not modffied in the last {days) Iﬂ

@, ool @ Enable Purge Interval Replication Control

@ — Prevent modified documents and deletions before [11/26/2025 11:04:10 PM] from replicating into database.

- Or with compact command
load compactdbnamecpirc on
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IRQ PurgeInterval ReplicationControl

PIRC setting does not replicate

Customer example

User reported in early May thousands (34,000+) documents deleted months prior reappeared
Application resided on 3 clustered servers and had been PIRC enabled

Primary server moved to new box
New replicas created viadminP

| User Activity X
Date/Time % | Reads % | Adds & | Lpdates & | Deletes & | Usger < Totsl  Uses Heads Adds Updates Deletes
05/06/2M3 0:47:28 P 2 o 1] 1] ﬂ Last Day 1] 1] 1] i} 1]
05/06/2013 014536 PM 7 1] 1] 1] Last Manth
e R c —1  Lazt 21 Days 1400 150947 41365 180061 26720
05/06/2013 01:43:06 PM 18762 i 0 0
05/A0B/2013 004201 P D 0 1 1]
05/0B/201301:40:33PM 18 0 1] 1]
05/0B/2013 0138 22PM 3 0 1] 1] ;I

| ¥ Record activity ™ Activity is confidertial | Copy to clipboard I | k. | | Canicel | y

5

D20OKFIY tLw/ RIFOFOF&S aSi0AYy3 R2SayQi OFNNEBE FT2NBI NR 4
Tip:Remember to PIRC enalfdé Lreplicas of a database!!
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Full Text Indexes (FTIs)

Full text index settings do not replicate!

Ensure applications with FTls on the primary have FTls also on the secondar
server(s)

Can affect application functionality for users who do searches

Database - mm 7 X
Clilal&]l 28] |

Last index time: 02/24/2026 10:13:00 PM  Size: 2,285 MB
Update Index Create Index... Delete Index...

Update frequency (servers anby) Immediate -

Court unindexed documents

Index settings:
Case sensitivity: QFF
Index breaks: Woards Only
Index Attachments: QOFF

Index Encrypted Fields: OMN
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Understanding Unread Marks

How does Domino know what you read?
Tracked by person
Optionally replicate unread marks

Review Database properties
Critical for mall files in a clustered environment!

Database - mo P %

e | 1| & | &

Urread Mark Options
Don't maintain unread marks

Replicate unread marks:

Mewver Clustered servers onty | *  All servers
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Unread Marks

- Are unread marks in sync across replicas?

_ 27 '
Have you actually checked?” (Have You

EVER...?

. Customer example

- Unread mark counters of mail files on primary and secondary servers
(Data compliments oftriareplicationEY

Unread Counts In Syri Unread Counts Outo| No Unread Table on
Sync Secondary Server
955 690 286
49% 36% 15%



nread Marks Creating Replicas

Key to exchange unread marks during replica creation
Create Replica [2]]x]

Use this tool to create database replicas on multiple servers
automatically in the background via the Administration Process.
Selected: 7 Databases, 1.1 GB

Create replicas on these servers Destination database and server

1 Destination server & Destination filename & s
Add  »| | [ NotesQO5S54/1 & mail nails nsf
[ NotesQSS4/1 & mail
__Remove_| [ NotesO554/1 & mailr p2day.nsf
[ NotesQSS4/1 & mail nsf
[ NotesQSS4/t & mails 1sf
[ NotesQSS4/1 & mail't nsf
[l MNotesOS54/1 & mail nsf

Destination file path
mail\accountmailg nef
18 Copy Access Control List

B Show me only cluster members

far cluster: NotesOSS Cluster 2 8 Exchange Unread marks on replication

DEFAULT

SetADMINP_EXCHANGE_ALL UNREAD MABRB+a creating replicas
{ SO 2y GKS da2dz2NOSé€ &aSNIISNJI
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One or more data directory folders are declared to be symmetrical

- Any Notes database which exists on any server in the cluster must exist on every server in the
cluster.

¢CKS GNBLI AN SyaaySe gAaftt RSGSOG lyeée YAaarayd

Server A Server B

Se Required files

maill | mail2 | mail3 | mail4 maill | mail2 | mail3 | mail4 maill | maiil3| | mail4 A B C

| My Ba  Ben | My Rad  Mag | B B -, - . .

= - O - . = = | e BE e |

W M B W e B — & WG R e

= @B = = . = — - e .
REPAIRLISTMISSING [ @@ - B = B

{@8YYSGNRO Of dzaGSNAR Syl of S

Q)¢
(0p))
Q
v
Z
o
(0p])
=
A
<
O
o
0«
(@]

I LI oAf AGASAE 0
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Automatic Database Repair

Repair will periodically check for missing databases and repair them automatically
High speed transfer of file(s) between servers
Any required DAOS objects are repaired automatically
Replication histories are adjusted to correctly reflect replication concurrency
Full Text indexes are rebuilt if necessary

- \

Server B Server C
ma mail2 | mail3 | mail4 mail2 | | mail3 | mail4
E a8 B
Gy e A e e
Emmie  Eeidieme o e R
e e Reened

/

\\Eﬁ & =
N

\

A
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Automatic Cluster Database Symmetry

- Configuring Cluster Symmetry
i Server: NotesOSS 3/

I Release 14 0FFPIHF3 on Linwe 6.7.0-15-amd64

D Server B :
N Add Cluster Configurati
o] Cument Server Document | O -9
% ?;f;r:zﬂzﬁ:”mem Cluster Configuration: NotesOSS Cluster 1  Cluster Configuration | x]
= Cn::nni clions Data subfolders: Selected:
] Programs R Add [ admin
= ExtSmaI Domain Network | Easi{:sl Symmetry I Tuning | Administration I [t [] archived
» B4 Messaging [ : Remove | -] demos
» €3 Replcation Maintain symmetry: C Alfolders Ll
» (1 Drectory & Specified folders b
[
» % Securty Folders: Mone selected O
- ;‘?hEIES Select Folders... | ‘ [/| panagenda
i WV |:| |
» & Monitoring Configuration Automatic repair:  Fix missing files ml r
2 Health Monitoring & List damaged or missing files i [+ tools
» @l Cluster * Disabled
% E::::tters _ Scan interval: 15 minutes Folder not listed:
er Corfigurations
] Al Server Documents Damaged files: & Fix damaged files ﬂl
) &2 Cluster Directory (10) & Disabled
» [E5 Miscellaneous Remove damaged fil fter: OK | | Cancel
ged files after: 28 days




Use it wisely
{0 3 NJi
0 KS

GAGK W[ A&(G RIVE28D

f 23Q

raintain svmmeteys

Case sensitivity
Folder/directory names
File names

Create missing replicas
| Redzald W{OlIYy AYUISNYI

Falders:

Automatic repair;

Start here s

Scan interval:

Darmaged files:

Remove damaged files after:

HCL Domino
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Cluster Configuration: DomtestCluster2

Automatic Cluster Database Symmetry

Viaasax

W A |

T A

iztration I

Remedy mismatches B ey [N

Al folders

* Specified folders
rrailaF

mailELURO

rriail
maillls

Select Folders... I

= Fix mizzing files
= Lizt darnaged or rmizzing files in the log
i Dizabled

15 minutes

% Fix damaged files
£ Dizabled

R
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Automatic Cluster Database Symmetry

Requirements/limitations to be aware of

If use DAOS, DAOS must be implemented the same on cluster
mates

ODS 52 or higher is required

The following are excluded:
Databases in the /data directory
Databases with cluster replication disabled
Encrypted databases
Templates



Automatic Cluster Symmetry

NOT everything should be included

Is your configuration optimal?
Should NOT use on:

\IBM_ID_VAULT
\MTDATA
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Is Silent Failover Setup?

- Check your desktop policy settings
. Desktop Settings Document Mail tab

Auto-retrieve document setting:  © Disable ;=1

Enable semver to poll for new mail rI:]isiablﬁuj
and trigger replication on
notification of new mail:

Enable =ilent failover when a rEﬂEb|E‘JL|
senver goes down:

Enable upgrade of all local NSFs rI:]iE'.ElblF';Jj
to latest ODSE version:

- h 21U SY [ io0a WS5Aalkot s

X«
@)

(@]

(D’
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Is Mall Cluster Failover Configured?

Basics | Security | Client Upgrade. Router/SMTP MIME | NOTES.INI Settings | Lotus iNotes | IMAP | SNMP | Activity Logging | 1

Basics | Restrictions and Controls. . I Message Disclaimers I Message Tracking | Message Recall Advaru:edl

Journaling I Commands and Extensions | Controls I

Miscellaneous Additional Controls (Delwery and Transfer)
Controls

Logging level: "Normal ;=] Restrict name lookups to * Disabled =
primary directony only:

Out-of-Office type: Cluster failover: " Enabled for last hop onldas
Hold unde|jyerablesmer=—

Advanced Transf Failure Messages

. Enabled for last hop anby
lanore message pri Enabled for all transfers in this domain

Failure messages forthe & Textfile © Text
conditions below are
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Local Mall Delivery Failover

Allows Local Delivery Failover if destination mail file unavailable

Router has abllity to failover mail delivery to an Available mail file replica on a cluster mate
when local replica is unavailable due to:

Copy-style compact of mail file in progress
Fixup of mail file I n progress (Performing
Mail file is missing (File does not exist)

Enabled via notes.ini variable
MailFileEnableDirectoryFailover =1
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Local Mail Delivery Fallover

When delivery failover occurs because
MailFileEnableDeliveryFailover=1 set in notes.ini on Domino Server

Out of Office still works just fine

Mail Rules still work with following caveat:

Each Cluster Mate needs all Alevedtouwse C| ust
monitorso conf i gur ati on -»%®ecuBtetabver document

Allowed to use monitors:
LookingGlassClusterMates



Avoid Routing Loops

Routing cost still important
Especially important for larger clusters

Do not set a high routing cost forcaustermaté

Server Connection: NotesQ554/] - to Notes0S553/ .

Basics I Replication/Routing I Schedule ] Comments ] Administration ]

Replication task:
Replicate databases of:
Replication type:

Files/Directory paths to
replicate:

Files/Directory paths to
MNOT replicate:

Replication time limit:

Use AutoDialer to
connect remote server to
network:

AutoDialer connection
name:

Enabled Routing task: Mail Routing
Low & Medium & High pricrity Route at once if: 1 messages pending
Pull Push IHDuting cost: 1 I
{all if none specified) Router type: Push Only
minutes
Disabled

HCL Domino



Directory Assistance Failover

WIll directory assistance work during a failover?
Not if an application link is in use!

Basics l Maming Contexts (Rules) l Diomino l

Application links:
OR

outsidenames.nsf Yes

o

Z|Z|EZE
EHERE

Replace with * for Server Name and specify the filename

Tip/ I yQU KIS 020K FT2NJ FF At 20SNI (2

servernaméd filename

EENE HCL Domino

g 2
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Clustering Applications

Clustering applications outside of mail?

Calendaring and scheduling clustering is built in

Configured for you when clustering is enablbdgytime.nsbbecomes
clubusy.nsf

RNRMGR supports clustering, but be aware
Only one other server in the cluster will be allowed to process requests

If the home server (administration server in ACL) is down when RNRMGR
starts it will not process any requests to protect cases where the database is
out of date from the primary server
Details can be found here:
https://support.hclsoftware.com/csm?id=kb _article&sysparm_article=KB0035436
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“What About Other Malil Tasks?

What happens for IMAP and POP3?
POP3 and IMAP do not have native Domino failover

POP3 and IMAP do NOT
Use cluster redirection
Understand cluster directory lookups
Retry another server automatically
t FNOAOALI S AY 52YAYy2Qa Of dzaiSNJ Y2ZRSH
Use SAI ocldbdir
Have any builin failover logic

Need to use a load balancer or DNS rountain
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lustering Applications

Custom applications

Use UNIDs, ndtlotelDs
Clustersafe

Set doc =b.GetDocumentByUN(Dnid$)
Not clustersafe

Set doc = db.GetDocumentByID(noteid$)

Avoid hardcoded server names

These are clustesafe
db.Server
@DBName
Gé oSYLIie adNAy3IO 2
Directory lookups instead of fixed server paths

NBEFSNI {2

HCL Domino /
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Clustering Applications

Be careful with scheduled agents
Scheduled agents may not run or may run too often
''aS dwdzy 2y !'yé { SNISNE F2NJ
But be careful!

'asS | 402y uNBfé REUFOFAS | 3Syna

not

Use
db.ReplicalD
db.Server
NotesDatabase.OpenWithFailover
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Clustering Applications

Agents triggered by new mail will automatically fail over

Use clustersafe mail sending

Calldoc.SendFalse)
52YAYy2 OK22aSa ao0Saidé YIFAfT aSNIISNJI






edicated Cluster Port

A dedicated cluster port improves cluster replication performance

Steps to setup
Update Ports in Server document

Basics ] Securi ISemer Taszks... ] Internet Protocols. .. ] MTAs... ] Miscellaneous l Transactional Logging | Share

I Motes Metwork Ports ]Ilnternet Ports. .. ] Proxies ]

"TCPIP TCP " Default Network " Serverh kgsi.com "Enabled ;=
IrCLHEF’L F TCP " Cluster Network " Cluster kgei.com 4 " Enabled 4= |
SDEMNVETA ) Uisabled =]

Update Ports notes.ini variable
Ports=TCPJPLREPL

Add these variables to the notes.ini
EERERI ER 15 6 2 2e
CLREPL_TcplpAddre@sx.XX.XxX.xX:1352
Server Cluster Default PextLREPL
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Monitor NRPC Traffic Between Cluster Mates

Monitor these statistics

NRPC.BytesSentBytesReceived
NRPC.PacketsLost
NRPC.PacketsRetransmitted
NRPC.ResponseTime.Avg

Network speed is critical as is minimizing packet loss



Cluster Health

Use the cluster analysis tool to
evaluate the health of your
cluster

Cluster Analysis

B E

HCL Domino

People & Groups ] Files ] Server...

Messaging... l Replication l Configuration

Status l] Analysis || Monitoring l Statistics l Performance l

i) Server: Notes0554
Release 14 0FPIHF34 on

& NotesDS554's Log

- @ Domino Web Server Log (12)

g ‘@ Domain Catalog

- ‘@ Administration Requests (11.0)

» 2 Activity Trends (NotesD553)
E/ Domina Domain Maonitaring
E/ Domina Corfiguration Tuner

= Tools

o Analyze

Log...

l Cluster....

@ Cluster analysis for server: Activity...
MotesO554/ Cancel | Find Server...
What would you like to analyze?
Cluster Analysis Date Time Source Server Database Result Description
|Consistent Domain Membership
o 02/24/2026 12:28:03 AM  NotesOSS41 MNAMES NSF Pass
— g; gl:t":&r Consistent Protocols
] By Test 02/24/2026 12:28:06 AM  MNotesQS54/1 Fail Unable to find path to server. Chec
MNMumber of Cluster Members
02/24/2026 12:28:03AM  MNotesQSS4)1 Pass This cluster contains 2 members
Required Server Tasks
02/24/2026 122807 AM MotesQS554/1 Pass

Specify which cluster criteria you want verfy is comectly set up
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DataBaseMaintenancelool (DBMT)

DBMT task streamlines database maintenance
Domino Server Adth Taskrf)dbmt process
What does it do?
Runs copystyle compact operations
Purges deletion stubs
Expires soft deleted entries
Incremental view indexing
Full text index updates and rebuilds
Reorganizes folders
Merges fultext indexes
Updates unread lists
Ensures critical views are created for failover
Fixes corruption




