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Introduction & Functionality
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Domino Backup Reguirements

Domino NSF files need to be backup-ed on-line

- Open file backup is not an option and leads to inconsistent databases!

- You either need a Domino aware backup software

— Or shutdown your Domino server for backup!

VSS (Volume Shadow Copy) or file-system snapshots on Linux alone are not supported

- Domino Backup integration needed to support Snapshot backup

Customers ask for archive style transaction logging to allow point in time restores

New requirements like backup Docker containers and also new backup vendors

- For example Veeam leveraging snapshot backup

A
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Domino V12 Design Goal

Full featured Domino Backup integration to bridge between Domino and backup solutions

Allow integration with any type of backup vendor via custom scripts

Allow Domino to integrate with customer's favorite backup solution

Support snapshot backup applications
Allows broad functionality on the Domino backup/restore side

Notes/Domino style Ul in combination with favorite backup solution

A HCL Software Academy L? HCL SOFTWARE
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Main Functionality

Flexible restore options
- Bring database online, point in time recovery,

- Disable replication, change replica ID, change title, disable all agents, etc.

Command-Line/REST API, etc. integration for backup tools with file and snapshot backup

Support for Win64 and Linux64 only
- AlX and OS400 have strong IBM vendor support already

Recover documents and folders into original database

Integrated DAOS restore missing NLOs leveraging an existing file-backup

- Focus is NSF & Translog backup. DAQOS is a single file backup handled by any backup application

AN
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Technical Background

* Problem

- Domino is constantly accessing files on disk; thus, file copy operations
are causing inconsistent backups.

« Solution
- Domino Backup API brings database into consistent state
- Now NSF/NTFs can be backed up on file-level

- Write access is still available to end users.

» Changes (aka deltas) are captured and must be applied to the
backup to bring the database into consistent state!

- Delta files are merged during backup in case of file backup operations
- Or on restore in case of other operations

- The Domino backup & restore takes care of tracking delta files

6 |
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Backup and Restore Application Components

« backup — Backup servertask invoked via program document

* restore — Restore servertask either
- a.) invoked on command line or

- b.) running permanently monitoring the restore job database via -g option

« dominobackup.nsf
- Configuration
- Database Inventory and Backup Logs

- Restore interface and restore jobs

A HCL Software Academy L? HCL SOFTWARE
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dominobackup.nsf

Configuration
- Per server or global configuration per platform

- Global settings

Per Database Backup log repository

- Showing all backups per database and base for restore operations

Per Backup log for NSF files and Translog

Restore requests

- Derived from per database backup, when you select a restore

[ Domino Backup

on jupiter

[§ Database Inventory

~ B Restore Jobs

by Status
Multi Restore

by Retention Date

~ [E| Logs

Transaction Logs

8} Configuration

©\, Edit Global Settings

HCL Software Academy L? HCL SOFTWARE
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Backup Concept : Full Backup

 Full backup only

— Allows to recover data at the point in time when the backup was taken

« With circular Transaction logging is enabled in Domino

- Limited point in time recovery if transaction logs are still on disk

» Typical setup:
- Daily Full backup

- Backup job running outside of business hours

Ful ————— Full ————— Ful ——— — — Full ————— Full ————— Full

A HCL Software Academy L? HCL SOFTWARE
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Backup Scenario: Disk / File Share

« Configured out of the box
- Just needs a “disk” with sufficient space to backup databases

- Very simple to setup

« Changes during backup in the databases are automatically merged into the database backup!
- Consistent backup without the need to use the restore

- Databases can be just copied back — Don’t overwrite existing databases on OS level when the server is up!!

* Any type of file-share
- Recommended: Storage supporting compression and de-duplication
= Cohesity — Backup share into backup repository (called “View”)

= e.g TrueNAS — https://www.truenas.com/ - leverages ZFS storage like many others on the market

= Other deduplicating storage like NetApp etc..

A HCL Software Academy L? HCL SOFTWARE
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Quick Start Backup

« 1.load backup — creates new dominobackup.nsf

* Review configuration

- One pre-defined file copy configuration per platform

- Already enabled

- Server needs write permissions to create the directory!

Check if the target location works in your environment

« 2.load backup — to start your first backup

[3] Mew Config

& Edit Config Profile

Config / ServerMame Description
¥ Default
v LINUX Linux Default Configuration
v WINDOWS Windows Default Confiquration

11 |

~ Domino

Backup
Task

¢ Edit Document (@ TestFormula &3 InsertField x Cancel

Configuration

Main l Backup] Snapshc-t] Restore] Prune] Motification l Advanced ]

Status:
Config type:

Platform:

Excluded databases (pattern):
Backup target dir databases:
Backup target dir translog:
Backup retention (days):
Backup log dir:

Script directory:

Backup target delta files:
Description:

Comments:

Default -

Windows -

c\backupinsf
c\backupMranslog
7

c\backupVlog

‘Windows Default Configuration

A HCL Software Academy L? HCL SOFTWARE
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Demo: Backup Jumpstart

Run Domino backup with File Integration



{3 Restore [ MultiDB Restore [E] Add to Multi Restore

B Domino Backup

Restore Operations - e

b delta

[E Database Inventory : ::Ip
. ~ B Restore Jobs "::;ites
« 1. Find the database to restore srai

by Status rail 10 nsf

mail 10

Multi Restore 4> Submit Restore Save & Close X Cancel [} SubmitDelete Restore O Browse Database [

2. Create a “restore job” using the action button

Restore Job

« 3. Specify the restore time and restore options Mein | Detit |
- Most important options are set by default crrorsWarmngs: T

Path name: mailidnashed.nsf

4. Submit the restore using action button Restore pat: I KeepsusDis

|05f1w2021 EIHDE:E?:SEF'M ®||Loca|time o |
05/10/2021 06:27:36 PM CEDT

Restore time select:

° 5 |Oad restore Selected backup: :‘05:0?;;021_03:55:38_PM_GMTJ. 1
Recover point in time: nable
. Recovery time: |

- Tlp Load reStore -g Recover no activation: [ Enable
— Allows to keep the restore application loaded e e
. . Change replica ID: [ Enable
- If you have remote console permissions: isable agents ~ Enabi
—> Action button to start restore Change DB title (default: ™ Enable

Current title " Daniel Nashed 4

New DB title: !

A HCL Software Academy L? HCL SOFTWARE
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File Types involved

* nsf, *.ntf, *.box

— Original databases to be backed up

* tXxn

- Transaction log files to be backed up

*.DELTA

- Deleta files created during backup — if database changes during backup (e.g. names.nsf.DELTA)

*.DAD
- Restored database before “activation” (e.g names.nsf.DAD)

- Restored with a temporary name to avoid server will find the database before it it recovered

A HCL Software Academy L? HCL SOFTWARE
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Restore operation in detall
Servertask copies back database to restore location

L

.
.
.
A3

 File name will have a .DAD extension to ensure the server /- -
: ) Storage Storage
does not access it meanwhile
C
» Disables replication and sets other settings
» Applies .DELTA file if available and recovers the database C

4

Renames the database to remove the .DAD extension

Recovery documents and folders into original database if requested

A HCL Software Academy 49 HCL SOFTWARE
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Restore documents & folders to original database

Recover point in time: [~ Enable
« Restore documents and folders Recovery time: "
Recover no activation: [~ Enable
- Restore deleted documents & folders into original database! e [
. . . . ange replica ID: [ Enable
- Finds deletion stubs and updates it to replace the deletion stub N i
. .. ange i efault): [ Enable
- Folder notes are updated and replicated back to the original o —
database overwriting the deletion stub New DB tte: .
Restore foldersidocs: " Folders&Docs ; -
Doc restore folder: | " RestoredDocuments-05-10-2021, | |
Time range from: ‘ I‘:l” G)‘ 0
Domlno Restore TaSk Time range until; ‘ I‘:l” @‘U
ﬁ‘ Restore DADS: ¥ Enable

Storage Storage

Local Disk

A HCL Software Academy L? HCL SOFTWARE
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Backup Concept : Transaction Log in Archived mode

» Full backup + Translog Backup allows to recover data at any point time

» Archive Style transaction logging is enabled in Domino

- TXN files must be backed up in time to recover disk space

» Typical setup:
- Full backup (e.g. twice a week)

- Transaction Log Backup every 2 hours

Full ———=—— Full ————— Full ————— Full ————— Full

A HCL Software Academy L? HCL SOFTWARE
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Archive Transaction Log Backup

More complex backup setup

Schedule a full NSF backup at least twice a week

- Better every night to reduce the time needed for restore and for consistent backups

Incremental backup for databases with changed DBIID (fixup -}, compact -B/-C, DBMT)

Ensure number of compacts is reduced and always scheduled before a full backup

- Switch to DBMT for a better control and more modern and efficient maintenance operations!

A HCL Software Academy L? HCL SOFTWARE
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Restore “Point in time”

Domino
Backup

« Point in time restores based on the full backup of database
« Changes applied from transactions recorded in translog until point in time

« All translog extends between the database backup and point in
time selected have to be inspected for databases to recover

Restore path: Trestore ; | KeepSubDirs
* This means temporary restoring all translogs one after Restore tme select; 051102021 P 0627:36 P OLocaltime @
. . 05M10/2021 06:27:36 PM CEDT
another from the backup if not on disk! Selected backup: 050712021 035536 P GNT -+ _
Recover point in time: ¥ Enable
Recovery time: " 05M0/2021 06:27:36 PM CEDT ;, __|

» Restore task takes care of the restore
- But it can take hours depending on the number of translogs affected!

- Ensure shorter backup cycles — One week can cause very long restores on a Friday afternoon!

A HCL Software Academy L? HCL SOFTWARE
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Backup Operations

» Load backup -b
- Full backup (default)

» Load backup -t

- Translog archive backup

» Load backup -i
- Incremental backup
- Backup all databases with new DBIID since last full backup

- All new databases or databases with changed DBIID (fixup -J, compact -B or -C, DBMT, ..)

A HCL Software Academy L? HCL SOFTWARE
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Backup Integrations



Integration Points

* File backup commands — build-in, leveraging OS commands
- Most easy to setup backup/restore
- Customizable via @formulas
- Can be also leveraged for commercial software like Cohesity with their backup repository

- Used for backup, restore and backup prune operations (delete)

« Command-Line interface
- Very flexible, standardized interface for Windows (batch) and Linux (shell script)
— Customizable via @formulas

- Return strings can be passed to the backup software for backup reference and status

« Agent interface

- Can be for example used for REST requests leveraging HTTP Request class

A HCL Software Academy L? HCL SOFTWARE
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Backup Scenario: Integration on Script level

« Command Line backup with a backup application

- For example: Linux Borg Backup — https://borgbackup.readthedocs.io/en/stable/

- Or command line integration with a client like AWS S3 CLI or any other custom script

* Flow
- Domino backup servertask takes one database after another into backup mode
- OS level command is called to backup the database
- Bring database into normal operations mode

- Check if changes occurred during backup and create a delta file with changes

« Challenges
- Restore operation is required to bring a restored database online

- Deltas need to be applied back on restore

A HCL Software Academy L? HCL SOFTWARE
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https://borgbackup.readthedocs.io/en/stable/

HCL GitHub Project for Backup Integrations

o https://github.com/HCL-TECH-SOFTWARE/domino-backup

» https://opensource.hcltechsw.com/domino-backup/

O 8 https://github.com/HCL-TECH-SOFTWARE/domino-backup

Pull requests Issues

E HCL-TECH-SOFTWARE / domino-backup ' pubiic

<> Code

@ Issues 1 Pull requests ® Actions

¥ main ~

[ Projects

¥ 1branch 0 tags

Marketplace Explore

0 wiki © Security |~ Insights

o Daniel-Nashed additional optimization and error logging

B .github
backup-providers/veeam
docs

.gitignore
CODE_OF_CONDUCT.md
CONTRIBUTING.md

LICENSE

P P REE

README.md

i README.md

Initial commit, repository health files
additional optimization and error logging
Updated Veeam scripts.

Documentation layout

Initial commit, repository health files
Initial commit, repository health files
Initial commit, repository health files

documentation updates

Domino Backup and Restore

o Settings

Go to file Add file ~

' 94fb3df 14 hours ago @21 commits

3 months ago
14 hours ago

23 days ago
2 months ago
3 months ago
3 months ago
3 months ago

2 months ago

z

Domino V12 introduces a Backup & Restore which is designed for easy integration with 3rd party backup solutions.

https://opensource.hdtechsw.com/domino-backup/

ERT - d

< Unwatch ~

About

Configuration files for HCL Domino
Backup integration with other backup
solutions.

[0 Readme
&8 Apache-2.0 License

[} Code of conduct

Releases

No releases published
Create a new release

Packages

No packages published
Publish your first package

Contributors 4

e Daniel-Nashed Daniel Nashed

9
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Bl HCL Domino

Domine Backup Introduction
Backup Backends
Configuration Interface
Domino Snapshot Backup
.delta files

Backup Providers

C( Search Domino Backup

Domino Backup and Restore
Domino V12 introduces a Backup & Restore which is designed for easy integration with 3rd party

backup solutions.

The server tasks backup and restore are accompanied by a new dominobackup.ntf which holds all the
configuration, logs and a database inventory. A Notes Ul allows you to restore databases with many

options including restoring deleted documents and folders into the original database.

The selution is intended to complement existing backup solutions and to make it easier for customers
and partners to integrate with existing backup solutions which are not Domino aware today.

Integrated solutions from a backup vendor should always be the prefered backup option if available!

Out of the box Domino Backup is configured to use a file back-end with integrated copy operations
directly performed by core Domino.
This default configuration can be used with different file back-ends. But Domino Backup can also be

extended using custom scripts.

Integration options and scope

Integrations might consist of the following types

= Integrated file backup operations
= Custom scripted integration

= Snapshot backups

HCL Software Academy
for Digital Solutions

£ HCL SOFTWARE



https://github.com/HCL-TECH-SOFTWARE/domino-backup
https://opensource.hcltechsw.com/domino-backup/

HCL GitHub Project for Backup Integration Solutions

Open Source repository for 3" party backup integrations based on the framework Domino provides

Integration point/operations documentation

Additional information
- Technologies like snapshot
- Best practices around backup and storage optimization

- File system back-end operations

Main entry point for supporting backup integrations

- Itis not intended that HCL support should help to integrate applications

Collaboration in the community via GitHub repository

- Backup vendors, customers, partners and HCL

A HCL Software Academy L? HCL SOFTWARE
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Command-Line Interface Parameters

« Example scripts for Windows & Linux

« Standardized parameter list for all backup/restore/prune operations

- PhysicalFileName — physical file name

- FileName — logical Notes file name

- BackupDbRef — backup reference passed to the backup application

- BackupNode — backup node name used for backup/restore — usually short server-name
- BackupName — backup name can be specified during backup

- BackupMode — FULL, INCREMENTAL, SELECTIVE, ...

- BackupStartDT — Start of backup job — useful for backup identification

- BackupTargetDir — Target directory (or location) for backup — specified in the configuration
- RetentionDays — Backup Retention days

A HCL Software Academy L? HCL SOFTWARE
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“Delta Files” created during backup

« The Domino Backup API brings databases into a consistent state for backup
« Databases can be backed up on file-level once backup is started

* Important: Changes in database are recorded and need to be applied to the backup database
to bring the database into consistent state!

* Delta files can be

- a.) merged during backup in case of file backup operations

- b.) on restore in case of other operations

» Delta Files have to be merged in any case!

- But don't worry - The Domino backup & restore takes care about tracking delta files

A HCL Software Academy L? HCL SOFTWARE
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Implementation reference: S3 Storage Minio

« Command line integration

« Simple integration based on formulas not a “Cmd file”
- Good example to show how @Formula integration works
- Results are captured by the backup/restore task
= OK and Error strings can be used to check operation status

- Needs helper binary and config from S3 vendor (e.g. mc from Minio)

Configuration

Main ] Backup] Snapshot] F!astore] Prune] Notification ] Advanced ]

Backup DB command:

Backup translog command:
Pre-backup command:

Post-backup command:

Backup disable direct apply:

Backup log file:
Backup OK string:

Backup error string:

28 |

Configuration

Main l Backup] Snapshot] Hastore] Prune] Naotification ] Advanoad]

Status:
Config type:

Platform:

Excluded databases (pattern):
Backup target dir databases:
Backup target dir translog:
Backup retention (days):
Backup log dir:

Script directory:;

Log OS command output:

Backup target delta files:
Description:

Comments:

|Ena bled hd |
|Default hd |
|Linux - |

s3-backup/domino-backupinsf
s3-backupidomino-backupitransiog
7

Nocalibackup/iog

Nlocalinotesdatalscripts

|Cmd Formula

- | x="r" q:={"};, ScriptDir +x + "mc-g cp " + g + PhysicalFileMame + g +" " + q + BackupTargetDir + x + BackupMode + x + BackupMode + x + BackupDateTime + x + FileName + g +" 2=81"

|Cmd FICID hd | x="r q:={"}; ScriptDir +x + "mc-q cp " + q + PhysicalFileMame + g +" " + g+ BackupTargetDir + x + BackupMode + x + BackupReference +x + FileName + q +" 2=&1"
| |

| -

[ Enabled

|Dis|~:&."~'.ﬂachment - |

Transferred:

<ERROR=

A HCL Software Academy L? HCL SOFTWARE
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Implementation reference: S3 Storage AWS CLI S3

Configuration

« Same type of integration

Main ] Backup] Snapshc}t] Restore] Prune] Notification ] Advanced ]

* Just a different command line used
— In this case AWS CLI with S3 command

» Needs target specific configuration

- AWS credentials and target information for the bucket used

Configuration

Main] Backupl Snapshot] Restore] Prune] Notification ] Advanced]

Backup DB command:

:
Backup translog command: Cmd Formula Tl x="r" q={'y "aws s3cp " + q + PhysicalFileName + q + " " + g+ BackupTargetDir + x + BackupMode + x + BackupReference + x + FileName + q +" 2=&1"

L -,
-,

Pre-backup command:

Post-backup command:

Backup disable direct apply: [ Enabled

Backup log file: Disk&Attachment
Backup OK string: “upload: 4

Backup error string: " <ERROR= 4

Status:
Config type:

Platform:

Excluded databases (pattern):
Backup target dir databases:
Backup target dir translog:
Backup retention (days):
Backup log dir:

Script directory:

Log OS command output:

Backup target delta files:
Description:

Comments:

| Disabled -|
|Defau|t v|
|Wind0ws v|

P
il

" s3-//aws-s3/backup/nsf

" s3://aws-s3/backupltranslog

-
" c:/backup/log .

F
ol

Errars only -

P
ol

783 AWS Windows

F
|

Cmd Formula -| Txe=r q={"}k:|"aws s3 cp " | g + PhysicalFileName + g+ " " + g + BackupTargetDir + x + BackupNode + x + BackupMode + x + BackupDateTime + x + FileName + g +" 2=81"

29 |
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Demo: Backup CMD Integration

Example: Backup to S3



Domino 12.0.1
New Features & Improvements



Domino V12.0.1 Backup & Restore

« Domino V12 already had all integration points needed for building flexible integration for many
types of backup back-ends

 Domino V12.0.1 Backup & Restore offers additional functionality for closer integration

- Fit & Finish for existing integration options
- Support for 3 party restore operations

- Better support for snapshot backup vendors like Veeam

A HCL Software Academy L? HCL SOFTWARE
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Domino 12.0.1 3" Party Restore

« Backup vendors with full Domino support leveraging the standard C-API interface can now leverage

33 |

the Domino restore interface for restore operations

Restore 3 party restore mode

- Allows to integrate with your favorite Domino aware backup solution

- Leverages same type of integration used for the existing backup integrations

Flow:

Specify database to restore & run restore operation

“restore” task executes integration script to trigger 3" party restore operation

3" party restores database and brings it online

Domino restore performs additional restore operations (changing replica-ID, restoring documents & folders!)

Existing DAOS restore operations can be combined

AN
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Configure Domino 3™ Party Restore

Same type of integration you know from full
integration operations

Restore operation triggers the external backup
vendor for a full restore including bringing the
database online

Domino restore operations will be executed
immediately after restore completes

Tip:
- Restore time cannot be passed via Cmd operation
- Best choice is probably “Cmd Formula”

- Allows to pass any field in restore document

34 |

* Cancel

¢ Edit Document @@ Test Formula 53 Insert Field

Configuration

Main ] E!a-::l-:up] Snapsh{}t] Restﬂrel Prune] Notification ] Advanced ]

Restore Db command: — ¥ I} Nocal/backupirestore_db.sh
Restore translog command: -
Restore snapshot command: d
Pre-restore command: hl
Post-restore command: -

Return: PROCESSED
Return: ERROR

Restore OK string:

Restore error string:

Restore DAOS command: bl

Restore DAOS is single file Cmd: | Enabled

Restore target dir DAOS:

A HCL Software Academy L? HCL SOFTWARE

for Digital Solutions




Configure Domino 3™ Party Restore

* Tip, if you only want to change the date, there is a 3" party date formula

- X:=@If (RestoreDateTime=""; (@Now;RestoreDateTime) ;
Y:=@Text (QYear (X)) ;M:=QText (@Month (X)) ;D:=Q@Text (@Day (X)) ;H:=Q@Text (QHour (X)) ;N:=@Text (E@Min
ute (X)) ;S:=@Text (ESecond (X)) ;
@Repeat ("0";4-@Length (Y))+Y + @Repeat ("0";2-Q@Length(M))+M + (@Repeat ("0";2-Q@Length(D))+D +
@Repeat ("0";2-@Length (H) )+H + @Repeat ("0";2-Q@Length(N))+N + @Repeat ("0";2-Q@Length(S))+S;

Configuration

Main \ Backup] Snapsh{}t\ Restore] Prune\ Notification ] Advanced

Backup result string:

Backup ref string:

Notification form:

Notification form translog:

Restore DB title formula: {Restored - } + Title
Backup keep empty delta files: [ Enabled

¥=@If (RestoreDateTime=""; @MNow:RestoreDateTime);
3rd party date formula: Yo=@Text(@Y ear(X)):.M=@Text(@Month(¥));D:=@Text(@Day(X));H=@Text(@Hour(X) .M =@Text(@Minute(x)). 3:=@Text(@Second(X));
@Repeat("0":4-@Length(Y))+Y + @Repeat("0";2-@Length{M}}+M + @Repeat("0";2-@Length(D)+D + @Repeat("0".2-@Length(H))+H + @Repeat("0";2-@Length(M))+M + @Repeat("0";2-@Length(S)+5;

HCL Soft Acad
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« Brings dominobackup.nsf into 3" party operations mode

36 |

Enable 39 Party Restore Operations

Open global configuration

Enable “Restore 3'd party”

Save & Close x Cancel

Global Configuration

Admin server:

Backup database:

Restore database:

Default restore retention days:
Default restore folder:

Default restore Notes folder:

"led/Redwood-Lab , -
" dominobackup.nsf
" dominobackup.nsf
"7,

" restore 4

"RestoredDocuments

Restore 3rd party:

[+ Enable

A
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Perform 3"d Party Restore

« 3" party restore can obviously not use the database inventory

» Restore operations are triggered by entering the database name manually

&> Submit Restore [G] Save & Close X Cancel [ Submit Delete Restore O Browse Database [J Open Database

| Workspace 3 Domino Backup 3rd Bad =

£ 3rd Party Restore

£ Domino Backup ~—riename -~ | 3rd Party Restore

on led

Main | Details |
E Database Inventory

Status: "Draft -
¥ B Restore Jobs Errors/Warnings: T
by Status Server name: pluto/Nates| ah
Multi Restore Path name: - " mail/database-to-restore-3rd-party.nsf -
Restore path: “restore, | KeepSubDirs

by Retention Date

14112021 I9||08:17:45 (0| |Local time € ]

14.11.2021 08:17:45 CET
Databases by Date Recover point in time: I Enable

A HCL Software Academy L? HCL SOFTWARE
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Tip: 3'9 Party Restore = Select Databases via Smartlcon

« Smartlcons are globally available in any database

« ldea: Run Smartlcon on person/mail-in or catalog.nsf document to create a restore document

Server := (@Subset (@DbName; 1) ;

BackupDB := "dominobackup.nsf";

@If (Server = ""; @Prompt ([Ok];"Error"; "Cannot run on local database!"); "");

@If (Server = ""; @Return (""); "");

Database := (@If (Mailfile !="";

@If (@Ends (@LowerCase (MailFile);".nsf");MailFile;MailFile+".nsf"); PathName !="";PathName;"");
@Command ( [Compose]; Server : BackupDB; "RestoredJob");

@UpdateFormulaContext;
@SetField ("ServerName"; Server);
@SetField ("PathnameRestore"; Database);

@Command ( [EditGotoField]; "RestorePath");
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Domino V12.0.1 End to End Logging

* In Domino 12.0 logs for command-line/script integrations are only parsed for errors

- For debugging you had to write the logs into files and manage them on your own

« Domino 12.0.1 backup automatically collects all standard output from invoked scripts/ commands
- When backup/restore scripts/commands fail, the output is stored in a temporary file
- Once the backup or restore operations completes, the full logfile is appended to the backup/restore note

— On by default and cannot be disabled

- You can change the configuration to log all output for debugging purposes (Main configuration tab)

- Tip: Redirect error output for scripts by adding 2>&1 direct to the command configuration

Script directory:

Log OS command output: Errors only -

All output J J

domino-win-01#defaultESNAPE20211113131326.log  backup_error_domino-win-01_2021_11_13@14_13_26.log

Backup target delta files: —

Description; TWindows Default Configuration 4
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Domino V12.0.1 Selective Backup Prune

In Domino 12.0 backups are only pruned by retention time

« Domino 12.0.1 introduces a selected prune operation directly from the Log views

40 |

- Just select one or more backups to be pruned and run “load backup -p” ( or Run Prune Server Cmd)

é. Run Prune Server Cmd ]_I;-E. Mark Backup for Prune E%. Unmark Backup for Prune

Started Ended Name Mode Runtime Size (GB)
13.11.2021 141326 13.11.2021 14:14:28 + default SMAP 1.0 0.6
¥113.11.2021 11:49:10 13.11.2021 11:50:12 « default SMAP 1,0 0.6
¥113.11.2021 11:46:20 13.11.2021 11:46:35 «  default SMAP 02 0.6
13.11.2021 09:53:27 13.11.2021 09:53:42 « default SMAP 02 0,6
Prune 2 backups

o Are you sure you want to PRUNE 2 selected backups?

A
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Domino V12.0.1 Multi Restore Improvements

* |In Domino V12.0 the multi restore operation was limited
- All databases had to come from the same backup

- There have been some Ul issues not showing the right error messages

« Domino 12.0.1 now fully supports multi database restore
- Always the latest backups for a database matching the restore time, are used

- Databases don’t need to be in the same backup (e.g. incremental backups)

« How does it work?
- Admin selects the restore time

- Submit logic checks each selected database for matching backup and writes the time into each doc

- Restore operation will restore each database from the specified backup date

A HCL Software Academy L? HCL SOFTWARE
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Domino V12.0.1 Multi Restore Optimization

« Challenge
- Restoring multiple database from a snapshot would potentially involve many mount/unmount operations

- For many backup vendors mounting a snapshot is a quite time consuming operation

* Solution

- New pre-restore and post-restore scripts to allow restore operation optimization

« Example logic:
- Restore DB operation script = Checks if the right snapshot is mounted
- = If yes, just copy the database from snapshot

- = If not mount the snapshot and copy the file

Next file might hit the already mounted snapshot — or mounts another snapshot

- Post Restore Script = Unmounts all mounted snapshots

A HCL Software Academy L? HCL SOFTWARE
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Veeam Backup & Replication

Reference implementation published on GitHub



Backup Scenario: Snapshot

44 |

Works similar like previous scenario but brings all databases into backup mode at once

Flow

Bring all databases into backup mode
Call an OS level command to take snapshot
Bring all databases into normal operations mode

Create a delta file with changes for each database with changes

Operations on Domino side finished, snapshot and delta files are static and any file backup can be used

Backup using snapshot

Many different options depending on the solution used

- Most simple approach on Windows — without a backup application supporting snapshots itself

= Call a VSS snapshot command and to get a temporary snapshot

= Use any file backup solution to backup the snapshot along with delta files

A\
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Backup Concept : Snapshot
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Flow:

1.

Delta files from backup are stored

Backup application brings all databases into backup mode

2. Snapshot is initiated — should not take more than a couple of sections
3.
4. Snapshot and delta files are backed up

On restore usually the snapshot is mounted to “copy” databases back

Delta files are usually saved to different backend or separate snapshot of another disk

Full

Full

Full

Full

————— Full

A
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Snapshot backup on Windows

« VSS Snapshot (Volume shadow copy) is build into Windows

- Usually leveraged by backup applications to create a consistent state of an application

- Domino Backup is not a VSS writer but brings databases into consistent state before initiating snapshot

- Only works well if the application gives back control after the snapshot is created

« Scenarios
- Snapshot enabled backup application is used
- Snapshot aware storage/infrastructure is used

- Domino can use native Windows tool “diskshadow.exe” to create snapshot and invokes backup operation

« Different ways to use snapshot result
- Only use snapshot to bring databases into consistent state for backup and use classical backup

- Use native snapshot backup in the storage backend to keep the backup as snapshot

A HCL Software Academy L? HCL SOFTWARE
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Snapshot backup on Linux

Most file systems used don’t have snapshot capabilities on their own

OpenZFS and btrfs support natively support snapshots

Some applications like Veeam use own storage drivers to ensure block level delta backup

Storage providers like NetApp support snapshots

Depending on the technology used different type of integrations possible
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Veeam Backup and Replication 11

Veeam
Backup & Replication

Enterprise solution widely used

Veeam named a Leader for the 4th time in a row Ve eAM

- Category: “Data Center Backup and Recovery Solutions”

Figure 1. Magic Quadrant for Data Center Backup and Recovery Solutions

Current situation

- Simple “pre-freeze” script “drop databases” to try to bring databases into sync

-
- Only crash consistent backup g @
. @ B -
- Not supported by Domino oui
- Does not support Backup API integration via agent o
] @A

Unitrends, a Kaseya Company

- Restore requires Veeam admin to manually search and mount the right backup

ABILITY TO EXECUTE

- No automation or additional functionality like disabling replication, safely bring
database on-line etc.

COMPLETENESS OF VISION As of June 2020 © Gartner, Inc

Source: Gartner (July 2020)
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Design Goal
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Full featured Domino Backup end to end integration with Veeam Backup and Replication

Veeam Admin: Expects simple Domino integration with “freeze” scripts configured in Veeam

Domino Admin: Expects seamless restore databases operations triggered from Domino

- No manual mount or recovery operations in a Veeam client Ul

Secure, optimized and reliable backup solution for Domino which takes benefit of both worlds

Support Windows and Linux back ends with

I I 0
- VMware, Hyper-V agent less backup on guest OS
- Currently not in focus: =1
. . Veeam Agents
Servers using Veeam agent installed on OS level Vhware or fyper-y for Windows & Linux
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Domino Backup

Veeam Backup & Replication

on Windows 2019
Domino on

Win/Linux

i
Linux Private key/

Windows admin account Backup Job

Freeze Scripts S -

Domino + Backup ~ Shapshot Scripts SSH/Win \ =
| ]
; -
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) 000000

- Veeam

dominobackup.nsf VM Disks _- Backup & Replication

_- Veeam Data Store
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Domino Restore

Veeam Backup & Replication
on Windows 2019
Domino on

Win/Linux m
3 SSH Il
' 2 / OpenSSH Server /,’ Configuration (JSON)
2

e
4 l d
//
'
K
Domino + Restore  Restore Script Private key

5
; \ - FR
1 i 7% Copy %
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Domino Configuration for Veeam Backup

« Admin deploys script on each server and imports DXL configuration

» Customized settings in “main” tab

Main ] Eackup] Snapsh{}t] Restﬂrel Prune] Notification ] Advanced

Status:
Config type:

Platform:

Excluded databases (pattern):

Backup target dir databases:
Backup target dir translog:
Backup retention (days):
Backup log dir:

Script directory:

Backup target delta files:
Description:

Comments:

P

Enabled -
Default -
Linux -

F
il

" local/backup/nsf

" flocal/backup/translog

r:.—J

" flocal/backup/log

" jopt/hcl/domino/backupiveeam 4

F
il

“Veeam for Linux 4

dl

Main ] Backup] Snapshﬂtl Rest{}re] Prune] Notification ] Advanced ]

Enforce backup snapshot mode:

Snapshot start command:

Backup snapshot command:

Main ] Ea-::kup] Snapshﬁtl Restt}rel Prune] Notification ] Advanced ]

Restore Db command:
Restore translog command:

Restore snapshot command:

Restore OK string:

Restore error string:

Restore DAOS command:

Restore DAOS is single file Cmd:

Restore target dir DAOS:

¥ Enabled

Cmd ’

m ¥l backup_snapshot_start.sh
Cmd ’

m Y| backup_snapshot.sh

Cmd -
Cmd -
Cmd -
"PROCESSED 4
=
dl

w
| Enabled

P

dl

Iy

P

P

restore_db.sh
restore_translog.sh |

restore_db.sh
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Veeam Job Configuration

r:l Tvpe in an obyect name to search for
Name T Type Objects Status Last Run Last Result M4
:6: Domino Linux Hyper-V Backup 1 Stopped 17 hours ago Failed <
{6} Domino Windows Hyper-V Backup 1 Stopped 19 hours ago Success <r|
W] >
) ) ) ) Processing Settings X
ocessing options available for running VMs.
General Scripts
Enable application-aware processing Script processing mode
Detects and prepares applications for consiste @ Require successful script execution
fi t rf i licaf
configures the OS to perform required apphica O Ignore script execution failures
Customize application handling options for ing O Disable script execution
l D Enable guest file system im:ll:lll'lﬂ Windows scrip‘[s
Creates catalog of guest files to enable browsi Pre-freeze script
is optional, and is not required to perform instg -
Chdominobackup'\scripts\windows\pre-freeze.cmd Browse..,
Customize advanced guest file system indexing
| _Pcst-thaw sCript |
Guest OS5 credentials: Chdominobackuphscripts\windows\post-thaw.crmd Browse...
|' “A, Administrator (win2022-domino, last edited{4 - -
L | Linux scripts
b Pre-freeze script:
Customize guest O5 credentials for individual mac Browse..
Verify network connectivity and credentials for eac Post-thaw script:
Browse...
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« Standard Veeam job configuration

* Includes application processing via
snapshot scripts

* Requires an admin user defined in
Veeam Credential store
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Veeam Backup & Replication Configuration

* Veeam admin configures backup jobs with simple “pre-freeze” and “post-thaw” scripts
- Veeam copies scripts for each backup operation to the target guest OS

— Call defined freeze scripts on Domino server to start Domino backup to bring all databases into backup mode

« Windows:

- Admin account for freeze-script and mount operations in Veeam credential store

* Linux:
- SSH key in Veeam credential store used for freeze-script operations for “notes” user

- No elevation of user required for freeze operations with notes user

- Elevated access for root permissions using a “veeam-mount” user for restore mount operations
s Requires sudo permissions for “veeam-mount” user for all Domino Linux servers

= By design a the separate “veeam-mount” user is defined for elevated operations needed for restore mount
A HCL Software Academy -9 HCL SOFTWARE
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Credentials Configuration for Linux

Credentials >
= Ma
Usg = Username: |~.reeam-m|:|ur1t |
»x
Password: |[To change the saved password, click here] | |
Account i .
Private key |C:1dum|nubackup\rsa.pem Browse...
4 Administrat
& Administrata Passphrase |-----------| f"i"'\|
4 Administrate SSH port: 77 -
4 Administrat
4 administrato Men-root account
4 nashcom-ad Elevate account privileges automatically
{%nntes [] Add account to the sudoers file
) t . .
2 100 [] Use "su" if "sudao” fails
4 root
{:I-_ root
t .
A roo Description:
4 veeamn-adm
= veeam-mount
7 veeam-rmoul
| E—
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Add...

Remove

Cancel

Veeam supports SSH private/public key
authentication for Linux

Ensure the key is in RSA key format for
Importing

Enable account privilege elevation

Ensure the description matches your
configuration

- Credentials are search by “Description”

SSH public key for veeam-mount user
on each Domino Linux server

- Account needs sudo permissions

HCL Software Academy L? HCL SOFTWARE
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Per Server Configuration

« Backup operations are configured and scheduled using standard jobs with freeze scripts

« Restore operations require separate configuration per Domino server

« Configuration file in JISON format contains one entry per Domino server

56 |

- Defines access and mapping to virtual machine (VM backup) or host (agent backup)

[=] dominobackup.cfg B | DominoRestors ps 1 l

[
{

"mHost"

"Tphddress"®
"AccountMName™
n DS n

"mHost"

"Tpaddress"®
"AccountMName™ - :
n DS n

- VM-Domino-Linux™,
1-"152.168.1.12",

- "yegam-mount™,

- "Linux"™

- "WM-Domino-Win™,
:-"152.168.1.19",

"DominoWin2019Admin™,
- "Windows"™

A
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Domino Restore Operations with Veeam Integration

Restore Job

Main | Details |

57 |

Status:
Errors/Warnings:
Server name:
Path name:

Restore path:

Restore time select:

Selected backup:
Recover point in time:
Recovery time:
Recover no activation:
Restore retention time:

Disable replication:

Restored

mercury/MoteslLab
homepage.nsf

restore [ KeepSubDirs

09.07.2021 B||08:55:48

@

Local time

6

09.07.2021 08:55:48 CEDT
20210708202941 __|
[ Enable

=
[ Enable

=
¥ Enable

« Seamless restore for Domino Administrator

- Domino admin uses Domino Backup Inventory to
select database to restore

- Creates a restore job

- Domino Restore server task takes care of
= Finding the right backup
= Mounting the backup
= Copying the database to the requested location
= Unmounts the backup
= Applies requested operations

= Brings database on-line
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Restore Integration via PowerShell and OpenSSH Server

* Veeam Backup and Replication leverages the Windows platform

 REST Interfaces for Backup & Replication and Veeam Enterprise Manger do not provide the
capabilities Domino needed for integrated restore operations

 Veeam PowerShell interface is the best supported and most flexible automation interface

- Runs locally on Veeam server for all servers in backup

 Remote PowerShell is not an option because of security requirements and Linux platform support

- Note: Linux meanwhile supports PowerShell but it would not be likely Linux admins would install it

* Integration is leveraging an OpenSSH server included and supported on Windows 2019+ / Win 10+
- Including Public/Private key authentication with up to date standards (ECDSA and ed25519)

A HCL Software Academy L? HCL SOFTWARE
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OpenSSH Server Installation on Veeam Server

* OpenSSH server is an optional component available starting with Win2019 / Win10

« Configuration example for sshd_config for SSH key only configuration is included our repository

« Straightforward to install and configure

59 |

- Ref: https://docs.microsoft.com/en-us/windows-server/administration/openssh/openssh install firstuse

B" Microsoft | Docs

Docs Windows Server Management

Manage Windows with Open55H

%

Management

Use Windows Admin Center
to manage your
environment [Mew!]

~ Manage Windows Server
systems and environments

» Manage Windows Server

Documentation Learn Q&4  Code Samples ju

Manage Windows Server systems and environments

Getting started with OpenS5H

Install OpenSSH
04/19/2021 + 3 minutes to read - () (G @) § @ €

Applies to Windows Server 2018, Windows 10

Opens5H is a connectivity tool for remote login that uses the 55H protocol. it
encrypts all traffic between client and server to eliminate eavesdropping,
connection hijacking, and other attacks.
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Security Configuration

Integration leverages SSH to establish secured communication channel
with private/public key authentication

« User with Veeam Restore Operator role and an authorized keys configuration

 The authorized keys configuration restricts the permission to a single PowerShell script building
the bridge between Domino and the Veeam server

 SSH key per server (or for multiple servers) to secure access
to the Veeam server for restore mount requests

« PowerShell script + JSON configuration further restricts access to restore mount operations
- Each server is added the configuration and checked by IP address

— Controls access to restores pPer server

A HCL Software Academy L? HCL SOFTWARE
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Demo: Veeam Backup

In case we still have time..

Slides have most of the details



Build your own Lab Environment

* Free Backup for up to 10 Workloads!
- Provides even free agents for notebooks

— Can be used in production!

- Some other limitations like only one backup repository

 Full featured functionality for virtual environments

- VMware vSphere

- Microsoft Hyper-V

08 =W s

veeam.comyvirtual-machine-backup-solution-free htm| w

8:00 - 18:00 CEST Contact Sales ownloads Support orums,

rtners Company How To Buy

Veeam Backup & Replication

Free forever for 10 workloads

Community Edition

® FREE backup and recovery software ® Get fast application item-level recovery
for ANY workload

® Cover virtual, physical and cloud ® Say NO to ransomware

Veeam Backup & Replication Community Edition Capabilities Other free products

FREE Backup for VMs, Windows, Linux, laptops, NAS and more!

Veeam® Backup & Replication™ Community Editionis the must-have FREE backup software to
protect virtual, physical and cloud workloads. This free gift from Veeam can protect up to 10
workloads: VMware, Hyper-V, Windows & Linux servers, laptops, NAS and more!

Need protection for more than 10 workloads? Click here

- https://www.veeam.com/backup-replication-system-requirements.htmi

« Community edition: https://www.veeam.com/virtual-machine-backup-solution-free.html

62 |
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Supported Virtualization Platforms
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Only VMware vSphere is supported!!

- No support for the free ESXi platform!

Integration requires VMware storage APIs
not included in the free offerings

- You could start with a time limited trial

- Or you are lucky and can use a corporate
vSphere environment ..

There are some license changes in the
Hyper-V platform

- But for Windows evaluation copies and MSDN
licenses Hyper-V is still included

Virtualized infrastructure

vmware

= Hyper-v

VMware platforms Virtual machines

® vySphere 7.0 ® All operating systems supported by VMware

® ySphere 6.x ® Any application

® ySphere 5.5 ® Any file system

Microsoft platforms Virtual machines

® Windows Server 2022 ® All operating systems supported by Microsoft
Hyper-V

® Windows Server version 20H2

® Any application
® Windows Server 2019

® Any file system
® Windows Server 2016
® Windows Server 2012 R2
® Windows Server 2012

® Windows Server 2008 R2 5P1
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Building your own Lab Environment
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My starting point was VMware vSphere evaluation version setup with a new ESXi server

- You cannot extend the trial, so | built a

All in one VM for testing lab environment: ESXi 7.x Server
: : Windows 2022 S
- Intel NUC running ESXi 7.x *) eows SVer
- Windows 2022 VM with embedded virtualization Hyper-V
- Veeam Backup & Replication 11.0.1 Linux Windows 2022
Veeam
- Hyper-V with two guest VMs Backup & Repicaor 7) "

o Windows 2022 with Domino 12.0.1

= SUSE Leap 15.3 with Domino 12.0.1 Domino 12.0.1 ~ Domino 12.0.1

A HCL Software Academy L? HCL SOFTWARE
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Additional Information



Backup Retention

« Domino Backup contains information about backup repository and ensures backup retention
» Retention interval is written into backup logs and repository data to be used for backup retention
* There is a separate prune operation load backup —p <days> to prune backups earlier

« Backup retention time is also passed to back-ends during backup to support retention for other
backup solutions

« Backup retention integration to prune backups in backup back-ends

— Scripts to purge single databases and whole backups depending on back-end requirement
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Backup & Restore Logging

* Verbose Logging

- load backup -v

« Debug Logging
- Load backup -V

» Logs are written to console log
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Domino Database Best Practices for Backup

Leverage DAQOS!

— Will reduce NSF files up to 70%

- DAOS is a simple file-backup of static files!
- Recommended threshold: ~256 KB

Use database design and document compression

- Will save a lot of disk space — round 50% of the document data

Enable NIFNSF to store index outside the NSF

- Around 10% of the original database

Use DBMT to maintain your databases

- Configure 10 days and run it once per week before backup
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68 | for Digital Solutions



A HCL Software Academy L? HCL SOFTWARE

for Digital Solutions




FCL

BEYOND THE CONTRACT

$8.4 BILLION ENTERPRISE | 132,000 IDEAPRENEURS | 44 COUNTRIES

@ WATCH THE FILM


https://www.youtube.com/watch?v=JzfmzTcVUJg

Sound Check =N 9

®) Computer audio
Phone call

Mo audio

& MUTED

Headset Micropheone (Sennheiser SO w

Headset Earphone (Sennheiser 50) '
' Talking:

Use the GoToWebinar Questio

Please keep all questions related
topics that our speakers are discussi
Sample Webinar

Unrel(]'l'ed QUGSﬂOﬂ => pOS'l' (]'I' Webinar ID: 510-144-123

@ This session is being recorded.

Golo\\ebinar



http://openntf.slack.com/

