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Overview

* Audit Manager is designed to monitor and log
changes to specific documents in Lotus Notes
and Domino applications.

— Configuration documents etc
— Sensitive documents etc
— Not designed to monitor every document in an .nsf

* |t requires the installation of 2 templates,
creation of 1 nsf, a server add-in, and a notes.ini
change on the server.
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Overview (cont)

* Requires an agent to be deployed in each
.nsf to be audited (deployed by audit
manager)

* Audit Manager supports Windows servers
only
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Suggested Uses

Monitoring of changes in names.nsf

Monitoring system configuration, keyword
documents

Monitoring business configuration,
keyword documents

Monitoring workflow documents
Monitoring access to sensitive documents
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Design

* Audit Manager is based on “Trigger Happy” by
Damien Katz

— http://www.openntf.org/Projects/pmt.nsf/ProjectLookuf
— http://damienkatz.net/

* Logging routine written by Julian Robichaux)
— http://lwww.nsftools.com/


http://www.openntf.org/Projects/pmt.nsf/ProjectLookup/Trigger%20Happy
http://damienkatz.net/
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Design (cont)

* In reality Audit Manager is an extension of
some excellent work done by other
members of the Notes community
designed to perform a specific task.
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Functionality

* Create multiple “audits” to log document
changes (create, open, update, delete) in
a notes database.

— Documents for auditing can be selected
based on a standard note formula e.g.
(Form="payment” & Status="Complete”)

— All field changes on a document audited and
recorded

— Single document for each log



Multiple Audits
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l..:; ‘Audlt Manager

Audit Manager Menu
E]All Audits

All by System

All by Status

Al by Target

All by Log

With Audit Criteria

[ElAudit Groupings
[ElAdministration

Creste Audit | Edit &Audit ' Dizahle Selected | Create Grouping

~ fudit Target ~

sudit Log ~

IMaonitor Event Type
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Open &udit Loy Open Audit Target

Document Types -~ |Audit0riteria

EHBuild1/DevSerersiGB

@ MrBensMames.nsf AMMGOR-TTTJET .nsf Modified or Saved Data

2 MrBensMames.nsf AMMGOR-TTTJET .nsf Deletions Data

_ MrBenshames.nsf AMMGOR-TTTIET.nsf = Qpening Data

O Awrareness.nst AMAMMNGOR-T3BIKYM . nsf Modified or Saved Data

2 Awiareness.nsf AMBMMNGOR-TEBKCM nsf Modified or Saved Data

2 AuditanagertinkDemao AMAMBMGOR-7EHHMP nsf = Maodified ar Saved Data,Design

JAuditanagentinkDemo AMAMBMGOR-7EHHMP nsf = Deletions Data

2 AuditDisconsf AMAMPMGOR-TYMNKDS nsf = Deletions Data

2 AuditDisc.nsf AMAMMGOR-TTHKDS nsf = Opening Data
AuditDisc.nsf AMAMMGOR-TTNKDS . nef Madified or Saved Data



Close Audit  Edit Audit
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Database to Audit:

Database name:

an systemfsemner:
Audit agent name:

Audit agent version:

Audit Log Details:

Select log database:

Log Location

Audit Criteria:

Log Event Type:

Audit Element;
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Audit Configuration

Disahle Audit

.‘%Audit Configuration Details

AuditManagen®inkDemao.nsf
huild1/DevServersiGB

tAudit Managern only change IF you have created & custorm audit agent

Ipdate Agent in Target Database

2.00

Default Directory: Ak

Log Perge Interval:

Dpen Audit Log . Open Audit Target. Clone Audit Document

F

Description/Comments:

Manitoring a discussion

Related Audits: Audit Target | o
= Modified or Saved AuditManagentinkDemo.niea D

2 Deletions AuditManagentinkDemo.nie=a D
Create a new log... | Leaving "Default Directory blank will resultin the
|0 datahase being created in the root of the
0 = ho plrge "Diata" directory.

AMAMMNGOR-TEHHMP nsf

Last design update: 071 272007 15:01:44

& A docurnent is created modified or saved
" A document is deleted
" Adocumentis opened

W for data docurments
v fordesign documents
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Audit Configuration (cont)

Wi [ and only when this formula is true: Manitaring all docments can have an impact on
Audit Criteria: s
semer performance, itis recommended that
‘Audit Criteria’ are used

Ifan "auditahle' event is triggered by anyane
named in this field (people, or servers) then the
event will MOT be audited.

Audit Exclusions:

Audit Notification:
Ernail Motification: Meil Gowers If blank no email notifications will be sent

[fthe ‘auditable' event is tringered by anyone
named in this field {(people, or servers) then the
event will STILL he audited, bhut an email
notification will not he zent.

Mlotification Exclusions:

Audit LifeCycle:
. . The audit will automatically he enabled on this
16
Audit Start Date: date (blank for no start date)
. . The audit will automatically he disabled on this
16
Audit End Date: date (blank for no end date)
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Functionality (cont)

« Automatic deployment and update of
“Audit” agent in .nsf files.

» Automatic creation of “Audit Log”
databases to store log documents
— Created as part of defining an audit

— Purge interval can be set upon creation, or
changed at a later date
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Audit Manager Log hMenu

[E]All Logs

All Logs

[E]Logs by Date

[E]Logs by Initiator
[ElLogs by Datahase
[ElLogs by Server
[ElLogs by Document ID
Logs by Event Type
[E]Administration

Oooooaoaag

Log Database

LS9 Audit Manager
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TR E—..

OpenNTE.Org

Collap=se &l Expand &l

Date |Time Initiator | Event| | Datahase Title Faorm Datahase Replica ID | Do
2Anzizooy 1314881 Meil Gower i = Audit Manager Wink Dema B025T3YFO041270B 2C0
16M 22007 02:01:39 Build1 EZD: = Audit ManagerWink Demo 8025737FO0412708 =27E
16M 22007 02:01:37 Build1 i = Audit Manager Wink Demo 8025T737FO041270B  AnC
1122007 02:01:22 Build1 Kﬁ =1 Audit Manager Wink Demo 802473YFO0412708B 715
10/ 202007 020140 Build1 i = Audit Manager Wink Dema B025T3YFO0412T0B T1%
Ioizo0y 134485 Meil Gower ID: = Audit ManagerWink Dermo 8025737FO0412708 E=FE
FIMoizoay o 133800 Meil Gower @ = AuditManagerWink Demo 8025T737FO041270B A4E
IMA02007 1336480 Meil Gower Kﬁ = Audit Manager Wink Demao mMainTopic BO2A73TFO0O41270B A4df
IMA02007 13354858 Meil Gower £ = Audit Manager Wink Demao MainTopic B02573TFOO41 2708 A4E
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Functionality (cont)

« Creation of a log document for each event,
information recorded includes

— All field changes (details content before and after
change)

— Who performed the change

— What server the change occurred on
— Event type

— Document UNID

— NotelD

— Date /Time
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Log Document

Zlose Log Cpen Related Logs | Open Target Document Open Audit Target

@\ Audit Log Details

Laq Details:

Initiator: Ch=Neil Gowe i
Database Title: Audit ManagerWink Demao

Replica ID: B025737FO041270B

Form Name:

Server: CH=Build1f0=DevServersiC=GH
Database Path: AuditManagerinkDemao.nsf

Document UNID: 2C2FTDYFA44ADIFAR025T IBA00IAEQCT
Document NotelD: 3E6

Event Type: Saved or Modified

Action Time: 211252007 13:145:51

Email Notification: Meil aner_

Field "$AssistVersion’ changed text value:
OLD: 181272007 10:35:52

MEWY: 217122007 13:15:49

Field "$Comment’ changed text value:
oLD: 2.0.0

MEWY: 1.0.0

Field "$UpdatedBy’ changed type:

OLD: NAMES

MEWY: TEXT
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Deployment

Copy the two .ntf’s into the root of the
servers data directory.

The “AuditManager.nsf” database is
deployed in the root of the data directory
on the server.

The “ntrigger.dll” file is installed on the
server

The dll is then added to the servers .ini file
— extmgr_addins=trigger.dll
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Deployment (cont)

» Restart the server and you are ready to go

» Addition of a Notes agent in each "audited”
database (automated)

* Full deployment documentation is
provided in the “About” and “Using” this

database documents in the configuration
ntf
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Further Information

+ OpenNTF

— http://www.openntf.org/Projects/pmt.nsf/ProjectLookup/Audit%20Manager
* My Blog

— http://www.ngower.me.uk
 Emalil me.

— neil_gower@dominoconsultants.com


http://www.openntf.org/Projects/pmt.nsf/ProjectLookup/Audit%20Manager
http://www.ngower.me.uk/

