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e Domino Database Data And Design Auditing
e Domino Directory Auditing

o Configurable Audit Criteria

o Simple Installation Within 30 Minutes

o Email Notifications

http://www.openntf.org/Projects/pmt.nsf/ProjectLookup/Audit%20Manager



Audit Manager An OpenNTF.org Project

Overview

Your IBM Lotus Notes/Lotus Domino applications often contain sensitive corporate or customer
data, Notes provides you with a rich security infrastructure to ensure that only authorised users can
access the data, but how do you know what data they accessed and when?

In many cases you rely on the honesty of authorised users to only access and use the data that they
need when it is needed, however in an environment of increasing emphasis on compliance,
corporate governance, and internal control, this may not be good enough.

Audit Manager provides a solution to monitor and audit access and modifications to important
information in your Notes/Domino environment. Audit Manager creates a record of any changes

made to monitored documents, records the identity of who made the change, when the change was
made, and at a field level what the changes were.

Using Audit Manager you can:
® Monitor changes to sensitive information or application configuration
® Monitor changes to the Lotus Notes name and address book
® Monitor application design changes
® Capture and store this information in secure centralised log databases
® Implement Audit Manager without development changes to existing applications™
® Use simple formulas to target the exact data you wish to monitor

® Receive email notifications when audit events occur
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Audit Managers allows the centralised configuration and auditing of events in Lotus Notes
databases. From the Audit Manager configuration database, you can quickly create multiple audits
to monitor all the important information in you Lotus Notes applications.

Administrators can view audit configurations by system, status, target, and those with audit criteria,
visual indicators in the view allow an administrator to know whether an audit is enabled, will send
notifications, or is scheduled.

Audits can be enabled and disabled on a one by one basis, or in bulk.
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Configuration is simple and highly configurable, the audit configurations details document contains
everything required to create an audit, including, specifying the Notes database to monitor,
installing the Notes Agent in the database, creating a log database, criteria for the audit to trigger,
and email notification when an event occurs.

Audit configurations can be easily “cloned” to allow the quick creation of similar audits, and audits
that target the same application (Notes database) can be seen from within the current audit
document.

Audit Configuration Document

Cloge Audl, EdlAwdl Disakbe Audil Jpen Audil Log  Open Audil Targel, Clone Audil Document=
-
I-ﬂl.\l Audit Configuration Details
Databarss 1o S Deescription Commmnens:
Database name KWrBensMames.nsd
an eysbermis erver Build] TevSanerailE
Audit agand nams WAudt Managar) onk chanp ¥ you have CTaaed & CUsEAT: Uk agant Related sudils sudi Target o
Lipdste Agent in Target Dkatabass I Modinad oF Sawoil MiBarsMames nel [ |:|:
Audil agerd version 200 & Delelions MiBErEsHames nsl [uH
@ Opening MrBarsNames nsl o
Aanlit Loy Detals:
Defauit Dirsctory: Craate @ new log Leawng Ditaull Dinscl
Selec! log dalabase . ) S ————— ] database ke
Liog Pange imanak |20 (= i DS
Log Localion |AMPGOR: FTTIET nsf
Last dessgn upcate. 1F0 03007 1204 43
Manlit Criteaia:
& & docurnend |5 crested madfed or savmd
Lisg Event Type ™ A documend s deleted
A doturment i opened
F* for data documents
Audin Elamant
™ for design sotuments
Audi Cortfa ris [T ard onkywihsan This fomula ig s "-'l.l'u_ll.._ :u.l-ll-l.-.:'-lf.lll":. l.u .|"-f“f.:ll-l_'ll'-.l_i:.l'.l. Ml =

http://www.openntf.org/Projects/pmt.nsf/ProjectLookup/Audit%20Manager



Audit Manager An OpenNTF.org Project

Audit details are stored in individual Lotus Notes databases, and record low level information about
changes occurring in your applications. From a log document you can easily open the document that
changed, the application that is being audited, and see any related audit logs, this enables the user to
see a complete overview of the documents life cycle.

Because the log documents are stored in a standard Lotus Notes databases specific events can easily
be found using Lotus Notes powerful full-text search capabilities.
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Full Feature List:

Centralised audit management

Centralised audit logging

Automatic creation of audit log databases

Single click upgrade of audit log design and audit agents after new Audit
Manager release

Easy integration into existing applications, no programming required™
Automatic management of log sizes

View the full life cycle of data or design elements

Monitor create, update, and delete events

Server add-in task, audits changes made in Notes Client and Browser
applications

Searchable audit logs, search by user name, database name, UNID, NotelD etc
Email notifications for events meeting audit criteria

Audit exclusions, ignore events from specific servers and individuals
Audit Domino data and design changes

User defined audit selection criteria, simple Lotus Notes formulas can be used
to select elements for auditing

Changes recorded at a field level

Simple administration

View document change history

Automatically schedule start and finish dates for audits

Audit Manager is an open source project on OpenNTF and is managed by:

Neil Gower of DominoConsultants

* Audit Manager automatically installs a Lotus Notes agent in each database that is being audited (a minimum access level of
developer to the target Notes database is required)
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